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RESUMO

A medida que as ameagas cibernéticas continuam a evoluir, os mecanismos tradi-
cionais de seguranca baseados em perimetro, como VPNs IPsec e SSL, tornam-se
cada vez mais ineficazes contra ataques baseados em identidade e movimentos
laterais em ambientes distribuidos. Ao conceder um acesso amplo ao nivel da rede
apés a autenticagdo, as VPNs ampliam a superficie de ataque e falham em aplicar
o principio de Zero Trust — “nunca confiar, verificar sempre”. Para colmatar esta
lacuna, esta dissertagdo investiga a viabilidade de implementar uma solucao de Zero
Trust Network Access (ZTNA) em contexto de pequena e média empresa (PME),

utilizando o OpenZiti, uma plataforma open-source.

A investigacdo combina uma revisao da literatura com uma andlise comparativa de
solugbes ZTNA /SASE, posicionando o OpenZiti face a alternativas de mercado. Foi
entdo concebida e implementada uma arquitetura pratica num ambiente semelhante
a uma PME, com dois sites interligados e um controlador em Azure, simulando
uma topologia hibrida. A implementagéo incluiu o provisionamento de controlador
e edge routers, integracdo Okta—Active Directory e defini¢des granulares de servigos

através de configuracoes de intercept, host e politicas de acesso.

Para além de reproduzir modelos existentes, o trabalho fornece uma avaliagao
pratica e original das capacidades e limita¢bes do OpenZiti, contribuindo para o

estado da arte ao evidenciar lacunas nas solugoes open-source de ZTNA.

Os resultados demonstram que o OpenZiti impoe acesso rigoroso ao nivel do
servico, reduzindo significativamente as oportunidades de movimento lateral em
comparacao com as VPNs. A revogacao de identidades e a propagacao de politicas
ocorreram em tempo quase real, e a descoberta nao autorizada de servicos foi
impedida. Foram identificadas limitagGes ao nivel da segmentagao leste—oeste, do
suporte a federacao de identidades e da integracao nativa de registos, que requerem
controlos complementares ou ferramentas externas. Ainda assim, o estudo confirma
que solugoes open-source de ZTNA podem fornecer as PMEs uma alternativa
economicamente viavel e tecnicamente robusta as VPNs, proporcionando melhorias
mensuraveis na postura de seguranca e apoiando a transicdo de modelos baseados

em perimetro para Zero Trust em organizagdes com recursos limitados.
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ABSTRACT

As cyber threats continue to evolve, traditional perimeter-based security mechanisms,
such as IPsec and SSL VPNs, are increasingly ineffective against identity-based
and lateral movement attacks in distributed environments. By granting broad,
network-level access once authenticated, VPNs expand the attack surface and fail
to enforce the Zero Trust principle of “never trust, always verify.” To address this
gap, this thesis investigates the feasibility of deploying a Zero Trust Network Access
(ZTNA) solution in a small-to-medium enterprise (SME) context using OpenZiti,

an open-source platform.

The research combines a literature review with a comparative analysis of ZTNA/SASE
solutions, positioning OpenZiti against market alternatives. A practical architecture
was then designed and implemented in an SME-like environment, consisting of two

interconnected sites and an Azure-based controller, simulating a hybrid environment.

Beyond reproducing existing models, the work provides an original, hands-on
evaluation of OpenZiti’s capabilities and limitations. It contributes to the state of
the art by highlighting gaps in open-source ZTNA solutions. The implementation
was validated using a structured test suite covering authentication enforcement,

encrypted communication, identity revocation, and service visibility.

The results demonstrate that OpenZiti enforces fine-grained, service-level access
while significantly reducing lateral movement opportunities compared to VPNs.
Identity revocation and policy updates propagated in near real time, and unautho-
rised service discovery was prevented. Limitations were identified in areas such as
east—west segmentation, federated identity support, and native logging integration,
which require complementary controls or third-party tools. Nevertheless, the study
confirms that open-source ZTNA solutions can provide SMEs with a cost-effective
and technically viable alternative to VPNs, delivering measurable improvements
in security posture and supporting the broader transition from perimeter-based

security to Zero Trust in resource-constrained organisations.
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INTRODUCTION

1.1 CONTEXT AND MOTIVATION

The rapid evolution of the digital landscape, driven by ubiquitous cloud adoption,
edge computing, and the normalisation of remote and hybrid work models, has
fundamentally reshaped organisational I'T infrastructures. While these develop-
ments unlock unprecedented flexibility and scalability, they also render traditional
perimeter-centric security models increasingly inadequate. Virtual Private Networks
(VPNs), once considered the cornerstone of secure remote access, exhibit critical
weaknesses against modern attacker tactics, techniques, and procedures (TTPs), in-
cluding credential stuffing, lateral movement, and supply-chain compromise. Recent
industry analyses report that insider-enabled breaches and misconfigurations ac-
counted for approximately 83% of cybersecurity incidents in 2024 Verizon Business,

2024, underscoring the need for adaptive, context-aware security frameworks.

1.2 PROBLEM STATEMENT

Traditional Virtual Private Network (VPN) architectures remain the predominant
remote access solution for small and medium-sized enterprises (SMEs) due to their
affordability and ease of deployment. However, these solutions inherently rely on
implicit trust models: once authenticated, users are granted broad network-level
access, often extending far beyond the resources they require. This “all-or-nothing”
approach not only increases the attack surface but also facilitates lateral movement,

complicates forensic investigations, and undermines the principle of least privilege.

While emerging paradigms such as Zero Trust Network Access (ZTNA) and Secure
Access Service Edge (SASE) address these shortcomings by enforcing identity-aware,
continuous, and granular access controls, their adoption faces significant barriers in
the SME context. Commercial ZTNA and SASE platforms are often subscription-
based, resource-intensive, and designed for enterprises with dedicated security

teams, making them economically and operationally inaccessible for SMEs. At
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the same time, the landscape of open-source alternatives remains fragmented and
underexplored, with many solutions claiming Zero Trust alignment but in practice
failing to provide service-level segmentation or seamless integration with identity

providers.

This gap between the security needs of SMEs and the availability of cost-effective,
practical ZTNA solutions defines the core problem of this research. Specifically, there
is insufficient empirical evidence evaluating whether open-source ZTNA platforms
can provide SMEs with a viable and secure alternative to traditional VPN-based

access models.

1.3 RESEARCH OBJECTIVES

The overarching objective of this research is to evaluate whether an open-source
Zero Trust Network Access (ZTNA) solution can serve as a viable alternative to
VPN-based architectures in small and medium-sized enterprises (SMEs). To address

this, the study pursues the following specific objectives:

1. Comparative Analysis: Examine commercial and open-source ZTNA /SASE
solutions, identifying their core features, deployment models, and alignment

with Zero Trust principles, with particular attention to their suitability for
SMEs.

2. Architecture Design: Develop a reference architecture for deploying an
open-source ZTNA platform that accounts for the operational and budgetary

constraints typical of SMEs.

3. Practical Implementation: Deploy an open-source ZTNA solution (Open-
Ziti) in a simulated SME environment, integrating cloud and on-premises
components, and configuring identity management with Active Directory and
Okta.

4. Empirical Evaluation: Assess the deployed solution through structured
functional and security tests, focusing on service-level access enforcement, resis-
tance to lateral movement, identity management limitations, and operational

complexity.

5. Critical Appraisal: Analyse the benefits and shortcomings of the imple-
mentation, highlighting the extent to which open-source ZTNA solutions can
realistically improve SME security posture compared to traditional VPNs,

and identify areas requiring complementary controls or future research.



1.4 METHODOLOGICAL APPROACH

1.4 METHODOLOGICAL APPROACH

The research adopts a mixed-method strategy combining:

e A systematic literature review spanning peer-reviewed scholarship, standards

documents (e.g., NIST SP 800-207), and industry white papers;

o A comparative feature and vendor matrix evaluating five leading ZTNA /SASE

platforms;

¢ A hands-on deployment in a two-site SME testbed augmented by an Azure
cloud environment, validated through a structured test suite comprising

functional, security, and performance scenarios;

o Qualitative analysis of deployment effort, operational visibility, and forensic

artefacts.

1.5 DOCUMENT STRUCTURE

The remainder of the document is organised as follows:

e Chapter 2 reviews the state of the art in Zero Trust Network Access and
Secure Access Service Edge architectures, identifying existing gaps in literature
and practice, and provides a detailed contextualisation of ZTNA concepts,

including comparisons with traditional VPNs and guidance from NIST;

e Chapter 3 presents a comparative analysis of selected ZTNA and SASE
solutions, followed by the proposed architecture and practical implementation
using OpenZiti;

e Chapter 4 describes the functional and security tests carried out to validate

the deployment, with corresponding results;

e Chapter 5 summarises the findings and outlines the main conclusions, limi-

tations, and future research directions.

By the end of this thesis, readers will have a replicable framework and evidence-
based guidance for transitioning from VPN to Zero Trust architectures in resource-

constrained environments.






RELATED WORK

This section reviews the theoretical and practical foundations of Zero Trust Network
Access (ZTNA) and Secure Access Service Edge (SASE), with a focus on their
technical evolution, deployment challenges, and relevance to modern enterprise
environments. It concludes with a contextualisation of core ZTNA concepts and a

comparative framing of traditional VPN-based models.

2.1 EVOLUTION OF ENTERPRISE NETWORK SECURITY

Enterprise network security has traditionally evolved through perimeter-based
approaches, beginning with firewalls and site-to-site VPNs in the late 1990s and
gradually incorporating intrusion prevention systems, next-generation firewalls
(NGFWs), and identity-aware controls. In large organizations, these shifts were
often supported by dedicated security teams, compliance drivers, and the ability
to invest in layered defenses. For small and medium-sized enterprises (SMEs),
however, adoption followed a markedly different trajectory. Limited budgets and
staffing constraints often meant SMEs adopted VPNs as the de facto remote access
solution, prioritizing affordability and simplicity over layered security. While this
approach provided basic confidentiality and remote connectivity, it also reinforced a
“castle-and-moat” security mindset, in which once inside the perimeter, users gained
broad access with minimal internal segmentation. Unlike enterprises, SMEs have
historically lacked the resources to deploy advanced identity management, endpoint
monitoring, or micro-segmentation, leaving them disproportionately exposed to
credential compromise and lateral movement. The emergence of cloud computing,
mobility, and hybrid work has exacerbated these disparities. Large enterprises
increasingly adopt Zero Trust principles to handle distributed environments, while
SMEs remain dependent on aging VPN infrastructures due to the cost and complexity
of commercial Zero Trust solutions. This divergence underscores the importance of
evaluating whether open-source Zero Trust Network Access (ZTNA) platforms can

offer SMEs a practical migration path beyond perimeter-based security. Figure 1
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summarises key milestones from perimeter firewalls in the late 1990s to contemporary

Zero Trust architectures.

1990s: PERIMETER SECURITY - Firewall-based, implicit internal trust

2000s: VPN ERA - Remote access via encrypted tunnels, network-level access

2010s: SOFTWARE-DEFINED PERIMETER - Dynamic boundaries, API-driven policies

2020s: ZERO TRUST (ZTNA) - Never trust always verify, service-level access

Present: SASE CONVERGENCE - Unified security platform, Al-driven policies

Figure 1: Simplified timeline of enterprise network security paradigms.
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2.2 ZERO TRUST PRINCIPLES AND ARCHITECTURES

2.2.1 Core Tenets

Zero Trust (ZT) reframes security around identity, device posture, and continuous
verification rather than implicit network location trust. NIST SP 800-207 formalises
ZT as “a collection of concepts and ideas designed to minimise uncertainty” in

enforcing access decisions (Rose et al., 2020). Key tenets include:!
e Assume breach: design for compromise persistence.
e Verify explicitly: authenticate and authorise every request.
e Least privilege: restrict access to the minimum required.
¢ Micro-segmentation: isolate workloads to limit blast radius.

e Continuous monitoring: adapt policies based on real-time context.

2.2.2 Reference Models

NIST outlines three implementation models: Identity Governance/Administration
(IGA), Micro-segmentation, and Software-Defined Perimeter (SDP). Industry ven-
dors expand on these with Unified Endpoint Management (UEM), User and Entity
Behaviour Analytics (UEBA), and Secure Service Edge enforcement layers (Bra-
datsch et al., 2024; Colomo-Palacios et al., 2021).

2.3 ZERO TRUST NETWORK ACCESS (ZTNA)

Zero Trust Network Access (ZTNA) is founded on the principle of “Never trust,
always verify” (Kang et al., 2023), where access is continuously authenticated and
authorised regardless of network origin. Kang et al., 2023 provide a theoretical model
of ZTNA based on continuous monitoring and segmentation, employing a simulation-
based methodology using NS-3 network simulator with 100-node topologies. However,

their approach exhibits several limitations:

1. the simulation environment fails to capture real-world authentication latencies

and IdP integration complexities,

1 Paraphrased from Rose et al., 2020.
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2. their policy enforcement model assumes homogeneous device types, ignoring

Bring Your Own Device (BYOD) scenarios common in SMEs,
3. no cost-benefit analysis is provided for resource-constrained organizations.

Syed et al., 2022 review the growing importance of Zero Trust models in the context
of rising cyber threats, offering the first comprehensive mapping of authentication
mechanisms to ZTA maturity levels and comparing 18 solutions. However, their
analysis remains largely theoretical, with performance benchmarks limited to 1,000-
node simulations and no validation in production environments. More technical depth
is provided by Bradatsch et al., 2024, who introduce a dynamic trust-score-based
access model, addressing practical concerns through their Subjective Logic-based
trust computation framework and achieving sub-second response times with 29 trust
attributes. Yet, the computational complexity and hardware requirements create
barriers for organisations with fewer resources, such as SMEs. Their proposal reflects
ZTNA principles in practice, though it lacks broader application to distributed

systems or resource-constrained organisations.

2.4 SECURE ACCESS SERVICE EDGE (SASE)

Colomo-Palacios et al., 2021 explore SASE as a cloud-native security framework
that consolidates networking and security functions. SASE’s advantages — including
scalability, visibility, and enforcement — are widely acknowledged, yet few works
evaluate its practical deployment. Yiliyaer and Kim, 2022 propose a conceptual
model that merges Zero Trust with SASE components, such as SD-WAN and SSL

inspection. However, they do not validate their approach through empirical testing.

2.5 PRACTICAL IMPLEMENTATIONS OF ZTNA AND SASE

Despite the growing volume of academic and industry literature on Zero Trust
and SASE, most contributions remain conceptual, simulation-based, or limited to
theoretical frameworks. For instance, Bradatsch et al., 2024 introduce a scorebased
trust model, yet their work stops at simulation and does not address deployment

feasibility in production networks.

Similarly, Syed et al., 2022 provide extensive taxonomies of authentication mech-
anisms but without empirical validation in organizational contexts. This lack of

applied research is particularly evident in small and medium-sized enterprises
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(SMEs). While large enterprises may conduct internal pilots or rely on vendor-driven
proof-of-concept deployments, SMEs often lack both the resources and technical ex-
pertise to test or validate advanced security architectures. As a result, the practical
implications of adopting ZTNA remain underexplored for this segment, even though
SMEs are among the most dependent on remote access and the most vulnerable to

credential compromise and lateral movement.

This thesis positions itself as a response to that gap. By implementing and testing
an open-source ZTNA solution (OpenZiti) in an SME-like environment, it provides
empirical evidence on the feasibility, strengths, and limitations of such deployments.
In doing so, it contributes not only to academic discourse, where empirical studies
are scarce, but also to the practitioner community, by offering a replicable framework

for SMEs that need cost-effective alternatives to traditional VPNs.

2.6 CONTEXTUALISATION OF ZTNA AND SASE CONCEPTS

To bridge the gap between theory and implementation, it is essential to contextualise

the application of ZTNA and SASE within real network infrastructures.

2.6.1 ZTNA fundamentals

ZTNA shifts security from the network perimeter to the identity level. Unlike VPNs,
which grant broad access to internal networks, ZTNA provides granular, service-level
access based on policies tied to user identity, device, and session context (Sarkar
et al., 2022). This model is especially effective in cloud-native, hybrid, and IoT
environments. ZTNA is not a formal protocol or standard, but an approach endorsed
by institutions such as NIST. Protocol coverage depends on the implementation;
some tools are limited to ports 80/443, while others — like OpenZiti — support

broader protocol ranges.

2.6.2  Comparison: ZTNA vs VPNs

ZTNA offers multiple advantages over VPNs:
o Minimised attack surface;

e Elimination of implicit trust;
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o Identity-based access control;

e Resistance to lateral movement;

e Improved scalability.

These comparisons are summarised in Table 1, supporting the rationale for ZTNA

adoption in this study.

Table 1: Comparison of VPN and ZTNA Characteristics

Criteria

VPN

ZTNA

References/Notes

Access Model

Trust Model

Network-wide

Implicit after lo-

gin

Attack Surface Broad  (lateral
movement)

Identity Source Credentials/PKI

Deployment and Gateway  appli-

Scalability ances, limited
scalability

Visibility Limited session
logs

Service/Application-Palo

level

Continuous,
context-aware
Minimised (micro-
segmented)

IdP + device pos-
ture

Distributed edge
proxies, high scal-
ability
Fine-grained per
request

Alto Networks,
2025; Rose et al., 2020

Rose et al., 2020

Kang et al., 2023; Sarkar
et al., 2022

Effectiveness depends on
implementation quality

and service configura-
tion. See Test T03.

Identity source config-
ured depends on the
tool’s integrations and
features.

Colomo-Palacios et al.,
2021; Yiliyaer and Kim,
2022

Bradatsch et al., 2024;
Syed et al., 2022

10
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2.6.3 SASE vs Reverse Proxy

Although SASE and reverse proxies share the function of mediating access, their
approaches differ significantly. SASE applies continuous inspection, risk scoring,
and session control across diverse network layers. Reverse proxies perform initial
authentication but lack mechanisms for continuous session validation or adaptive
policy enforcement based on context or risk scoring, making it unsuitable as a
ZTNA substitute. Some use cases were chosen to clarify where each technology may

be more effective. Use case examples:

1. Public API Gateway: Reverse proxies may be sufficient for rate limiting and

basic authentication.

2. Legacy monolith access: SASE is required for deep packet inspection and

context-aware policies.

3. Control over shared data: SASE can control whereas private data can be

shared, and with whom, through DLP policies.

This distinction further justifies the architectural choices made later in this work.

2.7 OPEN-SOURCE ZTNA SOLUTIONS LANDSCAPE

While the market offers several open-source networking and security solutions
often positioned as Zero Trust alternatives, critical analysis reveals that most
fail to implement true ZTNA principles. This section examines commonly cited
"ZTNA" open-source solutions and evaluates their actual alignment with Zero Trust

architecture requirements as defined by Rose et al., 2020.

1. Tailscale
Tailscale is built on WireGuard, provides identity-aware mesh networking but
fundamentally remains a VPN solution granting network-level rather than
service-level access Tailscale Inc., 2024. Its centralized coordination server and

lack of true micro-segmentation disqualify it as a ZTNA solution.

2. WireGuard
WireGuard is explicitly a Layer 3 VPN protocol, not a ZTNA solution Donen-
feld, 2017. While projects like Firezone attempt to add Zero Trust features,

they merely use WireGuard as the base layer while building entirely separate
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2.8

identity and policy layers, confirming WireGuard’s role as a networking/VPN
protocol rather than a complete ZTNA platform.

. ZeroTier

ZeroTier creates virtual Layer 2 networks that span across the internet ZeroTier
Inc., 2024. All devices connected to a ZeroTier network appear to be on the
same local network segment ZeroTier Inc., 2024, which is antithetical to Zero
Trust principles. By granting authenticated users access to entire network
segments, it enables the lateral movement ZTNA specifically prevents, making

it unsuitable to be classified as a ZTNA solution.

. Nebula

Nebula uses certificate-based authentication for mesh networking but lacks the
continuous verification and dynamic policy enforcement essential to ZTNA.
Its static trust model and network-level access paradigm position it as an
enhanced VPN rather than true Zero Trust architecture Defined Networking
Corp., 2024.

SUMMARY

This chapter analysed prior work on enterprise security evolution, Zero Trust

principles, ZTNA and SASE frameworks, and their practical implementations. It
compared ZTNA to VPNs, highlighted differences between SASE and reverse proxies,

and assessed open-source tools such as Tailscale, WireGuard, ZeroTier, and Nebula,

exposing gaps in their alignment with Zero Trust requirements.

The next chapter, Development, transitions from theory to practice by presenting

the rationale for tool selection, the proposed ZTNA architecture for SMEs, and

the detailed implementation of OpenZiti, including topology, provisioning, identity

management, IdP (Okta) integration, and service/policy configuration.
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This chapter translates the Zero Trust concepts discussed in Chapter 2 into a
concrete deployment that replaces a legacy VPN architecture in a small-to-medium
enterprise (SME) setting. We begin with the tool-selection rationale, then describe
the target environment, the proposed ZTNA architecture using OpenZiti, and the
step-by-step deployment procedure, culminating in the functional configuration

artefacts used for evaluation.

3.1 SOLUTION SELECTION RATIONALE

Table 2 compares the publicly documented capabilities of five vendors: Zscaler ZPA,
Netskope, Prisma Access, Cisco Umbrella, and the open-source OpenZiti
platform. Commercial offerings combine Secure Web Gateway (SWG) and Cloud
Access Security Broker (CASB) functions with ZTNA, whereas OpenZiti focuses

exclusively on identity-centred micro-segmentation without inline inspection.

Table 2: High-Level Feature Matrix for Referenced Vendors

Capability Zscaler Netskope Prisma Cisco Um- OpenZiti
ZPA Access brella
Licensing model Subscription Subscription Subscription Subscription Self-host
(per-user) (per-user) (per-user) (per-user)
Delivery model 1504+ POPs 80+ POPs 100+ POPs 704 POPs  Self-host
VM/Container
Micro-segmentation Yes Yes Yes VLANapp Yes
Inline inspection Yes Yes Yes Yes No
(SWG/DLP)
Indicative cost High High High High Low (infras-
tructure)
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3.1.1 Vendor Summaries

In this section, we conduct a comparative analysis of SASE suppliers, focusing on
their ZTNA implementation capabilities, and ZTNA-only solutions. The solutions
selected reflect market leaders, universally recognised ZTNA and SASE solutions, and

open-source solutions that appear as alternatives to existing commercial solutions.

ZSCALER ZPA A mature cloud-native ZTNA service that provides granular
access control, integrated SWG, CASB, and sandboxing. It publicly advertises ex-
tensive global POP coverage (150+ as of 2025) and reports < 50 ms 95th-percentile
latency for US / EU users. Pricing is among the highest but includes threat intelli-
gence and 24 /7 SOC support.

NETSKOPE  Renowned for deep visibility into SaaS and Shadow IT usage. Com-
bines ZTNA with CASB and inline Data Loss Prevention (DLP). Deployment in
hybrid networks can require extensive policy tuning, but it offers rich analytics

dashboards and risk scoring.

PRISMA ACCESS (PALO ALTO NETWORKS)  Integrates next-generation fire-
wall (NGFW), SD-WAN, and ZTNA in a single service edge. Strong micro-segmentation
and advanced threat prevention, yet complexity and licensing costs position it for

enterprises with strict compliance regimes.

CISCO UMBRELLA SECURE ACCESS  Delivers DNS-layer security, SWG,
firewall-as-a-service, and CASB under a unified umbrella. Tightest integrations
are achieved in all-Cisco environments; multi-vendor sites may need additional
connectors. Provides robust global POP coverage but offers less policy granularity
than dedicated ZTNA tools.

OPENZITI  An open-source platform designed around identity-centric overlays.
It enables service-level access without exposing resources on the public Internet.
Lacks built-in DLP or UEBA, but its extensible API and permissive licence make it

attractive for cost-sensitive organisations needing full deployment control.
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3.2 ARCHITECTURE

This section presents the transformation from a traditional VPN-based model to a

Zero Trust architecture implemented with OpenZiti.

3.2.1 Traditional VPN-based Architecture

The legacy network model built in this scenario, to represent a typical SME, relied
heavily on site-to-site Virtual Private Network (VPN) connections to interconnect
its two physical offices (Lisbon and Madrid), while also providing secure connectivity
for remote users. In practice, this design enabled remote employees or branch offices
to connect to the corporate LAN as if they were physically present within the head-
quarters. Once authentication was completed (typically being basic authentication,
with MFA), the VPN tunnel granted broad access to internal network resources
without granular restrictions. This model depicts a “castle-and-moat” approach
to security: once a user passed through the “moat” (the VPN gateway), it gained
implicit trust inside the “castle” (the internal network). This design introduced

critical security limitations:

1. Broad attack surface: After authentication, users gain visibility into the entire
internal subnet. Even if they only require access to a specific service (i.e. print
server #1 or SAS #1), the VPN tunnel exposes them to unrelated servers and
services. This violates the principle of least privilege and creates potential entry
points for attackers exploiting compromised credentials Akamai Technologies,
2024.

2. Lateral movement risks: Once a remote user has access to the VPN, they
can run discovery tools (i.e. Nmap) to probe internal services. This raises
concerns about insider misuse or compromised credentials being leveraged to

pivot across the environment.

3. Scalability issues: Limited scalability due to dependency on centralised VPN

gateways, which can become a bottleneck.

Figure 2 illustrates an SME’s previous VPN topology. The Lisbon office operated
as the headquarters, hosting a print-server and establishing a VPN gateway with the
Madrid office. The Madrid office connected through a permanent site-to-site IPSec
tunnel, extending its entire subnet into the Lisbon network, and hosted all the key

infrastructure. Remote employees established client-to-site VPN sessions into the
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same gateway, gaining access to the Lisbon LAN as if physically present. All traffic
was routed first through Lisbon, resulting in potential latency and bottlenecks. The
figure therefore highlights the hub-and-spoke nature of the design, its dependency on
a centralised gateway, and the lack of service-level segmentation, which ultimately

motivated the migration towards ZTNA.

<"'> Corporate Network Perimeter

6 Headaquarters (Lisbon)

Yo

T

VPN Firewall
E Gateway

Print Server #1 3 AN S 1 V]

Site to site VPN

e Office 2 (Madrid)
E‘ﬁ : /'\ N
@ [ ] Internet
e ' N T T
VPN Firewall
Gateway
e #1 e

Figure 2: VPN-based Architecture

3.2.2 ZTNA Architecture with OpenZiti

In the new architecture, services such as the Web Application Server (WAS #1),
Secure File Transfer Server (SAS #1), and Domain Controller (DC #1) were no
longer exposed through broad subnet-level access. Instead, they were encapsulated
behind OpenZiti Edge Routers (OZER #1 and OZER #2) deployed at the Lisbon
and Madrid sites. These routers only processed traffic explicitly authorised by
centrally defined identity policies, ensuring that every connection was tightly bound
to a validated user and service. All traffic between endpoints and services was
encapsulated within mTLS-based overlay tunnels, created by OpenZiti. Each tunnel
relied on service-specific certificates issued by the OpenZiti Controller (OZC #1),
which was hosted in Azure. This controller managed the issuance of identities,
orchestration of policies, and routing of all service access. To strengthen identity
assurance, Okta was integrated as the Identity Provider (IdP), synchronised with

the on-premises Active Directory. Although OpenZiti does not support Just-in-Time
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(JIT) provisioning, this integration ensured that remote access was tied to enterprise-
managed user accounts, reducing administrative burden and strengthening security
alignment with IAM practices. From a practical standpoint, this design addressed

the limitations observed in the VPN model:

1. Granular access enforcement: Employees were only able to connect to the
specific services they were authorised to use (i.e. an employee accessing WAS

#1), rather than the entire subnet.

2. Reduced attack surface: No service endpoints were exposed to the public

internet or accessible through a “flat” network tunnel.

3. Improved scalability: New sites or remote users could be added simply by de-
ploying an additional edge router and issuing identities, without reconfiguring

VPN gateways.

Figure 3 illustrates an SME’s network after migrating to OpenZiti, showing how
resources are now accessed through identity-aware overlay tunnels rather than
through broad network exposure. Each on-premises site (Lisbon and Madrid) hosts
an edge router that intercepts traffic to local services, while remote users connect
through cloud-hosted routers. All communication flows are orchestrated by the
Azure-based OpenZiti Controller (OZC #1), which acts as the central trust authority.
Key services such as the WAS, SAS, and DC are shielded behind the routers, only
reachable if a valid identity and policy permit access. Unlike the VPN model,
where users joined the full corporate subnet, the ZTNA design enforces per-service,
per-identity access, removing unnecessary visibility and reducing lateral movement
risk. The figure highlights the shift from implicit trust to explicit, identity-bound

trust.

3.3 IMPLEMENTATION DETAILS

This section describes in detail the implementation of the Zero Trust Network
Access (ZTNA) solution using OpenZiti in a small-to-medium enterprise (SME)-
like environment. The architecture was designed to replace the legacy VPN-based
model (Figure 2) with an identity-centric approach (Figure 3), while maintaining

operational feasibility for distributed offices and remote employees.
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Figure 3: ZTNA Architecture, with OpenZiti

3.3.1  Deployment Topology

The deployment replicated an SME scenario with two physical sites (Lisbon and

Madrid), one cloud environment (Microsoft Azure), and multiple remote endpoints:

18

o Lisbon Site (HQ): Contained secondary infrastructure, such as a print server,

and was a physical office where users could connect from, and is connected
through a dedicated OpenZiti Edge Router (OZER #1). This router provided
access to Madrid users and services, while ensuring all communication was

identity-bound;

Madrid Site (Branch Office): Hosted key infrastructure components,
including a domain controller (DC #1), a Web Application Server (WAS #1),
and an SFTP server (SAS #1). An OpenZiti Edge Router (OZER #2) was
deployed as the gateway for Madrid services;

Cloud (Azure): Hosted the OpenZiti Controller (OZC #1), and two OpenZ-
iti Edge Routers (OZER #3 and OZER #4), to guarantee high availability.
This decision was motivated by the current OpenZiti limitation of not sup-
porting multiple active controllers for high availability (a feature still under
development), and taking advantage of Cloud capabilities, such as on-demand
resources, to ensure better performance. Hosting in Azure also ensured re-

silience and accessibility without relying on a single on-premises location.

Remote users: Connected using the Ziti Desktop Edge Agent, which estab-

lished overlay tunnels transparently once authenticated.
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3.3.1.1 Identity and Access Management

Identity enforcement was central to the deployment:

o Identity Provider: Okta (SaaS) was chosen as the Identity Provider (IdP)
to integrate with OpenZiti. It was integrated with the on-premises Active
Directory to ensure all users that connected to OpenZiti’s infrastructure were

enterprised users, from a source of truth within the organisation.

o Authentication: Each remote user was issued a Ziti identity certificate (jwt
token), signed by the controller. These certificates were bound to specific

devices, preventing credential theft or token reuse.

e Limitations: Due to OpenZiti’s lack of support for JIT provisioning, group
membership in AD could not be automatically mapped to Ziti policies through
Okta, using SAML assertions/OIDC claims. Instead, identities had to be
managed manually within OpenZiti. This is a significant operational and

security limitation, as it prevents fully centralised IAM.

3.3.2  Components Provisioning

3.3.2.1 Inventory, Naming and Version baseline

Assets and roles:
e OZC #1 - Azure VM hosting the OpenZiti Controller, on port 1280;

e OZER #1 - Lisbon on-prem VM, with an Edge Router, as LAN gateway,

installed;

e OZER #2 - Madrid on-prem VM, with an Edge Router, as LAN gateway,

installed;
o OZER #3 and OZER #4 - Cloud Edge Routers for remote access / resiliency.
e WAS #1 - Web Application Server, on port TCP 8443;
e SAS #1 - Secure File Transfer Server, on port TCP 22;

o DC #1 - Domain Controller, on ports TCP/UDP 53, 88, 123, 135, 138, 389,
443, 445, 636 (all ports should be evaluated, and limited, according to the

organisation’s requirements);

e Ziti desktop agent - Client agent for remote sessions;
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o Okta (IdP) + AD - Identity source. Okta agent installed on DC #1 for

synchronization purposes;
e Perimeter Firewalls.
Naming and DNS:

To ensure a near real scenario, a domain was obtained solely to be used in this

implementation: oz-implementation.pt.
e Controller FQDN: ziti-controller.oz-implementation.pt;
o Cloud Edge Routers: pub-er-1.oz-implementation.pt, pub-er-2.oz-implementation.pt;

o Internal services (used for local intercepts): webapp.office2.ziti, sas.office2.ziti,

ceey

OZ-IMPLEMENTATION.PT RECORDS
ShDWing Heo T offrecords
~ NAME TYPE CONTENT PRIO TTL
Back
oz-implementation.pt NS v dns1.host-redirect.com 0 7200 v
oz-implementation.pt NS v dns2.host-redirect.com 0 7200 v
oz-implementation.pt NS v dns3.host-redirect.com ] 7200 v
oz-implementation.pt NS v dns4.host-redirect.com 0 7200 v

pub-er-1.oz-implementation. A v 4.231.233.98 0 1 hour w n
pub-er-2.0z-implementation. A v 74.234.182.104 0 1 hour v n
ziti-controller.oz-implementz A v 20.107.244.46 0 1 hour v

Figure 4: DNS registry

Baseline versions:

o OpenZiti Controller (OZC #1): version 3, running on Ubuntu Server 24.04.3
LTS;

» OpenZiti Edge Routers (OZER’s): version 3, running on Ubuntu Server 24.04.3
LTS;

o Ziti Desktop Agent (Windows): version 2.6.4.

o Other Operating Systems: Workstations (WS #1, WS#2,..) - Windows 10
and Windows 11, Internal applications - Ubuntu Server 24.04.3 LTS, AD -
Windows Server 2022.
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3.3.2.2  Pre-requisites

In order to guarantee a successful implementation, the following pre-requisites were

taken into consideration:

e Azure subscription with privileges to create Resource Group, VMs, Public IPs
and NSGs;

e Administrative privileges in DC #1 in order to install Okta’s AD agent;

e Firewall control on Lisbon and Madrid edges, to allow required outbound

connectivities;

e Internal PKI, or acceptance to use OpenZiti’s built-in PKI, for overlay certifi-

cates;

e Permission to provision new VMs within the on-prem infrastructure, for the

new OpenZiti Edge routers;

e Privileges within internal applications where it is preferable to implement a
ziti SDK, instead of relying on the OpenZiti Edge Routers working as LAN

gateway;

e Privileges to either rely on GPOs, or to manually install, on each workstation,

the new OpenZiti Desktop agent.

3.3.2.3 Controller and Edge Routers Provisioning

For the provisioning of the OpenZiti Controller and the two Cloud Edge Routers,

the following steps were taken:
1. Azure VM Creation:
a) Create a resource group: "rg-oz-prd";

b) Deploy a new VM (Ubuntu server LTS) with the chosen parameters. In
this scenario, it was chosen a standard B1 VM, with 1vcpu and 1 GiB

memorys;

c¢) Create a network security group (NSG) and restrict the inbound com-
munications to the necessary ports only (management and service ports,

defined in the configuration file config.yml).
2. OS Hardening;

3. Install OpenZiti Controller:
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a) Install controller binaries matching the chosen version (version 3), ob-

tained from OpenZiti’s official documentation;

b) Prepare config.yml with a public address and port, TLS cert/key paths
(either the built-in PKI or a chosen PKI), and the location where data

should be stored. Listing 15 represents a controller’s yaml file.
4. Install OpenZiti Edge Routers:

a) Install edge router binaries matching the chosen version (version 3),

obtained from OpenZiti’s official documentation;

b) Generate an enrollment JWT on the controller, and use it to enroll the

new edge router;

c) Configure router.yml with the controller’s public address and port, a
public address and port for the router, and the identity jtw file generated

previously. Refer to listing 16 for an example of a config.yml file.

Regarding the OpenZiti Controller’s configuration, it can contain sections such
as ctrl, db, identity, edge, web, healthchecks, events, cluster, network, etc. From the
sections mentioned, the following are mandatory to start the controller in a minimal
"fabric-only" mode (core overlay network built between routers - it is the base
functionality that guarantees connectivity between the openziti’s components, while
being agnostic to users and applications): ctrl, db/cluster and identity; while others
- web and edge - enable extra functionality. Among these sections, the following

seven sections were configured in this implementation:

1. "db", which specifies the location of the database file, used to store its persistent
data - identities, services, policies, configurations, etc;

db: "/var/lib/private/ziti-controller/bbolt.db"

Listing 1: OpenZiti Controller’s config.yml file - "db" variable definition
. "identity", where it is configured the certificates, and certificate chain, used for

outbound client connections, server listening, and CA bundles. By specifying the
cert, server__cert, key and ca variables, it is ensured that the controller can both au-
thenticate itself and accept peer connections. Without this section, TLS connections
cannot be negotiated;

identity:
cert: "pki/intermediate/certs/client.chain.pem"
server_cert: "pki/intermediate/certs/server.chain.pem"
key: "pki/intermediate/keys/server.key"

ca: "pki/root/certs/root.cert"

Listing 2: OpenZiti Controller’s config.yml file - "identity" section
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3. "ctrl", where it is defined the advertise address (hostname:port) and listener (ad-
dress:port) for the controller. This defines how routers, and every component in the
OpenZiti network, connect to the controller for control-plane operations;

ctrl:
options:
advertiseAddress: tls:ziti-controller.oz-implementation.pt:1280
listener: t1s:0.0.0.0:1280

Listing 3: OpenZiti Controller’s config.yml file - "ctr]l" section
4. "healthChecks", where it is configured periodic health checks on the controller’s

database to ensure it is functional;

healthChecks:

boltCheck:
interval: 30s
timeout: 20s

initialDelay: 30s

Listing 4: OpenZiti Controller’s config.yml file - "healthchecks" section
5. "edge", used to enable "edge functionality", which is the identity-aware layer on top

of the "fabric functionality". This is responsible for identities and their enrolment,
services, policies, and for transforming OpenZiti into a Zero Trust platform rather

than just a VPN.

edge:
api:
sessionTimeout: 30m
address: ziti-controller.oz-implementation.pt:1280
N
enrollment:
signingCert:
N
cert: pki/intermediate/certs/intermediate.cert
key: pki/intermediate/keys/intermediate.key
edgeldentity:
duration: 180m
edgeRouter:

duration: 180m

Listing 5: OpenZiti Controller’s config.yml file - "edge" section
6. "events', where it is configured how the controller generated events/logs for internal

actions. For the purpose of testing, this was configured with several types of events
subscribed. In a production environment, it is best to filter these subscriptions, to
avoid performance constraints, and for readability purposes.

events:
jsonLogger:
subscriptions:
- type: circuit
...
- type: entityCount
interval: 5s

handler:
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type: file
format: json

path: /tmp/ziti-events.log

Listing 6: OpenZiti Controller’s config.yml file - "events" section
. "web", used to determine how the controller exposes its REST APIs, and web

interface (ZAC console, edge client APIs, fabric APIs).

web:
- name: client-management
bindPoints:
- interface: 0.0.0.0:1280
address: ziti-controller.oz-implementation.pt:1280
identity:
...
options:
idleTimeout: 5000ms
readTimeout: 5000ms
writeTimeout: 100000ms
minTLSVersion: TLS1.2
maxTLSVersion: TLS1.3
apis:
...
- binding: zac
options:
location: /opt/openziti/share/console

indexFile: index.html

Listing 7: OpenZiti Controller’s config.yml file - "web" section

Regarding the OpenZiti Router’s configuration, it can contain sections such as
identity, ctrl, link, edge, and listeners. From these, the mandatory sections to start
the router in a minimal “fabric-only” mode (where the router only participates in
the overlay mesh, establishing secure links with other routers) are identity, ctrl, and
link. The edge section enables the router to function as an edge router, allowing
client applications or tunneler agents (such as the Windows Desktop client) to
connect through it using identities and policies defined on the controller. For this

implementation, the following sections were configured:

1. "identity", where it is configured the certificates and keys used by the router,
similarly to the identity section in the controller’s configuration.

identity:
cert: /opt/openziti/ziti-router/certs/cert.pem
server_cert: /opt/openziti/ziti-router/certs/server_cert.pem
key: /opt/openziti/ziti-router/certs/key.pem
ca: /opt/openziti/ziti-router/certs/ca.pem
Listing 8: OpenZiti Router’s config.yml file - "identity" section
. "ctrl", where it is defined how the router reaches the controller, for the control plane.

ctrl:

endpoint: tls:ziti-controller.oz-implementation.pt:1280

Listing 9: OpenZiti Router’s config.yml file - "ctrl" section
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3. "link", where it is configured the router-to-router data-plane links - "fabric" connec-
tions;

link:
dialers:
- binding: transport
listeners:
- binding: transport
bind: t1s:0.0.0.0:80
PN
advertise: tls:pub-er-1.oz-implementation.pt:80
<
options:

outQueueSize: 16

Listing 10: OpenZiti Router’s config.yml file - "link" section
4. "edge", used to enable "edge functionality" on the router, similarly to the con-

troller’s configuration. This is responsible for defining enrolment /renewal certificate

parameters and identity-aware access for SDK and tunneler clients.

edge:
heartbeatIntervalSeconds: 60
csr:
[N
country: US
province: NC
locality: Charlotte
organization: NetFoundry
organizationalUnit: Ziti
sans:
dns:
- localhost
- pub-er-1.oz-implementation.pt
ip:
- 4.231.233.98
- 127.0.0.1

Listing 11: OpenZiti Router’s config.yml file - "edge" section
5. "listeners", where it is defined non-link server listeners - for instance, edge listeners.

listeners:
- binding: edge
address: t1s:0.0.0.0:443
options:

advertise: pub-er-1.oz-implementation.pt:443

Listing 12: OpenZiti Router’s config.yml file - "listeners" section

A full picture of both configs can be found in Appendix A.
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3.3.3 Identity issuance in OpenZiti’s controller

During the implementation and testing phases, several identities were issued and
enrolled, in order to guarantee an adequate suite of different scenarios. These
identities were typified into clients and hosts, using OpenZiti roles/tags, where hosts
were identities used to publish services (i.e. priv-er-1, referred to as OZER #1 in
the architectural diagram), whereas clients were identities used to consume those

services (i.e. http-client-1, representing a WS accessing remotely).

Figure 5 is a screenshot taken after finalizing the testing phase, and demonstrates

all the identities that existed in this implementation.

IDENTITIES
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Figure 5: List of issued and enrolled identities

Additionally, there are two identities - 'Bernardo Rhodes’ and "Default Admin’ -
that do not fall into any of these two categories, as they can be used solely to access
the Controller’s ZAC (an OpenZiti’s module that delivers a GUI to manage and
configure the controller). As the name suggests, 'Default Admin’ is the identity that
is generated alongside the installation of ZAC, and should therefore be disabled.
On the other hand, 'Bernardo Rhodes’ was created to be used as an admin account

that could only access the console through the integration with Okta.

Figures 6 and 7 each represent an example of the two identities mentioned before
- '‘Bernardo Rhodes’ as an identity that can log in with Okta, and "http-client-1’
as a remote workstation that does not log in with Okta - respectively. As it can
be seen in the figures, the major difference is in the attribute 'TEXTERNAL ID’,
since this attribute must be filled in with the ’ID’ that the IdP will send in the
integration, being in this case the email. It can also be seen, in both figures, the
services, and service policies, that each identity is assigned - either automatically
through the defined tag ("#clients") or by manually assigning a service to an identity.

It is relevant to mention that due to the limitations in JI'T provisioning, it is not
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possible to map these assignments to external groups (such as AD groups, that
could be sent by Okta, through OIDC claims or SAML assertions), meaning that
all the assignments must still be managed directly on the OpenZiti’s controller.
This represents a flaw in the identity lifecycle, and should therefore be taken into

consideration when choosing this solution.

< Edit Identity: Bernardo Rhodes FORM 11 [ save ]
offiine
IDENTITY NAME ASSOCIATED SERVICES [ 1]
Bernardo Rhodes
print-server.hq
SELECT OR CREATE IDENTITY ATTRIBUTES
ASSOCIATED SERVICE POLICIES [ 1]
AUTH POLICY
he-dial
Default ~
EXTERNAL ID
APICALLS
2230473@my ipleiria.pt
piREnap https:ffziti-controller.az-implementation p1 280/edge 3
Cm "name": “Bernardc Rhodes" =

“type": "Default”

"appoata”

“isAdmin®

"roleAttributes": ""

“authPolicyId™: “default”
“externalld”: "22384738my.ipleiria.pt”
“defaultHostingCost™: "@"
“defaultHostingPrecedence™: “default”
"tags"

“enrcllment™

Figure 6: Representation of an identity that logs in with Okta

3.3.4  Okta SSO configuration

This section details the configuration of Okta as the Single Sign-On (SSO) provider
for the implemented Zero Trust Network Access (ZTNA) solution. While OpenZiti
does not support all the features of SAML/OIDC federation, Okta was integrated to
act as the enterprise Identity Provider (IdP), synchronised with the organisation’s
on-premises Active Directory (AD). This ensured that all ZTNA identities were
ultimately derived from centrally managed user accounts (AD accounts), even

though provisioning into OpenZiti remained manual.

3.3.4.1 Active Directory Integration

Taking into consideration the architectural topology idealized for this implemen-
tation, figure 3, it is fundamental to integrate Okta (as the chosen IdP) with the

Identity Directory the organisation has - in this case, Active Directory. As such, the

27



DEVELOPMENT

< Edit Identity: http-client-1 FORM 11 =2

Offline

IDENTITY NAME

[ hrep-client-1|

SELECT OR CREATE IDENTITY ATTRIBUTES ASSOCIATED SERVICES [ 4]
* #dlients

ad_service
print-server.hg
sftp-office2

AUTH POLICY webapp-officez

Defauit ~
EXTERNAL ID ASSOCIATED SERVICE POLICIES [ 3]

ad_dial

office2-dial

APICALLS

hitps://zit-controller.az-implementation. pt 1280/edgg 3

=

"name”: “http-client-1"
"type": "Default”
"appoata”

wieacmin®s o0
"roleAttributes”
"clients"

"authPolicyrd": "default"
“externalld”: "
“defaultHostingCest™: "@"
"defaultHostingPrecedence™: “default”
"tags"

“enrollment”

Figure 7: Representation of an identity that does not log in with Okta

following steps were taken to guarantee a correct integration, and synchronisation

of identities between the AD and Okta:

e Download Okta’s AD Agent directly from Okta’s tenant;

e Prepare a service account that will be used for the AD Agent to authenticate

against the AD;

e Access the DC #1 and install the Okta AD Agent. The installation prompts
for Okta’s tenant URL, service account, and Organizational Units (OUs) that

will be synchronised;

e Verify that the agent can communicate with Okta’s tenant, via outbound

connectivity, on port 443.
e Finish the configurations on Okta’s tenant:

— Define all the attributes that will be mapped, or leave the out-of-the-box
attributes. By default, Okta will map all the needed attributes;

— Define what attribute will be mapped to the ID within Okta, and its

format: usually samAccountName;
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— Activate Delegated Authentication (use AD credentials in Okta) and JIT
provisioning. To clarify, JIT was enabled in Okta to populate the Okta
directory from AD on first login;

— Define import interval: 1 hour;

— Proceed with the first full import, to synchronise all identities and groups

from the previously defined OUs.

3.3.4.2 Creating a new Application in Okta, and configuring it in OpenZiti’s

Controller

This sections details the procedure of creating a new OpenlD Connect (OIDC)
application within Okta, and configuring it in the OpenZiti’s controller. OpenZiti’s

documentation was used to guarantee a correct integration between the solutions.

e Creating a new application in Okta:

— Create a new app integration, with ’OIDC - OpenlID Connect’ as the
sign-in method and ’Single-Page Application’ as the application type;

— Define a new name for the application, i.e. ’OpenZiti’, guarantee that
both ’Authorization Code’ and "Refresh Token’ are ticked, in the ’Grant
type’ section, and define a ’Sign-in redirect URI’ according to what will
be integrated: ziti-controller.oz-implementation.pt:1280/zac/callback in

this implementation;

— Configure a new Authorization Server, needed to correctly configure Okta

as an External JW'T signer in OpenZiti:

x Add a new Authorization server with a name, audience and descrip-

tion. The audience will later be used to configure Okta in OpenZiti;

* Add a new Policy to the Authorization server, and a new Policy
Rule, with the ’Authorization Code’ grant allowed. The remainder
configurations can be customised according to the security standards

of the organisation;

* Add a new claim representing the email of the users that will be ac-
cessing OpenZiti’s Controller, and add it to a scope: email /openid /profile.
This must be sent in the JWT.

o Configuring the application in the OpenZiti Controller (Refer to figure 8):
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— After creating the application and authorization server in Okta, add a

new JWT signer within the OpenZiti’s Controller;
— Fill in with the following attributes, obtained from Okta:
* Name: (User defined) Okta

* Issuer: (Obtained from the authorization server) {tenant-url}/oauth2/{authorization-

server-id }

* Audience: (Defined during the creation of the authorization server)

openziti
* Claims property: (Scope containing the email claim): email
* Client ID: (Obtained from the application 'OpenZiti’) Qoaqh*Httteteiicicicic

* External auth URL: (Obtained from the authorization server) {tenant-

url} /oauth2/{authorization-server-id }
* Scopes: (OIDC scopes) openid, profile, email

* JWKS endpoint: (Obtained from the authorization server) {tenant-
url} /oauth2/{authorization-server-id} /.well-known /v1/keys

< |WT Signer Details Okta FORM 1 [ save ]
NAME VERIFICATION
= O ey
ISSUER

hitps://trial-4988879.0kta.com/oauth2/ausg5fdieluuteSn3697

https://trial-4S88879 okta. com/oauth2/ausgSfdleluu

AUDIENCE

openzit

" ENABLED ¥Es @

CLAIMS PROPERTY External ID

email USE EXTERNAL ID YES

o API CALLS Copyas QLI n
hitps://zit-controller oz-implementation pt 1280/edgsllh

CLIENT D

0oag5fil444mMdYxDvE97

EXTERNAL AUTH URL

hetps:/itrial-4988879 okta com/oauth2/ausqSfdleluuteSn3657

SCOPES

openid @ | profile ®

[y

“name”: “Okta"
"audience": "openziti®
“issuer”
“https://trial-4988879.0kta. com/oauth2

"client1d": “aoa
"claimsProperty”
“enabled™
“useExternalld”
kg™ "
“externalAuthurl®
“https://trial-4988879.0kta. com/oauth2

"openid"
“profile”

“email"

r—
*juksEndpoint”
“https://trial-4988879.okta. con/cauth2

"targetToken” "
*id": "2vDEYSSVKIHSVSL

Figure 8: Okta configuration in OpenZiti’s Controller
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3.3.5 Service Definition and Policies

Once the controller, routers, identity provider, and identities were provisioned, the
next critical step was to define how services would be exposed within the ZTNA
overlay and how access would be controlled. Contrary to how VPNs allow access to
an entire subnet, OpenZiti, as a ZTNA solution, enforces service-level access. This
means that every application or server has to be explicitly described in terms of
how clients will connect to it (intercept configuration) and how routers will forward
traffic to the actual backend system (host configuration). As such, the following

services were configured:

o ad_service (Active Directory)

o print-server.hq (Print Server #1)

sftp-office2 (SAS #1)

o webapp-office2 (WAS #1)

SERVICES

aaaaaaa

Figure 9: List of configured services

It is important to highlight that in OpenZiti a service definition is never complete
without both its configurations and its policies. Each service requires at least two
configuration objects - an intercept (intercept.vl was used), which defines what the
client application sees and how the Ziti agent captures traffic, and a host (host.v1
was used), which specifies how and where the service is actually provided in the
private network. On top of that, access control was enforced through three types of
policies: Bind, Dial, and Router. Bind policies dictated which routers were allowed
to present a given service. For instance, the Madrid router (OZER #2) was the only
one permitted to bind WAS #1, ensuring that the web application would only be
hosted by the correct router. Dial policies controlled which identities were authorised
to use a service, and they can be associated to specific users, or groups of users, by
using OpenZiti tags. In this implementation, it was used a tag, "clients", to authorise
a group of users to dial the services, and a tag "hosts" to identify which routers
could host which services. Router policies determined which routers were eligible to

forward traffic to which services. During testing, and due to the architecture chosen,
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these were deliberately broad - all routers could reach all services, and all identities
could reach all public routers - but in production it is a best practice to restrict these
policies so that, for instance, remote users could not reach Madrid-only resources
unless explicitly required. As such, a service becomes operational only when its
intercept and host configurations are both defined, and at least one Bind, one Dial,
and one Router policy match the involved service. Any missing element results in a
service that exists in the controller but is completely invisible and unreachable by
clients, by design. The following policies and configurations, represented in figures

10 and 11, respectively, were configured:

o Policies:

ad__bind

ad_ dial

hg-bind

hg-dial

office2-bind

office2-dial

office2-webapp-dial
o Router Policies:
— all-routers-all-services
— all-endpoints-public-routers

o Configurations:

ad__host

ad__intercept

https-host-config

https-intercept-config

print-server-host-config

print-server-intercept-config

sftp-host-config

sftp-intercept-config

As such, the following tree structure represents all the services, and respective

policies and configurations, configured within OpenZiti. For each service, policy and
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SERVICE POLICIES

Service Polces  Route Poies  Service Router Polcies e

7017

aabina cED [ snyor woa
P cED [lciens anyor ol
hqbiod snyor aoa
b o anyor o
ocezing s | snyor aoa
ozl [rcer: anyor vl
[r—— [lcioc toyor o
Figure 10: List of configured policies
CONFIGURATIONS

e createdat

ad host hostt 42025 0030

ad inercept interceptat 4025 0030
hostt 3ns0zs 022om
interceptt 32972025 2021 oM
hostt ano2s 224m

printserver ntercept<onfig interceptt annos 22eom

shphost.config hostyt 33020251134 AM

shpinterceptconf Intercepvt 3302025 1136 AW

Figure 11: List of configured configurations

configuration, there is the respective screenshot, that contains all the attributes and

configurations chosen for its definition.

o Service: ad__service - Figure 12

€ Edit Service ad_service FoRM 1
SERVICE NAME ASSOCIATED ENTITIES
ad_senice CONFIGURATIONS [ 2]
) © ad host
© ad intercept
SELECT OR CREATE SERVICE ATTRIBUTES
SERVICE POLICIES [ 2]
ad_bind
ad_dial
ADD CONFIGURATIONS TERMINATORS [ 1]
SELECT ACONAG priver1:  TsfHAeZeSWntYxzuMfRjf
Select configuration ype.
Select configuration... APICALLS

https:/fziti-controller oz-implementation pr1 280/edge =

f—

w

"ad_service"

“releattributes”

“configs”
“1PGF2ZHUVKKjXuhogIATLr "
* EMAU2I2ITHAZMGOXY1KCHQ™

“encryptionRequired”
“terminstorstrategy”: "smartrouting”
“tags”

Figure 12: AD Service

— Policies: ad__bind and ad__dial - Figures 13 and 14. The ad__bind
policy defines what OpenZiti router will host the service (priv-er-1, or
OZER #2, via the tag "#hosts"), and the ad__dial policy defines what
OpenZiti components can reach this service (end-users http-client through

http-client-3 and priv-er-2, or OZER #1, via the tag #clients). It is

33



DEVELOPMENT

important to note that priv-er-2 was allowed to reach this service due
to its LAN topology - since this router worked as a LAN gateway, all

workstations connected to it could therefore reach this service.

€ Edit Service Policy: ad_bind FORM 1 E
SERVICE POLICY NAME ASSOCIATED SERVICES (1]
[ ad_bind|
ad service
SELECT SERVICE ATTRIBUTES
ASSOCIATED IDENTITIES (1]
* @ad_service
priver-1
SELECT IDENTITY ATTRIBUTES
ASSOCIATED POSTURE CHECKS [0 ]

SELECT POSTURE CHECK ATTRIBUTES no items to display.

wcas

nttps://ziti-controller.oz-implementation.pr1 280/edgelh

TvPE SEMANTIC
sina ~ | anyar v~ -
“nane": "ad_bind" =
“appvata”: ™
“serviceRoles”
(@0] "BanoICassbPyvudBkurF2fL”
“identityroles”
“ghosts”
“posturecheckroles”
“senantic”: "AnyOF"
riypen: "ainds
“tags"
< Edit Service Policy: ad_dial FORM i -;a\.E
SERVICE POLICY NAME ASSOCIATED SERVICES (1]
[ ad_dial
ad_service
SELECT SERVICE ATTRIBUTES
ASSOCIATED IDENTITIES o
hitp-client
SELECT IDENTITY ATTRIBUTES herp-client-1
hip-client-2
hitp-dlient.3
&= e
ASSOCIATED POSTURE CHECKS [ 0]
SELECT POSTURE CHECK ATTRIBUTES
o items to display.
TvPE SEMANTIC
Dial v | anyor v APl CALLS Copyas LI

httpsu/fziti-controller.oz-implementation. pr-1 280/zdgeEh

(@0)

[

“name”: "ad_dial"

“appoata”: "

“serviceRoles”
"ganoIcassbPyyudekurF2fL"

"identityRoles”
"sclients”

“posturecheckRoles"
“semantic”: "anyof"
“typen: "pisle
“tags"

Figure 14: AD Dial Policy

— Configurations: ad__host and ad__intercept - Figures 15 and 16. The

ad__host configuration defines where the service is hosted (since this
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is a service for AD, it is used the domain name with a wilcard: *.oz-
implementation.local), and what ports are allowed, telling the bind
router how to reach it. On the other hand, the ad__intercept config-
uration tells the routers what connections to intercept, and redirect
towards the bind router (all connections with the destination address

*.0z-implementation.local).

€ Edit Config ad_host FORM (I m
CONFIG NAME APICALLS
ad_nost Nieps: 1zt controller.oz implementation.pt 1280/edgellh
P =]
CONFIGURATION DATA FORM I "CONFIETYpeId™: "MASpAFPGR™

"data”:

"forwardProtoco
“forwardaddress”
“foruardport!
“allowedaddresses”

"+ _0z-implementation. local®

hostyl

PROTOCOL ADDRESS PORT
o
FORWARD PROTOCOL FORWARD ADDRESS FORWARD PORT
=@ =@ Y

ALLOWED PROTOCOLS "low": 53
v

“allowedPortranges”: |

v

ALLOWED ADDRESSES

+.0z-implementation.oca

"low": 57,
“high": 65

“allowedProtocols”

Figure 15: AD Host Configuration
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< Edit Config ad_intercept

CONFIG NAME

ad_intercept

CONFIGURATION DATA FORM 11

R - |
monss c=D

il i pr1280/edgal

 “name": “ad_intercept” 2
“configTypeld”: "grcInbceg”

“portranges”: |
"high": 133

"low": 138

"high": 53,
"low": 53

"high": 389
"low": 389

high": &2
"low": 536
high": 123
Tou": 123
high": 135
“low':

high": 422
low": 44
high": se
"low": @
“low": &7,
"high": &8

“addresses”

"*_oz-implementation. local”

“protocols”
sy
ot

Figure 16: AD Intercept Configuration

e Service: print-server.hq - Figure 17

€ Edit Service print-server.hq

SERVICE NAME

[ print-server.ng|

SELECT OR CREATE SERVICE ATTRIBUTES

* #hqrrirhosted

ADD CONFIGURATIONS

SELECTACONFAIG

Select configuration type

‘Select configuration...

ST -

ASSOCIATED ENTITIES
CONFIGURATIONS [ 2]

@ print-server-host-config
‘@ print-server-intercept-config

SERVICE POLICIES [ 2]
ha-bind
ha-dial

TERMINATORS [1]

priver-3:  4RyWLIOOXBGC4ethFOLNOL

APICALLS

hetps:##ziti-contraller.oz-Implementation pr1 280/edge =t

"name”: “print-server.hq” =
“roleattributes”: [
"hq-rtrhosted”

“configs™:
"2C7N1500X0N880BEHLY WE"
"STE3XTLWATFCACSSeVUalv™

“encryptionRequired”: true
“terminatorstrategy”: "smartrouting”
rtoge"

Figure 17: Print Server Service

— Policies: hg-bind and hqg-dial - Figures 18 and 19. The hqg-bind policy
defines what OpenZiti router (priv-er-3, or OZER #1, via the tag "#hosts-

2") will host the services associated with it (print-server.hq), and the
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hqg-dial policy defines what OpenZiti components can reach this service

(all end-users and routers via the tag #hqg-rtrhosted).
FORM 1l a

< Edit Service Policy: hg-bind

SERVICE POLICY NAME ASSOCIATED SERVICES (1]
hg-bind|
printserver
SELECT SERVICE ATTRIBUTES
ASSOCIATED IDENTITIES (1]
PrTy—
priver3
SELECT IDENTITY ATTRIBUTES
ASSOCIATED POSTURE CHECKS [ o]
*#hosts-2
1o items to dispiay.

'SELECT POSTURE CHECK ATTRIBUTES

s

o . N e
TYPE SEMANTIC https://ziti-controller.oz-implementation.pt-1 280/edgeZh

| Anyor

<
)

Bind
“name”: "hq-bind"

“appoata”: "

"serviceRoles”

(@0} “ana-rirhosted”

"identityRoles™
“#hosts-2"
“posturecheckroles”
"semantic”: "Anyof"
“type": "Bind”
“tags"

Figure 18: HQ Bind Policy

FORM II

€ Edit Service Policy: hg-dial

SERVICE POLICY NAME ASSOCIATED SERVICES [ 1]
nadial
printserver.hq
SELECT SERVICE ATTRIBUTES
ASSOCIATED IDENTITIES [ 10 ]
x #hqertrhosted
Bernardo Rhodes
SELECT IDENTITY ATTRIBUTES Default Admin
hitp-client
hitp-client-1
m http-client-2
http-client-3
priveer-1
priver2
SELECT POSTURE CHECK ATTRIBUTES LLAS
pub-er
ASSOCIATED POSTURE CHECKS [ o]
TvPE SEMANTIC
Dial ~ o Anyor v
no items to display...

AL

hetps://ziti-contraller.oz-implementation. ot 280/2dg<

i)

“name”: “hg-disl"

“apppata”: "

"serviceroles”
“shq-rtrhosted”

“igentityRoles”
“posturecheckroles”
semantic”: "AnyOf"

“typer: "Dial®
“tags”

Figure 19: HQ Dial Policy

— Configurations: print-server-host-config and print-server-intercept-

config - Figures 20 and 21. The print-server-host-config configuration
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defines where the service is hosted (192.168.1.132), and what ports
(631) are allowed, telling the bind router how to reach it. On the other

hand, the print-server-intercept-config configuration tells the routers

what connections to intercept, and redirect towards the bind router (all

connections with the destination address print-server.hq.ziti and port

631).

€ Edit Config print-server-host-config

CONFIG NAME

print-server-host-config

CCONFIGURATION DATA FORM 11

hostvl ~

PROTOCOL ADDRESS PORT

FORWARD PROTOCOL FORWARD ADDRESS FORWARD PORT

@ ro @0

rcns
hps: ller.oz-img pri <

" "name”: “print-server-host-config”, %

"CONFIETYPETd™: "NHSPAFPGR™
gt

“protecol”: “tcp”,
“address®: *
“port”
“httpchecks”: (]
“portchecks”: []

[

Figure 20: Print Server Host Configuration

€ Edit Config https-intercept-config

CONFIG NAME

hups-intercept-config

CONFIGURATION DATA FORM 1l

am

e
hzps: prl <7

"configTypeId": "g7FcInbcGe”,
"data":
"portRanges”: [
"hight: 443
"low": 443
“addresses”
“webapp. officez.ziti"

“protocols”
e

e

Figure 21: Print Server Intercept Configuration

e Service: sftp-office2 - Figure 22
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€ Edit Service sftp-office2 FORM 1
SERVICE NAME ASSOCIATED ENTITIES
shpofice2 CONFIGURATIONS [ 2]
© sfip-host.config
© sftp-intercept-config
SELECT OR CREATE SERVICE ATTRIBUTES
SERVICE POLICIES [ 2]
office2-bind
x #irtrhosted office2-dial
TERMINATORS [ 1]

priver-1;  180mvzwprG2zhuZIjRVatiz

ADD CONFIGURATIONS
SELECT A CONFIG
Select configuration Type
APICALLS
Select configuration... Ittps://ziti-controller.oz-implementation.pt1280/edge S

)

“name”: "sftp-office2”,
“roleattributes”: [
“rtrhosted”

"configs™: [
"3SHHMhAIY 7YBVNaSEFALI2S"
"mSePdnisQLMB1ZIRIBHCL"

“encrypticnRequired”
“terninatorstrategy”: “smartrouting”
“topet {

Figure 22: SFTP Service

— Policies: office2-bind and office2-dial - Figures 23 and 24. The office2-
bind policy defines what OpenZiti router (priv-er-1, or OZER #2, via
the tag "#hosts") will host the services associated to it (sftp-office2
and webapp-office2), and the office2-dial policy defines what OpenZiti
components can reach this service (end-users http-client through http-

client-3 and priv-er-2, or OZER #1, via the tag #clients).

€ Edit Service Policy: office2-bind FORM I m
SERVICE POLICY NAME ASSOCIATED SERVICES (2]
[ office2-bind
sftp-office

SELECT SERVICE ATTRIBUTES e

e ASSOCIATED IDENTITIES o
SELECT IDENTITY ATTRIBUTES o

ENiScY ASSOCIATED POSTURE CHECKS O

SELECT POSTURE CHECK ATTRIBUTES
o items to display...

wious

TYPE SEMANTIC
https://ziti-controller.oz-implementation. pt:1280/edgsk

Bind v Anyof v

®

fice2-bind"

eRoles”
srtrhosted”

"identityRoles"
#hosts”

“tags"

Figure 23: Office 2 (Madrid) Bind Policy
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& Edit Service Policy: office2-dial FoRM 1
SERVICE POLICY NAME ASSOCIATED SERVICES [ 2]
office2-dial
sftp-office2
SELECT SERVICE ATTRIBUTES TR
x #rtrhosted ASSOCIATED IDENTITIES o
SELECT IDENTITY ATTRIBUTES heep-client
http-client-1
hitp-client-2
Lo s
priver2
ELECT POSTURE CHECK ATTRIBI
SELECT POSTURE cHe UTES ASSOCIATED POSTURE CHECKS. O
no items to display..
TvE SEMANTIC
Dial v anyof ~
ancass
00+ https: ller. 128070054

Figure 24: Office 2 (Madrid) Dial Policy

— Configurations: sftp-host-config and sftp-intercept-config - Figures
25 and 26. The sftp-host-config configuration defines where the service
is hosted (192.168.0.174), and what ports (22) are allowed, telling the
bind router how to reach it. On the other hand, the sftp-intercept-
config configuration tells the routers what connections to intercept, and
redirect towards the bind router (all connections with the destination

address sas.office2.ziti and port 22).

€ Edit Config sftp-host-config FORM 11 [ soe |
CONFIG NAME APICALLS
sftp-host-config https://ziti-controller oz-implementation pt-1280/edgelf
=
"name”: "sftp-host-config” 2
CONFIGURATION DATA FORM 1 "CONFLETYPEIA": "MHSPAFOGR”
waatan: |
CONFIG TYPE "protocol”: "tep”
"address": "132.162.8.174"
"part”: 22
il -~ “httpchecks™: (1,

“pertchecks”: []

lagsn |

PROTOCOL ADDRESS PORT

FORWARD PROTOCOL FORWARD ADDRESS FORWARD PORT
(1D (15 @

ALLOWED SOURCE ADDRESSES

Figure 25: SFTP Host Configuration
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CONFIG NAME

sfip-intercept-config

CONFIGURATION DATA

FORM 1l

3.3 IMPLEMENTATION DETAILS

s
_ .

https:/fzit ler.ozi pri <ff
* "mame”: "sftp-intercept-config”, %
“CONFigTYpEIO™: "gicIhbceg”
data” -
“portRanges” |
" “high": 22,
"low": 22
"addresses”

“sas.officez.ziti"
"protocols”

tep

“tags

as

Figure 26: SFTP Intercept Configuration

e Service: webapp-office2 - Figure 27

€ Edit Service webapp-office2

SERVICE NAME

webapp-office2

SELECT OR CREATE SERVICE ATTRIBUTES

ADD CONFIGURATIONS
SELECTA CONFIG

Select configuration type...

S - |

ASSOCIATED ENTITIES

CONFIGURATIONS [ 2]

@ https-host-config
© hups-intercept-config

SERVICE POLICIES [ 5]

office2-bind
office2-dial
office2-webapp-dial

TERMINATORS [ 1]

priver-1;  2nAyKffqdwmHVRADCK3WKU

‘Select configuration...

APICALLS

hrtps:/ziti-controller.oz-implementation. pr1280/edge =

" "mame": "webapp-office2”, =
“roleattributes”:
"rtrhosted”

"configs™: [
"1EGWOOZFpNONSEIO0AYAFT" ,
“4pTaXFMRTS FOUYeGYxkoaV"

“encrypticnAequired”: fric,
“terminaterstrategy”: "smartrouting”,
“tags”

Figure 27: Webapp Service

— Policies: office2-bind, office2-dial and office2-webapp-dial - Figures

23, 24 and 28. The policies used were the same used for the sftp service.
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€ Edit Service Policy: office2-webapp-dial

SERVICE POLICY NAME

[ office2-webapp-dial

‘SELECT SERVICE ATTRIBUTES

'SELECT IDENTITY ATTRIBUTES

SELECT POSTURE CHECK ATTRIBUTES

TYPE SEMANTIC

Dial ~ anyor

ST -]

/ASSOCIATED SERVICES n
webapp-office2
AASSOCIATED IDENTITIES o
o items to display...
AASSOCIATED POSTURE CHECKS o
o items to display...
s D

hetps:zt-controller oz-implementation. pt-1280/ecgedh

"name": "office2-webapp-dial®

“spppata®: ™

"serviceRoles™
"@2i¥pSjns]ADBa1qWHL1VT"

"identityRoles”
“sclient-1"

"posturecheckroles"
"semantic”: "Anyof"
“type": "bial”
“tags"

Figure 28: Office 2 (Madrid)-Webapp Dial Policy

o)

— Configurations: https-host-config and https-intercept-config - Fig-
ures 29 and 30. The https-host-config configuration defines where the
service is hosted (192.168.0.174), and what ports (8443) are allowed,
telling the bind router how to reach it. On the other hand, the sftp-

intercept-config configuration tells the routers what connections to

intercept, and redirect towards the bind router (all connections with the

destination address webapp.office2.ziti and port 443).

< Edit Config https-host-config

CONFIG NAME

hitps-host-config

CCONFIGURATION DATA FORM 11

CONRG TYPE

~

hostvl

PROTOCOL ADDRESS PORT

FORWARD PROTOCOL FORWARD ADDRESS FORWARD PORT
@ @ (10

Figure 29: HTTPs (webapp) Host Configuration

FORM 11

APICALLS

hitps:#/ziti-controller.oz-implementation. pt 1280/edgeh

"name": “https-host-config”,
"Canfiglypeld™: "NHSp4FDGR"
"data"

“protocol®: “tep”,
“address” "192.168.0.174"
"port™: 344

“ttpChecks™: []
"portChecks™: [ ]

"ot [0

=)
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€ Edit Config https-intercept-config FoRM 11 [ s |
CONFIG NAME API CALLS B
hitps-intercept-config https:/ziti pt1 sl

“https-intercept-config”, (2
peld”: "g7cTWbeGe”,

CONFIGURATION DATA FORM Il

anges™: |
"high": aaz
“low": 443
“addresses”
“Webapp.officez.21t1"
"protocols™: [

mtcp®

“tagsn:

am

Figure 30: HTTPs (webapp) Intercept Configuration

3.4 SUMMARY

This chapter presented the rationale behind selecting OpenZiti as the open-source
ZTNA solution, followed by the design of a hybrid SME architecture that replaces a
legacy VPN model. It detailed, in a step-by-step approach, the deployment topology,
component provisioning, identity issuance, Okta SSO integration, and service/policy

definitions, supported by configuration artefacts and screenshots.

The next chapter, Tests, validates the implemented architecture through a struc-
tured suite of tests. Each test examines critical aspects such as access enforcement,
encryption, lateral movement, policy propagation, impersonation prevention, and

logging visibility, mapping results against real-world adversary behaviours.
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This section presents a set of test cases designed to validate the security, functionality,
and operational behaviour of the implemented Zero Trust Network Access (ZTNA)
architecture using OpenZiti. The tests focus on verifying access control, encryption,

identity enforcement, segmentation and auditability.

4.1 LOGIC FLOW DIAGRAMS

Figures 31, 32 and 33 represent the logical flows underpinning all test cases in
this chapter. Each diagram highlights a different sequence of actions showing
how OpenZiti handles identity verification, service access, policy enforcement, and
exceptional scenarios. The figures may contain three different colours: green, orange
and red. The green colour represents authentication and authorisation requests, the
orange colour represents all actions on the control-plane, and the red colour is meant
for authentication/authorisation requests that were denied (i.e. a user requested
access to a service that it was not authorised to access). Finally, the colour black is

fundamentally the flow that the requests, to access the desired service, follow.

4.1.1  High-Level Test Scenario 1 - Authorised Access

Illustrates the basic access request path. An authenticated identity attempts to
access a service, and the request is validated by the OpenZiti Controller against
defined policies (dial, bind, and router). If permitted, the connection is established
through the authorised Edge Router to the target service. The steps taken in this

flow were as follows:

1. A client authenticates with the Ziti Desktop Edge Agent using its issued
identity;
2. The Ziti Desktop Edge Agent requests all the services that the identity used

is authorised to access, alongside their DNS entries;
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e Azure - Subnet
e Office 2 (Madrid) XXX XXX XXX XXX

WAS #1

" -
request to the correct host [T 11 ozc# 3. Yes. Sending the be
T ] b
OZER #2

3. The user attempts to access a specific service, through the reachable edge

router (OZER #4). This step is only possible for the services the identity is
authorised to access, since only for those services will the agent know their

DNS entries, and be able to forward the requests;

. The edge router requests a validation of the request to the controller, and the

controller validates it against service policies (dial, bind and router);

. If authorised (which is, in this scenario), the Controller establishes a secure

overlay tunnel between client and service;

6. The client communicates with the service over an encrypted channel.

1. Authentica
-
L:)=
[ [ [ ] = i

8. Forwards the received

(http-client-1)
(host) Firewall

Internet

7. The identityis authorized. Therefore, @ 5. Accessin g WAS #1 (was.offi
forward the request to the host Edge Router.

OZER #4
(forwarder)

Figure 31: Test Diagram - Logic Flow #1

This logical flow represents Tests T01 (Policy Enforcement) and T02 (Encryption

Validation), confirming that only authorised services can be reached and that all

traffic is protected.

4.1.2  High-Level Test Scenario 2 - Unauthorised Access

This diagram focuses on the dynamic aspect of access control, where policies and

identities may change after an initial access request. It represents the flow of the

communication when an identity tries to access a service that is not authorised to

access (either never was, or the authorisation was revoked). The steps taken were

as follows:

46

1. A client authenticates with the Ziti Desktop Edge Agent using its issued

identity;

. The Ziti Desktop Edge Agent requests all the services that the identity used

is authorised to access, alongside their DNS entries;

3. The user attempts to access a specific service, but there is no DNS record of

that service, nor there is any known IP address for that service. As such, the

requests are not forwarded;



4.1 LOGIC FLOW DIAGRAMS

4. The client cannot communicate with the service.

6 Azure - Subnet
XXX XXX XXX XXX
1. Authentication and Authorization (after enrolling the identity)

<
Bl 2. Get all the services http-client-1 has access to, and tﬁJNS entries -

c-m Is http-client-1 authorized to access WAS #1?

E; 5. Trying toaccess SAS #

0zC # 3. No. No DNS resolution, and requests are not forwaﬁi\d H H
WS #2 i No DNS resojution, not ab

(Active)

©

OZER #4
(forwarder)

Internet

Figure 32: Test Diagram - Logic Flow #2

This logical flow represents Tests T04 (Identity Revocation) and T05 (Service
Policy Update Propagation), demonstrating how quickly the system enforces changes

across the network.

4.1.3 High-Level Test Scenario 3 - Malicious Access

The last diagram represents a scenario where a malicious actor attempts to probe
the OpenZiti network for all published services, in order to discover unauthorised

services, after getting initial access to an identity.

1. A client authenticates with the Ziti Desktop Edge Agent using its issued
identity;
2. The Ziti Desktop Edge Agent requests all the services that the identity used

is authorised to access, alongside their DNS entries;
3. The client tries to scan all the available IPs in the Ziti network;

4. For the authorised services, OpenZiti forwards them accordingly, and estab-
lishes a secure tunnel to the services that the identity is authorised to access.
All other attempts are rejected/dropped as there are no DNS records, nor

registered IPs for those services, for that specific identity;

5. If the targeted identity has access to a server within the organisations infras-
tructure, OpenZiti cannot limit lateral movement, and the malicious actor
may be able to achieve privilage escalation if there are not additional controls

in place.
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° Azure - Subnet
e Office 2 (Madrid) XXX XXX XXX XXX

-
7. Forwards thereceived .
request to the correct host 1T 1| &Z? ﬁ'l)
cive
(23] ——

|
WS #2
OZER #2 (http-client-1)

WAS #1 (host)

Firewall

Internet
6 a P 4 Scanning all available IPs in Ziti Network (nmap, ping)
Ignore allthe other requests. (IPs are dynamic)

OZER #4
(forwarder)

Figure 33: Test Diagram - Logic Flow #3

This logical flow represents Tests T03 (Lateral Movement Attempt) and T06
(Unauthorised Service Discovery Prevention), demonstrating how the system reacts

under misuse or malicious actions.

4.2 DETAILED TEST CASES

For each test case (T01-T10), it is outlined its objective, the procedure followed,

the observed results, and, where relevant, the supporting visual evidence.

4.2.1 Test T01 — Policy Enforcement

1. Objective: To verify that access is restricted to authorised services, in

accordance with defined ZTNA policies.

2. Procedure: Authenticate to the Ziti network using the Desktop Edge client.
Attempt to access three services: WAS #1 (authorised), SAS #1 and DC #1

(unauthorised).

3. Result: WAS #1 responded with HTTP 200 (TLS handshake via port 8443),
while SAS #1 and DC #1 dropped TCP SYN requests due to missing policy
bindings. This validates that Ziti’s service based policy enforcement functions

as expected.

Figures 34, 35, 36 and 37 identify the authorised services, and demonstrate an

attempt made to access one authorised service, and two unauthorised services.
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Identity Details ) 4
Name test-1-identity
Network https://ziti-controller.oz-implementation.pt:1280
Multi Factor Auth
Filter any text and sortby MName v I Asc

Figure 34: Authorised services for the authenticated identity

Home + Windows 10 x64 (3)

D ¢ x T

c o hitps.//webapp.offce? zti & - 0

Login

‘Usovv\am(; Password Login ‘

Figure 35: Successful attempt to access the authorised service (WAS #1)

Download Speed Upload Speed

Bpe

Figure 36: Unsuccessful attempt to access an unauthorised service (SAS #1)
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Download Speed Upload Speed

Figure 37: Unsuccessful attempt to access an unauthorised service (DC #1)
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4.2.2  Test T02 - Encryption Validation

4.2 DETAILED TEST CASES

1. Objective: To confirm that service traffic is fully encrypted and internal IP

addresses remain hidden.

2. Procedure: Monitor the local network interface using Wireshark while estab-

lishing a session with WAS #1 through the Ziti client.

3. Result: Captured packets showed only encrypted payloads with no visible

HTTP content or internal IP metadata, and with a TLS handshake visible.

A filter for the service’s ports was applied (ports 8443 and 22) to isolate

relevant traffic, and wireshark was configured to capture packets on the Ziti

interface. This confirms successful end-to-end encryption and overlay tunnel

encapsulation provided by Ziti.

As observed in the figure below, 38, the TLS 1.3 handshake (Server Hello, Change
Cipher Spec) establishes encryption keys, after which all traffic appears only as

encrypted Application Data, confirming that the session is fully protected and no

readable content is exposed.

Go Capture Analyze Statistics

Telephony  Wireless  Tools  Help

REIRe«»EZ73CIE

aail@E

No. Time Source
852 1513.394052  100.64.0.3
853 1513.506088  100.64.0.3
854 1513.549493  100.64.0.1
855 1513.549781  100.64.0.3
856 1513.551929  100.64.0.1

858 1513.552319  100.64.0.3

Destination
100.64.0.1
100.64.0.1
100.64.0.3
100.64.0.1
100.64.0.3

100.64.0.1

Protocol Lengtt Info
40 631 » 11834 [ACK] Seq=1 Ack=1731 Win=49152 Len=0
TLSvi.3 173 [Server Hello, Change Cipher Spec

40 11834 > 631 [ACK] Seq=1731 Ack=134 Win-1588736 Len
TLSv1.3 1460 ication Data, i i i i

Tcp

TP

TLsvi.3

Data, ication Data

70 Change Cipher Spec,

Application Data

40 631 » 11834 [ACK] Seq=1554 Ack=1762 Win=49152 Len=6

866 1513.650796  100.64.0.1 100.64.0.3 e 4 11834 > 631 [ACK] Seq=1762 Ack=1555 Win=1587456 Len=0
8611513.672614  106.64.0.3 100.64.0.1 TLSV1.3 167 Server Hello
862 1513.718849  166.64.0.1 106.64.0.3 TP 46 11835 + 631 [ACK] Seq=1827 Ack=128 Win=1588736 Len=o
863 1513.719270  166.64.0.3 108.64.0.1 TLSV1.3 1466 Change Cipher Spec, Applicati ication Data, Application Data, Application Data
854 1513.719805  166.64.0.1 100.64.0.3 TLsvi.3 76 Change Cipher Spec, Application Data
866 1513.720260  100.64.0.3 100.64.0.1 e 49 631 > 11835 [ACK] Seq=1554 Ack=1858 Win=49152 Len=0
869 1513.828503  166.64.0.1 106.64.0.3 TP 46 11836 » 631 [ACK] Seq=1 Ack=1 Win=1588992 Len=o
Urgent Pointer: 6 4566 00 ad 02 46 60 00 T 06 70 80 64 40 00 63 £ - F @@
5 [Timestamps] 64 4 00 01 62 77 2e 32 00 02 a6 6 aa Sb 58 f6  d@--w.: X
< [SEQ/ACK analysis] 5618 00 03 17 b6 60 00 16 03 03 00 7a 02 00 60 . 2
| 76 63 03 a0 e4 53 9 76 e e2 5 dd Sa aa 6 6e Sy oz
[iRTT: ©.200000068 seconds] 26 79 bb ce 73 d6 9d 2 8 bb 5 42 ca 84 46 3e B F>

[Bytes in flight: 133]

[Bytes sent since last PSH flag: 133]

TCP payload (133 bytes)
v Transport Layer Security

v TLSV1.3 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)
Version: TLS 1.2 (6x0303)
Length: 122

© Handshake Protocol: Server Hello

v TLSv1.3 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)

Version: TLS 1.2 (exe3e3)
Length: 1
Change Cipher Spec Message

Figure 38: Wireshark screenshot

3000279929621 6d ffe9 el 4f c7ddbaad 9
b9 fb fb 3e 13 01 60 60 2 00 33 00 24 00 1d 60 > 38
20 ac 58 1d 3f 2 b9 €9 1b ac BF e7 Se d4 9175 X ?- ~
b b 4d e3 58 69 86 f6 cc 70 b3 1b 97 81 c3 ab M Xi- p
50 00 2b 00 02 03 04 14 03 03 00 01 01 [

confirming traffic encryption

4.2.3 Test T03 — Lateral Movement Attempt

1. Objective: To assess whether lateral movement within the internal network

is possible from an authorised service.
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2. Procedure: After authenticating and accessing SAS #1 via Ziti, initiate a

scan of the internal network to detect and connect to WAS #1.

3. Result: Lateral movement was possible within the LAN, allowing direct
access from SAS #1 to WAS #1. This outcome is expected, as Ziti restricts
ingress access but does not enforce internal east-west traffic segmentation.
To mitigate east-west movement, internal micro-segmentation via VLANS or

host-based firewalls is required in addition to the ZTNA overlay.

According to the figures 35, 36 and 37, it is possible to conclude that it is not
possible to even reach unauthorised services. However, after accessing SAS #1,
via SSH, it is still possible to then access any other server/workstation on the
network if additional controls are not in place, since OpenZiti does not control those

communications.

4.2.4  Test T04 — Identity Revocation

1. Objective: To validate that revoked identities are immediately denied access.

2. Procedure: Access WAS #1 using a valid identity. Then, revoke the identity

via the OpenZiti Controller and attempt to reconnect.

3. Result: Once the identity was revoked, any new connection attempts were
blocked, and the ongoing connections were interrupted with no registered

delay. This confirms that identity revocation policies are enforced in real-time.

Figures 39, 40 and 41, illustrate the behaviour observed when a valid identity was
revoked, or reset, from the OpenZiti controller. After revocation, the affected user
attempted to reconnect to the Web Application Server (WAS #1). As shown, the
connection request was immediately denied, without noticeable delay. This confirms
that OpenZiti enforces revocation policies in real time, ensuring that compromised

or deactivated identities cannot retain access to protected services.
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O ® Login x + - ®
€ C I ros/mebpoficezaitionin L
Login
[Dsemame ) [Password | Login
Identity Details X
Name esiderined

Newwork  hepsi/zit-controller.oz-implementation.pe-1280

Multi Factor Auth

Fiter anytoc  andsortby Neme  * Asc -

H P Type here to search Q"'@ -1

Figure 39: Accessing WAS #1 with an authorised identity

RESET ENROLLMENT

Select a date to reset the enrallment token

DATE ENROLLMENT EXPIRES

09/26/2025 18:00

Figure 40: Resetting the enrolment of the identity

53



TESTS

54

x |4

C (I nos/imebappofiice2zitiiogin

Hmmm... can't reach this page
webapp.office2.ziti refused to connect.

Try:
+ Checking the connection

« Checking the proxy and the firewall

@ Microsoft Edge

B e o

=g
Identity Details X
Name rm—
Neswork  hispsifsiconsrolercz-mplemention.p1260
Mt Factor Auth
Fiter anytec  andsomby Neme e

Forges ThisIderrity.

¥ Jogo A B IO POR

Figure 41: Attempt to access WAS #1 after revocation



4.2 DETAILED TEST CASES

4.2.5 Test T05 — Service Policy Update Propagation

1. Objective: To verify that policy changes are promptly propagated and

enforced across the Ziti network.

2. Procedure: Modify the service policy to remove access to WAS #1 for a

specific identity. Wait for policy propagation and reattempt access.

3. Result: Access to the service was denied immediately after the policy update,

indicating that policy synchronisation across controllers and routers is effective.

Despite not being able to adequately demonstrate the propagation rate of policy
updates, it was observed during the tests that in the implemented environment policy
updates happened real-time, meaning that after updating a policy in the controller,
any new /on-going session would be triaged against the new policy. However, the
Windows OpenZiti desktop agent showed some latency updating the policy changes
visually, meaning that despite all accesses were being compared against the new
version of the policy, end users could still be seeing the "old policy". It was possible to

fix this visual issue by restarting the agent’s connection to the OpenZiti’s controller.

4.2.6 Test T06 — Unauthorised Service Discovery Prevention

1. Objective: To confirm that users cannot discover or list services to which

they are not authorised.

2. Procedure: Use a Ziti client identity configured without access to any defined

services. Attempt to enumerate or probe service availability.

3. Result: No information about services was exposed. The client only recognises
explicitly authorised services. This aligns with the Zero Trust principle of

“deny by default”.

4.2.7 Test TO7 — Logging and Audit Limitations

1. Objective: To evaluate the granularity and visibility of logs generated by the
OpenZiti Controller.

2. Procedure: Establish and terminate multiple sessions to different services

and inspect the generated logs.
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3. Result: Session logs included timestamped connection events with source
identity, target service, and duration. However, application-layer events (e.g.,
file transfer, command execution) were not recorded. This indicates that while
access events are auditable, deep user behaviour analytics (UEBA) would
require integration with external tools. These logs are stored in a .log file, in
JSON format, within each component, and there is no out-of-the-box capability
to export them to a SIEM — the SIEM tool must be capable of retrieving
these logs from the hosts.

Listing 13 represents a log snippet taken from the OpenZiti Controller’s logs.
As it can be observed, while it is possible to see events related to the authenti-
cation/authorisation process - namespace "connect' -, and the services accessed -
namespace "usage' -, it is not possible to have a list of activities the user did in a
determined service.

{"namespace":"entityCount","event_src_id":"NetFoundry Inc. Client

3V0W2Kj8s",”timestamp“:"2025—05—O4T2O:18:40.6078186982”,"counts“:{“apiSessionCertificatJ
es":4,"apiSessions”:5,"authPolicies":1,"authenticators”:4,"cas”:0,"configTypes":5,"coan
igs":8,”controllers":0,"edgeRouterPolicies":5,“enrollments":O,"eventualEvents":O,”exterJ
naletSigners“:1,”identities":9,"identityTypes“:2,"mfas":1,"postureCheckTypes“:5,"postuJ
reChecks“:O,"revocations“:O,"routers”:5,”routers.edge":5,"serviceEdgeRouterPolicies”:1,J

"servicePolicies":7,"services":4,"services.edge":4,"sessions":13,"terminators":4}}

S A

"namespace":"connect","event_src_id":"NetFoundry Inc. Client

3V0w2Kj8s","timestamp":"2025-05-O4T20:18:41.4323860282“,"src_type”:"identity”,”dst_typeJ
":"ctrl","src_id":"ou8rXMtg-M","src_addr":"95.136.45.233:63408","dst_id":"NetFoundry
Inc. Client 3VOW2Kj8s","dst_addr":"ziti-controller.oz-implementation.pt:1280"}

RN

{"namespace":"

— 3VOW2Kj8$","timestamp":"2025-05-04T20:18:41.4845988032“,"src_type”:"identity”,"dst_typeJ
— ":"ctrl","src_id":"ou8rXMtg-M","src_addr":"95.136.45.233:63408","dst_id":"NetFoundry
«— Inc. Client 3V0w2Kj85",”dst_addr":”ziti—controller.oz—implementation.pt:1280"}

connect","event_src_id":"NetFoundry Inc. Client

{"namespace":"connect","event_src_id":"NetFoundry Inc. Client

— 3V0W2Kj8s",“timestamp”:"2025-05—04T20:18:41.5362760672”,"src_type”:"identity“,"dst_typeJ
— ":i"ctrl","src_id":"ou8rXMtg-M","src_addr":"95.136.45.233:63408","dst_id":"NetFoundry

— Inc. Client 3VOW2Kj8s","dst_addr":"ziti-controller.oz-implementation.pt:1280"}
{"namespace":"usage","event_src_id":"NetFoundry Inc. Client

N 3V0W2Kj8s",”timestamp“:"2025—05—O4T2O:18:42.5620407962”,"version":2,"event_type”:"usageJ
o .fabric.tx“,”source_id":"EquQ.YgGl",”circuit_id“:"tlAeCVslA",”usage“:164,"interval_staJ
— rt_utc":1746389820,"interval_length":60,"tags" :null}
{"namespace":"usage","event_src_id":"NetFoundry Inc. Client

N 3V0W2Kj8s",”timestamp":"2025—05—O4T2O:18:42.5620356662“,"version":2,"event_type":"usageJ
. .ingress.tx","source_id":"EquQ.YgGl","circuit_id":“tlAeCVslA","usage":290,"interva1_stJ
< art_utc":1746389820,”interval_length":60,"tags“:{“clientId":“ou8rXMtg—M“,"hostId“:“D7VWJ
— T7rMgR1","serviceId":"4moJCAs5bPvYudBkurF2fL"}}
{"namespace":"usage","event_src_id":"NetFoundry Inc. Client

N 3VOW2Kj85”,"timestamp":”2025—05—O4T20:18:42.5620382622“,”version":?,"event_type“:”usageJ
< .ingress.rx",“source_id":"Equ9.YgG1","circuit_id“:"tlAeCVslA","usage“:164,”interva1_stJ
< art_utc“:1746389820,"interval_length":60,“tags“:{“clientld":“ouSrXMtg-M“,"hostId":“O?VWJ
N

TrMgR1","serviceId": "4moJCAs5bPvYudBkurF2fL"}}

Listing 13: Snippet of OpenZiti Controller’s logs
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4.2.8 Test TO8 — Multi-Session Handling

1. Objective: To test the system’s ability to handle multiple simultaneous

sessions from different identities.

. Procedure: Initiate concurrent sessions from different client identities to
separate services (e.g., WAS #1 and SAS #1).

. Result: All sessions were independently established and managed without
interference. Resource isolation and access enforcement remained consistent

across sessions.

4.2.9 Test T09 — Offline Identity Cache Behaviour

1. Objective: To evaluate how the system behaves when the controller is

unreachable during an identity’s session.

. Procedure: Establish a session to WAS #1, then disconnect the controller

from the network. Attempt to continue using the session or reconnect.

. Result: Sessions persisted for 1-2 minutes using locally cached policy tokens.
After the token expired, reconnection attempts failed due to controller’s

unreachability.

4.2.10 Test T10 — Identity Impersonation Protection

1. Objective: To ensure that identity credentials cannot be reused or duplicated

across unauthorised devices.

. Procedure: Copy a valid identity token to an authorised device and attempt
to access WAS #1.

. Result: The access attempt was rejected. OpenZiti validated the device
fingerprint and denied access due to mismatch, confirming protection against

credential theft.

Figure 42, and the log file, listing 14, capture an attempt to authenticate against

the controller using a duplicated identity token (JWT) on an unauthorised device.

As illustrated, OpenZiti rejects the connection attempt, preventing the reuse of
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stolen or copied credentials. As seen in the log file, the agent authenticates the JWT
against the controller, receiving an "Invalid token" error from the controller. This

confirms mitigation against impersonation attacks and credential theft scenarios.

9 Y

Tap to Disconnect IDENTITY

00:03:12
STOP

Download Speed Upload Speed

KBps KBps

& Unexpected error when adding identity! X

Figure 42: OpenZiti Desktop Edge client screenshot, representing the attempt to connect
using a duplicated JWT

DEBUG ziti-sdk:ziti_ctrl.c:502 ctrl_body_cb()

— ctrllhttps://ziti-controller.oz-implementation.pt:1280] completed GET[/version] in 0.171
- s

VERBOSE ziti-sdk:ziti_ctrl.c:200 ctrl_resp_cb()

— ctrllhttps://ziti-controller.oz-implementation.pt:1280] received headers POST[/enroll]
VERBOSE ziti-sdk:ziti_ctrl.c:429 ctrl_body_cb()

<y ctrlfhttps://ziti-controller.oz-implementation.pt:1280] HTTP RESPONSE:

<y {"error":{"code":"INVALID_ENROLLMENT_TOKEN","message":"The supplied token is not valid"
— ,"requestId":"h196XjiTO0"},"meta":{"apiEnrollmentVersion":"0.0.1","apiVersion":"0.0.1"}}
DEBUG ziti-sdk:ziti_ctrl.c:502 ctrl_body_cb()

« ctrlfhttps://ziti-controller.oz-implementation.pt:1280] completed POST[/enroll] in 0.221
- s

ERROR ziti-sdk:ziti_ctrl.c:524 ctrl_body_cb()

— ctrllhttps://ziti-controller.oz-implementation.pt:1280] API request[/enroll] failed

< code[INVALID_ENROLLMENT_TOKEN] message[The supplied token is not valid]

ERROR ziti-sdk:ziti_enroll.c:424 enroll_cb() failed to enroll with controller:

— https://ziti-controller.oz-implementation.pt:1280 INVALID_ENROLLMENT_TOKEN[The supplied
— token is not valid] reason[]

ERROR ziti-edge-tunnel:process_cmd.c:60 tunnel_enroll_cb() enrollment failed: JWT not

< accepted by controller(-3)
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TRACE ziti-edge-tunnel:ipc_cmd.c:139 on_command_resp() resp[0,len=28] =
— {"Success":false,"Code":500}
ERROR ziti-edge-tunnel:process_cmd.c:69 tunnel_enroll_cb() removing failed identity file:

— c:\windows\system32\config\systemprofile\appdata\roaming\netfoundry\test-identity-1.json

Listing 14: Snippet of OpenZiti Desktop Edge’s logs

4.3 SUMMARY

This chapter described the structured evaluation of the OpenZiti-based ZTNA
implementation through ten test cases, assessing access control, encryption, lateral
movement, revocation, impersonation, offline behaviour, logging, and multi-session
handling. Results demonstrated that OpenZiti enforces fine-grained, service-level
access while preventing unauthorised discovery and impersonation, but also revealed
limitations regarding east—west segmentation and audit depth.

The final chapter, Conclusion, concludes the thesis by synthesising the main findings,
discussing limitations and proposed mitigations, and outlining directions for future
work, particularly in standardisation, automation, and the broader adoption of

open-source Zero Trust solutions.

59






CONCLUSION

5.1 ANALYSIS OF THE RESEARCH OBJECTIVES

The practical deployment of a Zero Trust Network Access (ZTNA) solution using
the open-source OpenZiti platform has successfully validated the core principles
of the Zero Trust model, demonstrating its applicability within real-world organi-
sational settings. Throughout the implementation and testing phases, significant
improvements were observed in access control granularity, operational visibility,
and resilience to both internal and external threats, when compared to traditional
VPN-based architectures.

The identity-centric architecture proved effective in reducing the attack surface,
ensuring that only essential services are exposed through strict authentication and
authorisation mechanisms. The conducted tests addressed critical security vectors,
such as the prevention of lateral movement, the effectiveness of access revocation,
service visibility, and protection against man-in-the-middle (MiTM) attacks.

This study’s outcomes can be explicitly mapped to the research objectives defined
in Chapter 1. The first objective, to conduct a comparative analysis of commercial
and open-source ZTNA /SASE solutions, was achieved through the vendor feature
matrix and critical review in Chapter 3, which positioned OpenZiti as a cost-effective
but functionally narrower alternative to subscription-based platforms. The second
objective, to design an SME-tailored implementation framework, was realized by
developing a hybrid architecture combining on-premises edge routers with a cloud-
hosted controller, balancing resilience with affordability. The third objective, to
deploy and evaluate an OpenZiti-based architecture, was addressed through the
step-by-step implementation across two SME-like sites and its integration with
Okta and Active Directory. Finally, the fourth objective, to empirically assess
security and operational outcomes, was fulfilled through structured tests validating
policy enforcement, encryption, revocation, and service visibility, while also revealing
limitations in east—west segmentation and identity lifecycle management. Collectively,
these results confirm that the research objectives were not only addressed but also
contributed new empirical evidence on the viability and constraints of opensource
ZTNA in SME environments.
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5.2 FUTURE WORK

Although the OpenZiti solution lacks native User and Entity Behaviour Analytics
(UEBA) and advanced contextual controls, it still provides a substantially enhanced
security posture, particularly when integrated with Identity and Access Management
(IAM) and Identity Governance and Administration (IGA) tools. However, several
limitations of the adopted solution must be acknowledged. Notably, the absence
of native integration with risk-based engines such as STEM, along with incomplete
support for protocols like OIDC and SAML, present challenges in terms of scalability
and user experience. Moreover, the lack of traffic inspection features (e.g., Data
Loss Prevention) reduces its capabilities, which are typically embedded within full
SASE solutions.

Several technical strategies can address these limitations. The absence of native Data
Loss Prevention (DLP) and SSL decryption can be mitigated through integration
with external DLP solutions via API-based policy enforcement, and implementation
of host-based DLP agents on endpoint devices. Current federation limitations
regarding incomplete SAML/OIDC support can be addressed by implementing
custom authentication adapters using OpenZiti’s REST API.

The observed east-west traffic vulnerabilities that enable lateral movement within
LANSs require complementary controls, including implementation of host-based micro-
segmentation using software-defined perimeters on endpoints and integration with
Software-Defined Networking (SDN) controllers for automated network isolation.
Finally, the current logging limitations can be overcome by installing SIEM’s agents
to pull the logs directly from each OpenZiti’s component.

Regarding scalability, the current two-site implementation, representing a SME, can
scale by deploying new edge routers (preferably clusters of edge routers for high
availability and load distribution) in new locations, taking advantage of a cloud
provider’s infrastructure, for example. Despite these constraints, and considering the
suggested solutions, OpenZiti emerges as a compelling alternative for organisations
operating under budgetary limitations. While it demands a relatively high level of
technical expertise for deployment and ongoing maintenance, it nonetheless offers a
robust, flexible, and cost-effective ZTNA implementation.

In conclusion, the study confirms that implementing ZTNA using open-source
technologies is not only technically feasible but delivers measurable security im-
provements. The transition from perimeter based to Zero Trust security requires
fundamental changes in security thinking, operational processes, and organizational

culture. As demonstrated through our implementation, the benefits significantly
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5.2 FUTURE WORK

outweigh the challenges, particularly as solutions for current limitations become
available. Future work should focus on standardizing ZTNA implementations, de-
veloping automated management tools, and creating industry-specific deployment
templates. As Zero Trust evolves from an emerging paradigm to an operational
necessity, continued research and development in open-source implementations will
democratize access to advanced security architectures, enabling organizations of all
sizes to protect their digital assets effectively. This transition signals a paradigm

shift where identity, not location, becomes the cornerstone of enterprise security.
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APPENDIX A

This appendix presents the full configuration files for both the OpenZiti Controller

and OpenZiti Routers.

v: 3
db: "/var/lib/private/ziti-controller/bbolt.db"
identity:

cert: "pki/intermediate/certs/client.chain.pem"

server_cert: "pki/intermediate/certs/server.chain.pem"

key: "pki/intermediate/keys/server.key"
ca: "pki/root/certs/root.cert"

ctrl:
options:

advertiseAddress: tls:ziti-controller.oz-implementation.pt:1280
listener: t1s:0.0.0.0:1280
healthChecks:
boltCheck:
interval: 30s
timeout: 20s
initialDelay: 30s
edge:
api:
sessionTimeout: 30m
address: ziti-controller.oz-implementation.pt:1280
enrollment:
signingCert:
cert: pki/intermediate/certs/intermediate.cert
key: pki/intermediate/keys/intermediate.key
edgeldentity:
duration: 180m
edgeRouter:
duration: 180m
events:
jsonLogger:
subscriptions:
- type: circuit
- type: connect
- type: link
- type: router
- type: terminator
- type: metric
sourceFilter: .*
metricFilter: .*
- type: session
- type: apiSession

- type: usage
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- type: service
- type: entityCount
interval: 5s
handler:
type: file
format: json

path: /tmp/ziti-events.log

web:
- name: client-management
bindPoints:
- interface: 0.0.0.0:1280
address: ziti-controller.oz-implementation.pt:1280
identity:
ca: "pki/root/certs/root.cert"
key: "pki/intermediate/keys/server.key"
server_cert: "pki/intermediate/certs/server.chain.pem"
cert: "pki/intermediate/certs/client.chain.pem"
options:
idleTimeout: 5000ms
readTimeout: 5000ms
writeTimeout: 100000ms
minTLSVersion: TLS1.2
maxTLSVersion: TLS1.3
apis:
- binding: edge-management
options: { }
- binding: edge-client
options: { }
- binding: fabric
options: { }
- binding: edge-oidc
options: { }
- binding: zac
options:
location: /opt/openziti/share/console
indexFile: index.html
Listing 15: OpenZiti Controller’s config.yml file
v: 3
identity:

cert: /opt/openziti/ziti-router/certs/cert.pem

server_cert: /opt/openziti/ziti-router/certs/server_cert.pem

key: /opt/openziti/ziti-router/certs/key.pem

ca: /opt/openziti/ziti-router/certs/ca.pem

ctrl:

endpoint: tls:ziti-controller.oz-implementation.pt:1280

link:

dialers:

- binding: transport

listeners:
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- binding: transport
bind: t1s:0.0.0.0:80

advertise: tls:pub-er-1.oz-implementation.pt:80



options:
outQueueSize: 16
edge:
heartbeatIntervalSeconds: 60
csr:
country: US
province: NC
locality: Charlotte
organization: NetFoundry
organizationalUnit: Ziti
sans:
dns:
- localhost
- pub-er-1.oz-implementation.pt
ip:
- 4.231.233.98
- 127.0.0.1
listeners:
- binding: edge
address: t1s:0.0.0.0:443
options:

advertise: pub-er-1.oz-implementation.pt:443

Listing 16: OpenZiti Edge Routers’s config.yml file
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