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ABSTRACT

Digital forensic analysis is an area generally restricted to a small number of indi-
viduals. This happens due to the complexity of entry to the area due to a small
user base, few and out-of-date software restricting the more advanced software
behind paywalls and licenses. Unfortunately, due to the small user base, open-source
projects take a long time to be updated and fall behind software present in other

areas.

More and more crimes are being committed using digital means, which means
that the ability to analyze the physical computer and its components is becoming
increasingly more important. The Volatility Framework is used for the analysis of
one of these components, the RAM. But the currently available software is far from
perfect due to a lack of graphical interface and other functionalities that have come
to be the norm for software in the year 2021. This means that the end-user needs

to be even more experience to use this software.

This thesis has as its main objective the development of a graphical interface to
the software Volatility. This graphical interface takes as its main objective to ease
the usage of Volatility as much as possible. This is accomplished by introducing
automatic commands, reports, more accessible exports, integrations, functionalities
that had to be done outside of the tool, among many others. This is done to help
the final user that might have very little knowledge and do a complete RAM images

analysis without having to use any external tool.

The results obtained by the development of the software allow the proof of
effectiveness, in levels of time and usefulness, of this tool with new users of this

software and this area, and with more experienced users.
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INTRODUCTION

In today’s world cybercrime is evolving at a much faster rhythm than before using
new technology to its advantage and tricking even the more expert users. To fight
this it’s necessary to invest in cybersecurity solutions and to train people to be able

to handle this kind of task.

Data from 2020 from one of the biggest developers and sellers of cybersecurity
products tells us that cybercrime costs $2.9 million every minute and the use
of malware increased by 358% in this year. Predicting an increased number of
devices connected to the internet every year we can also expect this number to
rise exponentially. This means that more than ever it’s necessary to introduce the
tools necessary to possibly resolve these problems to the maximum number of users
while keeping more experienced users with updates to keep the demand for new

functionalities met.|[8]

A big part of cybersecurity is forensic investigation. This field of expertise normally
requires very specific tools and a steep learning curve meaning that not many users
have the patience to enter this field. A big challenge is the introduction of new users
to this area due to the reasons previously mentioned, this translates to a small user
base and fewer updates to existing tools to auxiliate in the simplification of the
usage of more experienced users. This is the big challenge of this field! To have
software that can keep up with today’s demands while being accessible to new users

and this problem it’s what will be discussed about in ore detail in next point.[8]

1.1 OBJECTIVES & CONTRIBUTIONS

This software was created with the intent of introducing the memory analysis area
to new users without the barrier of knowledge entry that was previously existing.
This Graphical User Interface (GUI) for Volatility Framework creates the possibility
for the user to have the ability to use it without know any particular knowledge
of this tool or its commands to get the information it requires. This software was

also created to help existing users of this area with built-in functionalities to assist
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in tasks that previously would have to be done with other tools, with an interface
to facilitate its usage and the ability to automatically get complete reports with
an analysis of the Random-access memory (RAM) image. Despite the existence of
other projects similar to this one, they all lack something that in my opinion is of
importance to introduce new users to this kind of technology, that will be detailed

further down this document.

The objective of this project is to be able to develop a GUI for one of the available
software in the area of memory analysis that was easy to install and able to use
without a lot of previous knowledge. Another objective of this project is to give more
experienced users a better way to work with the chosen software and to streamline

the workflow process for this type of users. The contributions on this project are:
o Easy Installation / Portable Installation
e Ability to save & load VolatilityGUI projects
e Creation of customized reports
e FKasiness of loading RAM images
o FKasiness of running Volatility commands
e Keep multiple command results available
e Antivirus integration
o Ability to extract select files
e Search strings in results
o Tutorial of all available commands
e Ability to run commands that require variables through selection boxes

o Ability to associate processes with user and detect the presence of malware or

network connections

1.2 REPORT STRUCTURE

This report is divided into 6 chapters. Starting on the second chapter, an overview
is presented about Forensic Analysis on RAM Memory, about the existing tools of
this area and how they differ from one another, including the advantages of each
one. After this, it will be presented how Volatility is used for this project including

the reason why it was chosen.
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The third chapter is where we can find everything from the process of developing
the GUI. In it, the architecture of the solution and the idea of how it could work
are both explained. The planning behind the solution and how it thought and came
to be, are also mentioned in this chapter. Next is presented the methodology of the
development, including the user stories that have been created at the beginning of
the project and the functional requirements. Since this project is the development
of a GUI, mockups have been drawn to get an idea of the design of the software.
And finally, this chapter ends with a brief presentation of very simple data models

of how the tool works.

In the fourth chapter of the report, the development of the software is presented
with a description of every functionality of the software that has been implemented
in detail and also mentions every choice that has been taken and the reason behind
it.

After this, chapter five is reached where it’s presented both Load Tests that have
been performed on the tool and also tests of usage with users. The tests with users
will be both with the satisfaction of the usage of the tool and also a type of test
comparing the performance on the software with and without the usage of the GUIL.
After the presentation of the results, we will do a critical analysis of the same results

and make some conclusions from these results.

And finally, the report finishes with the sixth chapter with a conclusion and
description of the future work where it is mentioned all of the improvements that

could be applied and also new ideas for the developed software.






FORENSIC ANALYSIS OF RAM MEMORY

This chapter will discuss the concept of Forensic Analysis of RAM Memory with
a mention of the tools that are currently used to do this type of analysis. While
also doing a brief presentation of some of the available software and its capabilities
for the task of analyzing RAM images. This chapter will explain the concept of

memory analysis, volatile memory, volatile data, and memory dumps.

It will also be possible to see a comparison of some of the most used memory
analyzing software and a discussion in detail of these software pros and cons, with a
deep dive into the software used for this project and mention what makes Volatility
one of the best software in the memory analysis area. Then, the chapter will continue
with a deep dive into the contributions that have been made with the developed

work.

2.1 WHAT IS IT

Forensic Analysis of digital devices is a very recent area of study that is becoming
more relevant each day. This is because of the necessity of keeping up with the
technology used by the general population, meaning that more and more criminal
investigations pass by the examination of digital artifacts. RAM Memory forensics
consists of capturing volatile data from a device’s RAM and using this method’s
information to auxiliary the investigation of incident response, malware analysis,
or simply for its digital forensic capabilities. Vital information can be taken from
a RAM Image. To obtain any RAM Image it is necessary to capture the memory
data of either a live system or a dead system. Despite not going into much detail
about the part of capturing this data, it’s necessary to know that this is probably
the most crucial step in the entire investigation since, a poorly done capture done
can ruin the whole investigation. The contents of the image depend on the previous
explained step. In a typical investigation, this image is taken from a live system.
It contains information about processes, Dynamic Link Libraries (DLL), general
files, process memory, image identification, kernel memory and objects, networking,

registry, and malware.[2] [4]
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Before moving forward, a simple explanation about what is volatile memory, in
contrast to Non-volatile memory, like a hard drive or a flash memory, also known
as Universal Serial Bus (USB) Pen Drive, a volatile type of memory, is computer
memory that requires an electrical current to retain data. So when the power is
shut down for any reason, the data contained in this kind of memory is erased. This

is known as volatile data, and the most common volatile memory is RAM.

Volatile data is the data that the volatile memory stores, which is constantly
changing. Because of this, it’s impossible to work with RAM data directly. Therefore,

data stored in RAM can only be accessed as an image through a memory dump.

Memory dumps are files that contain a copy of a computer’s volatile memory at
a specific time of the capture. A memory dump can be used to find information
about running programs and the operating system itself. This can be useful for the

following purposes:

e Gather diagnostic information;
e Find the source of a system crash;

e Find the reasons for memory leaks, bugs, and errors;

Digital forensics on suspicious activates (for example malware);

Next, it will be explained in detail each type of file that a memory dump can contain

and what it represents:
e Processes

All currently active processes are stored in RAM, and they can be recovered from the
data structure in which they are located. Malware can also create hidden processes
that cannot be traced by standard methods or by simply reviewing active processes.
These hidden processes can be complicated to find but not impossible. These kinds
of processes can change information about themselves and even disguise as other
processes. This type of malware requires a profound knowledge of the operating
system’s functioning to understand how it works. Within processes, it’s also possible
to find processes that have been stopped if the device was not powered off from
the moment when a certain process was closed. If the environment has not yet
assigned that space to another process, and if this is the case, it’s possible to see

some information about closed processes.[18]
o DLLs

Information about DLLs used by the operating system can be of great importance.

In case the process is part of a malware code this can point to outsource processes



2.1 WHAT IS IT

of where the code itself exists and if it contains malware. It can also show if data is
possibly being sent to any external network or if files were changed. These types of
files are exclusive to the Windows environment, meaning that they don’t exist in a

RAM image of another operating system. [3]
o General files

All files that have been either opened, read, or modified have to pass through the
RAM, meaning that more information can be taken for the investigation. The
normal behavior of the RAM with a file is to create a copy of the file in memory
while it’s being edited. Meaning that it is possible to recover the full file or fragments
of it from the RAM. This all depends on the size of the RAM and the size of the files.
Sometimes these files can have great importance to the investigation. Furthermore,
copied and pasted files can stay in the RAM when stored in the clipboard, which

can be recovered to help the investigation.[5]
e Networking Info

It’s also possible to analyze the RAM to get information about connections, open
ports, local sessions, and remote sessions. This can be useful for the investigator
because a lot of malware code depends on these connections to send information or
to do code injections. This information can also be beneficial because it’s almost
impossible to hide open connections on rogue processes. This kind of information

can be beneficial to identify networking details about the malware. [1]
o Internet Data

The "Internet Data" that can be retrieved from the RAM is anything from browser
downloads, messaging apps conversations, emails, and others. This information can
be extremely beneficial due to the nature of the information that passes through
this kind of channel.[1]

e Passwords and Keys

One big advantage of analyzing the RAM is the possibility to recover passwords
and cryptographic keys, which can be useful to recover information relevant to the
investigation. Normally, the passwords and cryptographic keys are never stored in
the hard drive of the computer without any additional protection, but when it comes
to the RAM when these kinds of passwords and keys are used they, are stored in the
RAM until other data overwrite them. And by this logic, the investigator can find

passwords to many types of accounts that can be relevant to the investigation.[18]

e Decrypted Files
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When using passwords and cryptographic keys these are normally used to assess
accounts but they can also be used to decrypt files. As explained before, when a file
is being used, the RAM keeps a copy of this file, but when a previously encrypted
file is accessed using its encryption key or password, a copy of this file is stored
in the RAM unencrypted. And by analyzing the RAM is possible to recover vital
information to the investigation of files or fragments of files that were previously

encrypted, like encrypted files. [5]
e Other data

In Figure 1, it’s possible to see how this data is stored inside the RAM.

0x10d3ba0c8 0x10d3ba0b8 0x10d3b103d
Process : Open File: Connection:
explorer.exe pid:182 Passwords.docx TCPv4 0.0.0.0:5357
0.0.0.0:0 LISTENING 4
System

Figure 1: RAM Diagram

There are many other types of data that can be retrieved from the RAM. Other
relevant data can be operating system event logs. In the case of Microsoft Windows,

this event log can help establish a timeline of events in the Operating System (OS).
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This is especially useful in a system with multiple users during an investigation.
Event logs can also include anything from system related events to the connection
of new external devices and many others. These event logs exist in multiple other
operating systems like Linux and OSX. Normally, these event logs are very specific to
each OS, but other data like processes and passwords work similarly in all operating
systems. Furthermore, data can also be retrieved from virtualized environments.
In this case, it is straightforward to retrieve the RAM for analysis because these
files exist on the host machine that is being used to virtualize the virtual machine.
Due to this, a file already exists in the form of a virtual RAM that can be easily
extracted. [16]

This information can be important to an investigation cause it represents real-time
data about the operating system environment, which can tell us a lot of useful
information about the investigation in question. After the acquisition of the RAM
image, it’s necessary to use specific software to analyze this data. This software is

going to be analyzed in the next sub-chapter.[11] [16]

2.2 REVISION OF EXISTING TOOLS & INNOVATIONS

As explained previously, a significant problem in this area is the user base of users
is very limited in terms of capacity. However, despite this, there still exists some
software capable of handling the task of analyzing RAM Images, but when compared

to other areas, it’s noticeable the lack of tools and options.

Starting with probably the most well known tool, Autopsy is a free GUI-based
open source digital forensic program capable of analyzing everything from hard
drives to mobile devices and much more. Despite the capabilities to analyze RAM
Images being dependent on an external tool (Volatility Framework), this tool still
offers a user-friendly way to import RAM Images and automatically run the most
important commands. This feature is still very recent to Autopsy, and it’s still
in development. Despite this, it takes advantage of one of the most interesting
functionalities of autopsy is the automatic flags in the "Interesting Files" category.
With this, Autopsy can automatically find files that trigger alerts simplifying the
work that needs to be done by the investigation. Despite this tool not being made for

just the purpose of RAM analyses, it provides useful information to the user.[10][16]

The following tool to be presented is called MANDIANT Memoryze. This tool’s
available for free, and it’s capable of not only analyzing RAM Image files but also

capable of analyzing live systems RAM. These tool main functionalities are the
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ability to image the full range of system memory, image a process entire address
space to disk, including a process loaded DLLs, EXEs, heaps, stacks, image a
specified driver, or all drivers loaded in memory to disk, enumerate all running

processes and report all open handles in a process.[13]

One of the more advanced tools is wxHexEditor. This software is an open-source,
cross-platform hex editor not explicitly used for RAM Image files but can serve this
purpose. This software has the advantage of being very fast, with the functionality to
open massive files in a fast way. This tool is very different from the other presented
until now since, for any RAM analyses, we would have to interpret the files Hex
meaning a profound knowledge in this theme. Because of this, we will not dive much

further than this on this tool and acknowledge its existence.[22]

Rekall Forensics is an open-source network forensic analysis tool with a console
interface. This tool started as a memory forensic framework, but it’s currently an
advanced forensic and incident response framework that presents similar capabilities
to previously presented tools. The main advantage of this tool is the capability to
detect profiles for different operating systems automatically. Another particular
point with Rekall is Rekall Agent, which is an endpoint incident response and
forensic tool based on modern cloud technologies that can be deployed from small
to large scale enterprises to provide unprecedented visibility of endpoint security

and collection and preservation of volatile endpoint evidence.[17]

MemGator, an interface-based tool, is a conglomerate of other tools, including
Volatility Framework, Scalpel File Carver, and AESKeyFinder. For the theme of this
project, this tool works very similarly to the tool previously presented Autopsy, in
which it uses the Volatility Framework to present results from the RAM Image files.
Despite this, the results provided by Volatility can be analyzed automatically by
one of the other tools present in MemGator to search for usernames and passwords
for Gmail, Hotmail, Yahoo, Facebook, and auto fill form entries for the Chrome

web browser.[12]

Other software was not considered for this comparison due to being very similar
to the ones presented in terms of functionalities. And due to being less recognizable
than the ones shown or due to being very complete suites of tools where the RAM
analysis is a very small part of the complete tool, where RAM analysis is not the
focus of the tool’s functionalities. Tools like 'Paladin Forensic Suite’ is one of these
cases, where its a very complete suite of tools where the focus is not on RAM
analyses functionality. Also, because in terms of RAM analyses works very similar to

another tool presented before, Autopsy. Because of this, it was decided only to show

10
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one tool of this type to avoid any kind of repetition on the available software. The
demonstration of other tools of this type wouldn’t contribute to anything relevant
to this work due to being very similar, in terms of RAM analyses, to the one already

presented, Autopsy.

Finally, we have Volatility Framework that is the software that this work was
based on, and because of this, we will do an extensive description of this tool in the

next sub-chapter.

2.3 VOLATILITY FRAMEWORK

Volatility is an open-source framework used for memory forensics and digital inves-
tigations. The Volatility Framework is currently one of the most popular tools for
volatile memory analysis. This cross-platform framework allows you to work with
images of volatile memory, analyze them and obtain data from memory dumps. The
framework inspects and extracts the memory artifacts of both 32-bit and 64-bit
systems. The framework has support for all distributions of Linux, Windows OS,
macOS, and Android. It can analyze raw memory dumps, crash dumps, virtual ma-
chine snapshots, VMware dumps, Microsoft crash dumps, hibernation files, virtual

box dumps, and many others.[21] [6]

In terms of being open-source, the volatility framework is under the general license
of Open Source GPLv2, which means that it can be read, learned, and extended.
This is the main reason why many other tools use the volatility framework as a
tool for memory analysis and also the reason why this work was possible without
the imposition of many licensing rules. This was done so that it was easier to ” help
yourself become a smarter analyst’ and to gather the collective knowledge of the
community to publish new plugins and to fix any issues that may appear. Because
of the small user base, this is a much needed resource, and many other products

similar to Volatility stop receiving support because of this. [21] [6]

Volatility is developed in the programming language Python because, according
to the volatility foundation, it is an established forensic and reverse engineering
language with loads of libraries that can be easily integrated, and it’s a language

that most analysts are familiar with.[21] [6]

Volatility runs on almost all "normal" operating systems, including Windows OS,
Linux, and macOS. The only requirement is that the operating system can run

Python. This is a big advantage due to not being locked behind a specific operating
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system like other software, making it accessible to almost all current operating

systems.[21]

An extensible and scriptable Application Programming Interface (API) is a big
part of what keeps this tool alive to this day. Because of the API available in
Volatility, it’s easy to develop customized interfaces and develop new features,
including malware sandbox, perform virtual machine introspection or just explore

kernel memory.[21]

Volatility is also used by many other tools, like Autopsy, because it was an
Unparalleled feature set based on reverse engineering and specialized research.
Volatility can get command histories, console input/output buffers, USER objects

(GUI memory), and network related data structures.[21]

The Volatility Framework can analyze almost all types of files related to volatile
memory, and this includes dumps, crash dumps, hibernation files, VMware .vmem,
VMware saved state and suspended files (.vmss/.vmsn), VirtualBox core dumps,
LiME (Linux Memory Extractor), expert witness (EWF), and direct physical

memory over Firewire.[21]

Another great advantage of Volatility is its velocity and efficient algorithms that
can analyze large files in just a few seconds. Of course, this depends a lot on the
available resources on the host machine and on the command that was requested,

but usually, it is much faster than other frameworks.[21]

A big part is the community of practitioners and researchers who work in the
forensics, Incident Response (IR), and malware analysis fields behind this project.
Like mentioned before, because this tool is backed by big companies including
Google, USA Department of Defense (DoD) Laboratories, Department of Defense
Cyber Crime Center (DC3), and many Antivirus and security shops, this make sure
that this tool doesn’t stop receiving support and becomes outdated as it happens to
many others. This is important to keep up with the ever changing technology used
in malware or attacks. If the tool doesn’t keep up with the technology, a memory
analysis may be unable to retrieve the necessary information for the investigation.
21)

Another important point is the focus of this tool on forensics, incident response,
and malware. It was developed by experts in this area, so the focus is kept on the

types of tasks that these analysts typically do.[21]
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And as the last advantage is that Volatility is completely free, and there is nothing
another memory analysis framework can do that Volatility can’t or that it can’t be

quickly programmed to do.[21]

The framework is intended to investigate the system’s state independently of the
host machine and consists of over 35 plugins for analyzing the memory. Plugins,
also known as commands, are inputs in the command line to run code that gives
the results we want. These plugins can be either developed by individual users or by
the Volatility Foundation. These pieces of code are written in Python, like Volatility
itself, and come in a large variety of functions. It’s hard to explain what a plugin
is exactly because each plugin is a block of code that runs in the memory dump
and gives the expected result. The volatility foundation also offers a comprehensive
guide for users to learn how to build their plugins in this way, enforcing the idea of

an open-source platform. [21] [6]

The major problem most users have with Volatility is the lack of an interface or
a GUI. This not only makes it less attractive, but it also makes that some actions
are harder to perform. With the lack of a GUI, it’s harder to see results, to scroll
to previous results, and it’s harder to copy and save these same results. Because of
all the previous reasons, it’s easy to see why the volatility framework is an amazing
tool. Its major problem currently exists is the lack of a GUIL. This is why Volatility,

among other tools, was chosen as the tool to develop a GUI for this project.[6]

2.4 COMPARISON OF SOFTWARE

In Table 1, a comparison between all of the previously presented software can be
seen. Each column contains the presented software, and each row represents basic
functionalities found in most of the software as it’s possible to know each software
has its advantages over the other with Volatility being the one lacking more futures.
However, the Volatility Framework is the base for the functionality of the RAM
analysis for most of the other software. While some of the questions that each
software is compared can be subjective is possible to get the overall idea for each
software. By analyzing the table, we can see that software like Autopsy, despite being
almost all positive in the questions asked, the lack of obtaining advanced results
can be important for an investigation. Other software like Memgator checks all the
boxes, but despite this, the software may still lack important functionalities for an

investigation due to a generalization of the asked questions on the table. Overall by
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analyzing the table, it’s possible to see that each software brings something unique

to this area and that each one of them serves a purpose.

Table 1: Table of comparison of memory analysis software

Autopsy Memoryze | wxHexEditor Rekall Memgator Volatility
Easy to use Yes No No No No No
Easy to install Yes No No No Yes Yes*
Able to get advance results | No Yes Yes Yes Yes Yes
Dependent on other tools Yes, Volatility | No No Yes, Volatility | Yes, Volatility | No
Unique functionabilities Yes No Yes Yes Yes No
GUI Yes No Yes Yes, Web Yes No

*It can be easy to install but it depends on the version.

2.5 RELATED WORK OF GUI DEVELOPMENTS

Despite the developments of new software being low, there still exist some projects
similar to this one that I will present and talk about the differences and the
improvements that have been made. Starting with the oldest one, made by Steffen
Logen, Hans Hofken, and Marko Schuba in 2012. This GUI presents the ability
to run Volatility Framework plugins and to extract a file from the RAM Image.
Despite being a very good project, I found some points lacking. These lacking
points include the presentation of the results, which was still done by the Volatility
Framework and presented on the command line that was not very user-friendly. Also,
the ability to save results in this project was done by the result of the commands
being extrapolated to a text file. This project also comes with a very important
function that is the ability to extract selected files from the RAM Image. This is
very important since the analysis of files is one of the key points in an investigation.
Despite not being perfect, this project was very ambitious and well made for its
time, with great ideas to inspire the development of the new project. In Figure 2,

it’s possible to see an overview of the described software. [19]
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Figure 2: Volatility GUI 2012

Another project in this area was done in 2018 by Mr. Vivek Ravindra Sali and
Mrs. H.K.Khanuja. This project is less of a "one does all" GUI and more of a dump
of the RAM Image processes and search of strings. This project was based on the
YARA plugin available in the Volatility Framework, with the ability to search for
malware in the resulting dump of processes through a search in the resulting files
with certain rules. The GUI on this project is not one of the most intuitive, but it
gets the job done for its purpose. The biggest takeaway from this project was the
necessity of the user to use the software to search for a keyword on a dump or a
result. This is relevant since it gave ideas of implementation to the newly developed

software. In Figure 3, it’s possible to see the GUI of the described software.[14]
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Figure 3: Volatility GUI 2018

The last project we will talk about was done by kevthehermit, and it was released
in 2016. The installation of the project made by kevthehermit, while not being
extremely complicated, can be more challenging to perform for a less experienced
user. A more complex installation can divert many users from ever trying the
software due to the problems with the installation. This project comes with some
very impressive features, including the ability to run every Volatility plugin, a web
interface meaning that it’s possible to run in any system that can run a browser,
and an immaculate presentation of the results inside the tool. In my view, some lack
of features that are common in other areas of study like the creation of automatic
reports, and others, is something that still lacked in this tool, but despite all, this
tool is probably the best one that has been discussed in this chapter.

This project is the most similar to the one developed, but in my study on a
similar project, I considered that this software was not very user-friendly. Starting
with the installation, the focus of my project was that any user could pick up the
installer associated with this project and be able to run the GUI without very much

trouble.

In Figure 4, it’s possible to see the GUI of VolUtility working on a webpage.
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Figure 4: VolUtility

In table 2 it can be seen a brief comparison of the present related works and the
project developed for this thesis, where we can see each software’s strengths. All of

these software were based or made to work on top of the Volatility Framework.

Several questions were asked to be able to compare all of the previously presented
software and the developed software. Each of the questions tries to represent
functionality that is present in any of the other software. As it’s possible to see by
analyzing table 2, each software brings some unique functionality where ultimately
the developed software, VolatilityGUI, comes out on top being the only one that
contains all of the functionalities that the other software have, including some
uniques ones that can’t be found on any other. Also, by analyzing the table, a
conclusion can be reached that with each development and analyzed software, each
iteration of these GUIs comes with more and more functionalities to help the user
in an investigation. Meaning that the developed VolatilityGUI comes as a natural
evolution of these iterations, and maybe in the future, there will be more software

that will come with even more functionalities.
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Table 2: Table of comparison of memory analysis GUIs

VolatilityGUI 12 | VolatilityGUI 18 | VolUtility | VolatilityGUI (this work)
Easy to install Unknown Unknown No Yes
Easy to use GUI No No Yes Yes
Run Volatility Plugins Yes Yes Yes Yes
See results inside GUI No No Yes Yes
Multiple results at the same time | No No Yes Yes
Save work Yes No No Yes
Search in dumps for keywords No No No Yes
Extraction of files Yes Yes Yes Yes
Creation of reports No No No Yes
Assoiate users with processes No No No Yes
Antivirus Integration No No Yes Yes
Save file encryption No No No Yes
History of perfomed actions No No No Yes
Easy to acess tutorial No No No Yes

2.6 SYNTHESIS

This chapter explained what the area of Forensic Analysis is and what it does
with a focus on it impacts the investigation of RAM images. It also explained the
differences between volatile and non-volatile data and what information can be

retrieved from the non-volatile devices in detail.

After this, a revision of the existing tools for the had the capability of analyzing
RAM was done. This was done by analyzing each tool and detailing what each tool

was capable of doing.

Next, a deep analysis of the Volatility Framework was presented. The analysis
contained everything from how it worked, how it was developed, where it was used,

what its capabilities were, and its main problems.

After all of the software was presented, a comparison was made between all of
them. The questions made were not only opinions but also technical questions like
the presence of a GUI. From the comparison, it was possible to see that many of
the existing tools were already depending on Volatility, each one with advantages

over the others.

Finally, this chapter ends an analysis of the GUIs that have already been developed.
This analysis saw what each GUI bought in terms of developments to the area and
the improvements that each had to Volatility. Ending with a comparison between
all of these software, including VolatilityGUI. In this comparison, it was possible to
see that not only VolatilityGUI, the developed software, included not only all of the
other software’s unique functionalities but also some new ones that further improve

the usage of the tool Volatility.
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In the following chapter, we will talk about the development of this project.
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In this chapter, a discussion will take place about how the software VolatilityGUI
was developed and all its requisites. Including the decision behind things like the
choice of programming language, the methodology used, the user stories that have
been made, and also the mockups of the design of the GUI and the data models of

how the software works.

3.1 ARCHITECTURE OF THE SOLUTION

While choosing the tool that would be the base for this project, it was important
that the implementation of the GUI and the process of the installation could be
simple. Volatility was chosen because of all the previous stated reasons but also

because of this.

There are various ways to implement a GUI, but a simple way is to send commands
through the command line and receive the results. Because Volatility works through
the command line, this was an easy choice for the first problem of getting the results
from Volatility into a new GUI. In terms of installation, Volatility was also a good
choice because of licensing. Volatility also comes in a standalone file that can be

attached to the GUI for a simple installation process.

In Figure 5, it’s possible to see a design of the communication architecture of

how the GUI would work along with Volatility.

Commands . )
Manipulation of data

-~

V Voru
Results Display of results

Figure 5: Diagram VolatilityGUI
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3.2 PLANNING OF THE DEVELOPMENT

The first step in the development of this project was the creation of the project
proposal. This document, which can be seen in Appendix A written in Portuguese,
describes similar work previously done of both projects identical to this GUI and
project done in the same programming language that this project and the main ideas
behind this project were identified. The document also describes the purpose behind
the GUI and the main functionalities that it should have present in the final delivery
of this project. In the initial stages of the development, this project was thought
of as a project developed by two persons, and this proposal was written with this
idea. Despite this, the document gives a general idea of the project’s methodology,
like the programming languages that could be used for the development of this tool.

The chronological plan of the project is also presented, in Figure 6.

Nov |Dez Jan Feb March |April |May [June [July

Planning

Desigh

User Stories

Development

User Tests
Report

Figure 6: Chronological Plan

After this, the object to deliver is presented, where it is told it should be delivered
in the final delivery of the project. The final part of this proposal describes how the
evaluation of the project will be made and what kind of tests the tool is going to be

subjected to.

Of course, the ideas and functionalities of the project changed during the devel-
opment of the tool, and this tool wasn’t any different. Despite that, this was the
initial planning of the tool. In one of the following sub-chapters, the initial mockups

of the tool have been drawn.

3.3 METHODOLOGY OF THE DEVELOPMENT

The methodology behind the project followed an agile-inspired methodology with
the user stories to be developed. Meetings were also scheduled every two weeks
to discuss the progress made on these user stories, with monthly main functional

objectives that should be met. Because the development of this project was inspired
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by an Agile Methodology development, it’s necessary to discuss the definition of this
concept. An Agile Methodology is a group of software development methods that
are based on iterative and incremental development. It’s composed of four major
characteristics that are fundamental to all agile methodologies that are: adaptive
planning, iterative and evolutionary development, rapid and flexible response to
change, and promoting communication. During the development of this project,
many of these characteristics were applied, like adaptive and iterative, and promotion
in communication planning. After each weekly meeting, there was a discussion on
the next steps to take. Not only this but there was also a demonstration of the
development made and a discussion on what could be improved, meaning a flexible
response to change. This project, in particular, was not taken into any specific
because of the size of the team and because of the not defined deadlines for delivery
of the project, meaning that it would not be worth applying any specific methodology.
[9]

The user stories were done with the functionalities described and the acceptance
criteria, and a rating of priority that considered the more used functionalities
inside of the Volatility Framework and the amount of work that it would take for
the functionality being developed. These user stories were thought of as the main
functionalities that the GUI should have before being delivered and some other
ideas that would be "nice to have". The initial developed user’s stories are present

in the following subsection.
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3.3.1 User Stories

In the following Tables 3, 4, and 5, it’s possible to see the initial user stories that

have been developed for this project.

These user stories contain the following columns, Theme, User Story, priority,
Acceptance Criteria. The Theme separates each user story by the category it belongs
to, this can be Interface, Backend, or a combination of both. The new column is
the User Story that contains the description of the User Story, where it determines
what needs to be developed on the software. The priority can have options between
1-5, this determines the priority that the User Story should be implemented on
the software. The bigger the priority, the more critical it is to implement. The last
column is the Acceptance Criteria that gives the activity that determines if the
User Story has been completed, meaning that for the User Story to be closed, the

user must be able to complete the activity described in the Acceptance Criteria.

These User Stories were developed before the beginning of the development of
VolatilityGUI, some functionalities were created with a User Story assigned to them.

Most of the User Stories present in Tables 3, 4, and 5 were successfully completed.
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Table 3: Table of User Stories - Part 1

Theme | User Story Priority | Acceptance Criteria

Interface | As a user I want to create a | 5 The user should be able to
new project choose to create a new project

Interface | As a user I want to open the | 5 The user should be able to
Easy Report window open the Easy Report window

Backend | As a user I want to be able to | 5 The user should be able to load
load the RAM image into both the desired RAM image
Easy Report and the general
GUI

Backend | As a user I want to be able to | 5 The user should be able to
choose between several options choose several options in Easy
in Easy Report Report

Interface | As a user I want to be able | 4 The user should be able to see
to see information about the information about the chosen
options chosen in Easy Report option in Easy Report

Backend | As a user I want to be able to | 5 The user should be able to cre-
create a report in PDF format ate a report with the specified
through the chosen option options

Interface | As a user I want to be able to | 4 The user should be able to see
instantly see crucial informa- information quickly when load-
tion when loading the image ing the image.
in the GUI before loading the
information in the GUI

Interface | As a user I want to choose be- | 5 The user should see all the com-
tween the option of commands mands available in the GUI
available in Volatility

Backend | As the user, when choosing a | 5 The user should be able to see

command I want Volatility to
preform that action on the se-
lected image

the effect of his commands in
Volatility
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Table 4: Table of User Stories - Part 2

Theme | User Story Priority | Acceptance Criteria
Interface | As a user I want to see the re- | 5 The user should be able to see
sults of the commands in the the results of the commands in
"OQutput" section the GUI
Interface | As a user I want the possibility | 4 The user should be able to do
to write my own command and his own command in the GUI
see the result in the Output and see the result in the GUI
Interface | Asa user I want to see the Easy | 4 The user should be able to
Report interface by selecting reach the Easy Report menu
the button with the same name through the button in the main
GUI interface
Interface | As a user I want to see custom | 3 The user should be able to
information about the com- see information about the com-
mand I will run mand he will run depending on
his image
BackEnd | Asa user I want to use the Find | 3 The user should be able to
section to find the keyword cho- search for the keyword chosen
sen in the Output section in the output section
Backend | As a user I want to be able | 4 The user should be able to
to change the image without change the RAM image with-
having to close the GUI out having to open and close
the GUI again
Backend | As a user I want to be able | 3 The user should be able to save
to save the current state of the the state of his "project”
GUI like Output, chosen image,
history, among others
Interface | As a user I want to be able | 3 The user should be able to load

to choose to load a previously
worked project

the previously saved project
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Table 5: Table of User Stories - Part 3

User Story

priority

Acceptance Criteria

Interface/Backend

As a user I want to be able to
see a graphical interface of the
process tree of the chosen RAM
image where it is possible to see
all the information about the
processes without the need to
make commands

2

The user should have a new in-
terface of the process tree and
see all the necessary informa-
tion without any commands

Backend

As user I want to do an an-
tivirus analysis of the RAM im-
age using both plugins and ex-
ternal websites for both output
and report

The user should be able to
choose the "Antivirus" option
in the File Menu and run an
antivirus analysis of the RAM
image

Backend

As a user I want to see the his-
tory of the commands done and
the loaded image through the
"File" menu

The user should be able to see
the history of the commands
done in the GUI

Backend

As a user I want to be able to
extract all the DLLs present in
the RAM image

The user should be able to ex-
tract all the DLLs from the
RAM image

Backend

As a user I want to be able to
extract all the EXEs present in
the RAM image

The user should be able to ex-
tract all the EXEs from the
RAM image

Backend

As user I want to be able to
extract only the DLLs chosen
from a list

The user should be able to ex-
tract the DLLs chosen from the
list from the RAM image

Backend

As a user I want to be able to
extract only the EXEs chosen
from a list

The user should be able to ex-
tract the chosen EXEs from the
list in the RAM image

Backend

As user I want to see options
for Easy Report with various
levels of complexity for more
or less complex reports

The user should be able to
choose options for various
types of reports
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3.3.2  Functional Requirements

In the initial stages of development, the GUI was supposed to be cross-platform,
meaning it could work in any of the main operating systems, including Windows
OS, Linux, or macOS. But due to some constraints with the technologies used and
the technology of the Volatility Framework, this was not possible. The GUI could
be cross-platform but be different from other developed GUIs and develop some
more advanced functionalities. This would not be possible, so it was decided that

the GUI should mainly work in the most used operating system, Windows OS.

In terms of system requirements, the GUI should be able to run in any system
that is able to run the Volatility Framework. Because some functionalities, like
calculations and comparisons in the code, of the GUI take full advantage of the
system’s computational power, this means that the GUI can "run" faster in a more

powerful system.

Because the GUI runs only in the Windows operating system, this means that
the Volatility Framework works through the standalone version indicating that the
GUI can run without any extra component. It’s automatically installed through
the setup, like the installation of python that it’s needed for some versions of the

Volatility Framework.

In the following sub-chapter, we will see the mockups that have been designed in

the initial stages of the development of this project.

3.4 MOCKUPS

The following Figures 7, 8, 9, 10, 11, 12, 13, 14, and 15 are a compilation of the
mockups that were designed at the beginning of the development of this tool to get
an idea of how the GUI should work and look.
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Figure 7: Mockup Entry Screen

RAM Image

‘C/I .

Image Info

Image Date & Time

N° of Processors.

[
[
[
[
[

Figure 8: Mockup Load RAM
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Some functionalities were only developed after the mockups had been designed,
meaning that mockups were not developed for every functionality that had been

implemented.

The next chapter will describe how the GUI and the Volatility Framework data
model works and how both this software can communicate with each other and

share data.

3.5 DATA MODELS

Despite Volatility Framework being a great software, it has not been made to be
integrated with other tools meaning that for any GUI, some techniques had to
be applied to make this work. This will be specified in this section because of the

complexity of how the GUI handles data and gets data.

While the GUI can transform data and show it to the user, to get any kind of
data from a RAM image, the GUI sends the input of various commands to the
Volatility Framework, so this one can run in it and get the expected results. After
any commands that have been sent by GUI have finished running, the data is
automatically sent to the GUI, where it will be transformed and displayed to the

user.

The following Figure 16 shows a diagram of how this process works.

Send Command

cmd.exe L

Runs Command !
Waits for cmd to end WE”'

"

Sends Resulis as text
Resulis

L J

Converts Resulis
into the pretended
context

Figure 16: Data Model Diagram

As shown in the diagram in Figure 16, it’s possible to see that the data that
the developed software requested, it’s only able to display data and show it to
the user because of the original Volatility Framework software. Volatility GUI is
only responsible for managing and handling the data while the back work it’s done
in the Windows OS Command line. Following the diagram, we can see that after
the command has been input by the user and it’s been run by the command line,

the result it’s returned as text to Volatility GUI. The data is always handled as
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text and manipulated to display the pretended results to the user. Following some
security methods, this data is only kept as long as the user desires, and saving this
data creates encryption of these results, but this is possible to be seen in the next

chapter.

3.6 SYNTHESIS

In this chapter, a study was done on how the Volatility GUI would be developed
and several ideas on functionalities to implement. This study was intended to know
how Volatility GUI would be developed.

The first part explains how VolatilityGUI communicates with the system where
Volatility is running. Followed by a detailed explanation of the planification of
development, where each development step is explained with timelines. In this part,
the project proposal is also presented, where the programming language to be used
is detailed and several more small points of the development like the object to be

delivered.

Finally, the methodology of development is presented and explained. Also, in this
part, all of the mockups of VolatilityGUI are shown. And lastly, the diagram of the
VolatilityGUI is presented and explained. From all of this study came the technical
developments of Volatility GUI that will be described in the next chapter.
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TECHNICAL DEVELOPMENT

This section is going to discuss the development of the software. The discussion is
going to be more centered on the decisions taken in more technical terms, like the
code that has been made and the ideas behind each implementation, like the first
implementation and the final implementation, after some discussion in the meetings.
It will also be possible to see the problems encounter and the workarounds behind
them. This section is divided into each area of implementation, like the choice of
the working environment and the load of the RAM Image. This section also follows
an order of subsections in the order in which each part was implemented into the

software.

4.1 CHOICE OF ENVIRONMENT

Because of the previously mentioned solution with how the VolatilityGUI and
the Volatility Framework communicate and trade information was necessary to
facilitate the installation. This was done was by limiting VolatilityGUI to a single
environment /operating system in which the GUI should run. This was done to
facilitate is the introduction of users to this area of RAM analysis. With a single
environment to work with is was much simpler to tackle a problem like a simplified
VolatilityGUI installation. For a simple installation, it was necessary to restrict
this installation to one operating system, because according to many websites and
reports Windows OS it’s still the operating system mostly used. It was chosen as

the environment to develop the software in. [7]

The Windows OS was also chosen as the environment to develop this software
because of the version of the Volatility Framework that the GUI installs and runs.
The GUI used the Volatility Framework Standalone version to do the back-end
processes, and this is automatically installed by the VolatilityGUI setup. Because the
Windows OS environment was chosen, this influenced the language of programming
used for the development. During previous research for this project, there were
some indications that the programming language C# would be the best one to

tackle all of the problems using the editor Visual Studio. C# felt like the obvious
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choice for this development because it’s the recommended language for developing
applications in Windows OS and because of the many libraries and integrations

with software that work like Volatility.

The setup is as easy and simple as many of the other software of this kind,
with the possibility to choose the installation location. Like it was said before, the
setup installs everything necessary for the VolatilityGUI to run with the purpose of
facilitating the process of installing the software to the user. The setup also creates a
desktop shortcut for easy access. Opening the software requires administrative rights
because Windows OS requires some permissions for the software to run correctly.
The setup was created using the ’Microsoft Visual Studio Installer Projects’ and
following the official documentation provided by Microsoft. The only customizations
were the icon that was created and the inclusion of the Volatility Standalone program
in the installation. Everything else was kept fairly with the default setting, only

changing some settings like the description and the product name.

In conclusion, the chosen environment was Windows OS, and the software was
developed in C# using Visual Studio. Running the VolatilityGUI setup, which was
kept very simple in terms of configuration, is the only thing necessary to start the
VolatilityGUI and start working. In Figure 17, it’s possible to see an image of the
setup of Volatility GUI.

73 volatilityGUI — x

Select Installation Folder

The installer will install “olatilityGUI to the following folder.

Tuoinstall in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Folder:
|C:\Pr0gram Files (x86)yAlexandre Monteiroyolatility GUIN Browse...

Disk Cost

i

VolatilityGU...

Install VolatilityGUI for yourself, or for anyone who uses this computer:

() Evaryane

@Justme

Figure 17: VolatilityGUI Setup

36



4.2 CONNECTION TO VOLATILITY FRAMEWORK

4.2 CONNECTION TO VOLATILITY FRAMEWORK

This subsection will explain how the software communicates with the Volatility
Framework and vice versa and how this integration was developed. Due to previous
experience, it was possible to know how the Volatility Frameworks works, and like
it’s been explained before, this software run in the command line. Because of this
knowledge, it was necessary to find a way to run the commands of Volatility directly

in the command line and then retrieve the results after this has finished.

On a first approach, the solution went through creating a new process for each
command that the VolatilityGUI needed to send. Since Volatility runs in the
command line, it was necessary to define the running process as a "CMD.exe".
The next step was to run the Volatility command. A standard command line for
Volatility is, for example, "volatility.exe -f ram.raw imageinfo". As it’s possible to see,
the command doesn’t exist in the Windows system while using Volatility Standalone
to run. It was necessary to include the Volatility Standalone in the installation of
the software and make use of some specific commands to have a result. After the
command is sent to the command line, the created process starts and waits until
it’s finished to read the output of the command line into a variable that will receive
this output. The software handles the manipulation of the data as it’s possible to
see by the previously described behavior. Other configurations were done in this
process to give a more pleasant experience to the user, such as the creation of the

command line window.

On a second approach, it was necessary to include some more functionalities,
such as running this process in the background. With the first implementation, the
behavior of the Volatility GUI was to "freeze" the software screen until the process was
over. The solution is to run this process as an asynchronous process. Asynchronous
programming is the ability to deal with multiple requests simultaneously, and the
application in this type of software is so that the software won’t "freeze". For this, it
was created a BackgroundWorker that would take the various steps of the previously
created process and run it on the background. This is also very important to a
much better experience for the user since it was possible to show a progress bar

that indicated that the process was running, as it’s possible to see in Figure 18.

s VolatilityGUI - CAUsers\Alexandre\Dropbox\Codigo GUfinal.txt*

Volatiity is Running

Figure 18: Progress Bar
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The connection between Volatility and the developed GUI is one of the most
important functionality in the entire development of the software because most of
the following steps make use of this process. The development of this process had
to be as good as possible so that it wouldn’t affect the other actions. Depending on
the functionalities, the described process of how Volatility and VolatilityGUI can
suffer alterations, and in those cases, the alterations made to this process will be
explained in detail. Inside of the process, there is a configuration with the name
arguments that can be changed to suit the command that has to be sent to fit the

functionality in question.

In the following sub-chapter, we will see how the Volatility GUI loads RAM images

and how it uses this defined process to get some basic info about the loaded image.

4.3 LOADING OF RAM IMAGES

In this sub-chapter, we will see how the software loads RAM images. Unlike the
previous sub-chapter, this implementation has stayed pretty much the same since
the beginning. For the user to be able to load a RAM Image, it is necessary to access
the specific window for this functionality, which is accessed through the shortcut

located in the top navbar of the main windows of the software.

Opening the "Load RAM" Window, the only available option is to click the
button "Select". Clicking this button will open "Windows OS Explorer" where it is
possible to choose a file of the RAM image. After clicking the "Explorer" button
to select the pretended file, the Volatility GUI will verify if the extension of the
selected file is any of the many types of files supported by the Volatility Framework.
If the software’s response is positive, the Volatility GUI will continue the process.
Otherwise, the software will give a warning message, and it will not continue the
process. Continuing the process, the VolatilityGUI will send some arguments to
the command line and get the basic information related to this RAM Image. The
command used is "imageinfo". After the command has finished running, the more
important information is taken from the temporary variable and displayed to the

user.

This information that is shown to the user is selected based on importance,
meaning that the more specific information that won’t be relevant to most users
will not be displayed. But this information can still be accessed by other methods.
One very important field that is displayed to the user is shown as the profile field.

This field is crucial for the entire rest of the usage of the software. Because all
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other commands other than "imageinfo" depend on this command when inputting
a required command in the command’s arguments to send to Volatility. The field
profile will be displayed as a list of choices because the output of "imageinfo"
normally displays multiple possible values for this field. Because of this and to make
an easier experience for a less experienced user, this profile is automatically chosen
as the best one to use, but if any problems occur with a command, which is a
possibility because of the profile, it’s always possible to change this profile before

and after loading the RAM Image into the software.

One of the last additions to this window suggested by one of the professors that
assisted with this project was the inclusion of the calculation of several cryptographic
algorithms of the loaded image. This was added due to the necessity to prove that
the file being investigated is in the fact that one. For this, the software automatically
displays the values of the file for Secure Hash Algorithm 256 (SHA256), Secure
Hash Algorithm 1 (SHA1), and Message-Digest algorithm 5 (MD5).

This window can be used to load a new RAM Image, but it can also be used to
load a new RAM Image for the same project. The way the software was designed
revolves around the idea of the project and not the investigation of a single RAM
Image, meaning that it is possible to start working on a new image without having
to create a new project. Loading a new RAM Image will erase almost all of the
work done in the previous Image. This information will also be displayed in the

attempt of loading a new RAM Image.

In Figure 19, it’s possible to see the Load New RAM Image window.

vur Load RAM Fo O [0] 53 @Hot Reioad - X

Image: IC'\Users\A\exandre\Dropbox\Cc’)d'\go GUNvictim.raw l Select

Image local date and time

Number of Processors Image Type (Service Pack)

PAE type DTB

KDBG

KPCR

KUSERSHARED_DATA

Profile

SHA256

SHA1

MD5

- Load Image

Figure 19: Load RAM Window
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The following sub-chapter will show how the commands can be run and what

commands were chosen to be included in the software.

4.4 CHOICE OF COMMANDS

This subchapter will show which commands were included in the software and the
motive behind the ones that were excluded. It will also be possible to see how
the final user will run commands. Figure 20 shows how the main window of the

VolatilityGUI looks and where the user can run commands.

File ExtractALL Extract Selected About

About Command
List the processes of a system. This walks the doubly-finked list pointed to by
PsictiveProcessHead and shows the offset, process name, process ID, the
[parent process ID, number of threads, number of handles, and date/time when
the process started and exited. This plugin does not detect hidden or unlinked
[processes (but psscan can do that). Note the two processes System and

smss exe will not have a Session ID, because System starts before sessions are

Commands Category | Processes and DLLs ~ | Command | PSList v Run Command

Keyword/Regex Find Result Easy Report
Tutorial X

Tutorial

Load RAM
The first step in the program is to load a Ram Image, for this g to the "New RAM Image in the top nav bar.
“This willlet you choose 2 file and see basic information about it before loading it in the software.

Change RAM
If for any reason you need to change the loaded RAM Image go to the ‘New RAM Image" in the top nav bar.
Warning! This will erase al the previous work so if necessary Save before doing this.

About Ram Image
In case you need to see the basic information of the RAM Image without loading it again go to the "About RAM Image’ in the top nav bar.
In this window is also possible to change the profile that the software works it. This changes the profile for every part of the software, this could cause problems. Unless you are sure about this function don't use it.

Save/Save As
To save the current state of the project go to the ‘Save' in the top nav bar. If the project was loaded or saved before it will remember the file.
To create a new save file indepedent from the previous file o to the 'Save AS'in the top nav bar.

Cypher
When a project is saved for the first time or a new save file is created it will ask for a password.
Please remember this password it il be necessary to load the file and there is no away to recover it

History
Every action in the software is recorded and it's possible to see when a certain action was taken in the 'History module in the top nav bar.
This information is just for the current session and it's not saved in the save file.

Commands Themes
Because of the amount of commands possible with Volatility Framework the software separates them by theme. That can be choosen in the ‘Commands Theme ComboBox.
Before chosing a specific command you must choose a theme. The themes follow the Command Reference from Volatility Foudation.

Commands
After chosing a theme, its posible to run a command picking one in the ‘Commands ComboBox and pressing the ‘Run’ button.

It's possible to cancel the command with the ‘Cancel button. If the command finishes running it will create  new Tab with the name of the runned command.

Its not possible to run the same command twice if the Tab of the command already exists. You can close any Tab by pressing the X' in the specific Tab. Its not possible to have 0 Tabs, so deleting the last Tab is not permited

About Commands
Each dsic ch the s Cambol Lk the Anout A b

Figure 20: VolatilityGUI Main Window

Due to the sheer number of different commands that the Volatility Framework can
run, it was necessary to find a way to display all of the commands other than with a
single list because of the size of this list. For this, it was created the list "Commands
Category". This list contains several values that influence the second list with the
name "Commands". These lists were created following the official documentation of
the Volatility Foundation. The list "Commands Category" box is the part of the
software that each type of command affects. For example, the commands inside
of the category Networking contain all of the commands that will get information
from all of the networking points inside of the RAM image. The VolatilityGUI will
not run any command without going through the process of choosing both the

Command Category and the Command itself.

In the "Commands Category" list, there is an extra option that is not present

on the Volatility Foundation website. This option is called "Advance Commands".
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This option was created to give the user the ability to run commands that can use
variables such as specific processes to run quicker and to provide a more specific
output. For example, choosing the "Advance Commands" category will make the
command "MemMap" appear on this list. While it’s possible to run this command in
its entirety in the Category "Process Memory", this command will take a significant
amount of time to process. The amount of time to run can be reduced by choosing
the optional parameter for other commands that are affected by this problem. This
parameter can be an offset, a type, or any other. This can be done by using the
options present in the "Advance Commands" category. The only exception in this
list is the presence of the command "HiveDump" that requires parameters and for

this is not present in any other category other than this one.

To facilitate the usage of the user when choosing a command from the "Advance
Commands" category a third box will appear that will automatically be filled with
the option of the parameters that a specific command can receive. This works by
running other commands inside the Volatility GUI that will fill this list with the
required values. As it’s possible to see in Figure 21, a third box is filled with the
possible values for the user to run commands.

File ExtractALL Extract Selected About
About Command.

[Now you can wite your own commands following the Volatiity Commands
Guidelines. If you want to write your own commands please don't select any.

Commands Category | Advance Commands Run Command

HiveDump
Advance_MemMap
Manual Command Advance Vadinfo
Advance_VadWalk
Advance_mftparser

Advance_TimeLiner
Keyword/Regex -
| Advance IMPScan ! Easy Report
Tutorial X

option from the list

Run Manual Command
I the command you want to input has parameters please input them like you

[would on Volatilty ke ‘dilst -p o

Figure 21: Advance Commands

Choosing the "Advance Commands" category will also open the ability to run
manual commands. These manual commands can be anything from the available
official commands from the Volatility Framework but also from any additional
installed plugin. In addition, to give the ability to run even more specific commands
or commands that exist outside of the Volatility sphere. In Figure 22, it’s possible

to see the box that can run the manual commands.

File ExtractALL Extract Selected About

 About Command
[Now you can write your own commands following the Volatiity Commands

Commands Category | Advance Commands ~ v Run Command

Guidelines. If you want to write your own commands please don't select any
option from the list

would on Volatiliy fike ‘st -p 0

Figure 22: Manual Commands

An extensive study was done on every command that Volatility offers, despite that
not every command will work for every image. This is because many commands were
explicitly created for RAM images of a specific operating system, like VirtualBox,

or even if the RAM images have any information related to crashes. Despite this,
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the software is prepared for this kind of situation. As previously mentioned, the
VolatilityGUI was created to work on the Windows OS platform and on Windows
OS images, and due to a lack of time and resources, any command related to RAM
images from the operating system Linux and macOS was not included. Another
problem encountered was with the command "screenshot". This command was not
included in the VolatilityGUI due to the fact that this command uses a specific
library to run. This library appears to no longer exist/work, despite multiple
attempts, and so, this command was not able to run, even outside of the created

software, and for this reason, it was not included. [15]

The command "hashdump" it’s used to extract and decrypt cached domain creden-
tials stored in the registry. For this, the command requires several parameters from
the hive, usually the user is required to get these values by hand, but Volatility GUI
automatically receives these values and runs the entire process of this command
for the user. This is the only command that requires some more complexity, and

because of this, it was decided that it needed a separated explanation.

Lastly, every command that is chosen from the "Command" box will be given
a brief description on the right side of the software. This description provides
information on what the command does and the output of the command. In the
case of the advance commands, this description will also say the extra parameters

that each command requires.

While the commands are running, it’s possible to see a progress bar that will
give the information to the user that the VolatilityGUI is running the process of
the chosen command. After this process has finished, this bar will disappear, and

an output will be given, which is the information of the following sub-chapter.

4.5 CHOICE OF OUTPUT

In this subchapter, it will be shown how most information is displayed to the final
user. The output went through many iterations, but it will only be described the
first and the final implementation of the output. In the first implementation, the
output of any run command was inserted in a unique text box. This text would
be cleaned every time a new command was selected and run. Because normally, an
investigation required the analysis of multiples commands outputs at the same time,
this mechanism didn’t make sense for this kind of project. For this reason, some
advancements were made in this implementation by adding the outputs of multiple

commands to the same textbox. In this phase of this implementation, the output
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textbox would be empty, and for every command that runs, it would automatically
be added to this textbox, and the multiple commands would be separated by a
black bar. This was not very user-friendly. For these reasons, a new implementation

of the outputs mechanism was necessary.

The final implementation involved a system of tabs similar to a web browser. Each
tab requires a title for identification, and the system automatically creates a new tab
for each run command and gives a title according to the command given. In the case
of normal commands, the tab’s title will be the name of the command like it appears
on the commands box. In the case of advance commands, the title of the tab will
be the command and the parameters given, and in the case of manual commands,
the title will be the word "advanced" plus the command given by the user. Because
the result of a specific command will always be the same, the VolatilityGUI will
detect if the command that the user is trying to run already exists in the form of a
tab and will prevent the same command from being run again. This is to prevent
repeated results making it more confusing for a less experienced user. The tab can
be deleted, but the software is always required to have at least one tab existing.
Any deleted tab enables the user to run the previously deleted tab command once
again in VolatilityGUI. In Figure 23, it’s possible to see the final implementation of

the tab mechanic in the developed software.
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Figure 23: Tab Output

Because of this, a tab will always be required to exist, so in any new project the

first tab will always be the tutorial.

The tutorial inside of the first tab exists with the purpose of giving the user the
ability to learn everything necessary to use the VolatilityGUI without having to
leave the software. This tutorial presents a short description of every functionality
inside of the software, including how to use it, limitations, and general information.
This tutorial despite being a good tool to accompany a new user into the software

it only gives a brief explanation of the functionalities and only the usage and the
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experience can give a full picture of how to use the Volatility GUIL. The tab of the
tutorial can be closed like any other tab. In Figure 24, the Tutorial of VolatilityGUI

can be seen.

Figure 24: Tutorial Tab

In the following sub-chapter, it will be possible to see a description of the developed
tool on the software for the purpose of easing the usage of the software, also known

as "Quality of Life" functionalities.

4.6 QUALITY OF LIFE

It was previously mentioned that the focus would be on tools that have been
developed to assist the user on the usage of the VolatilityGUI or even on the
investigation. The first Quality of Life (QoL) mechanic that was already mentioned
was the "About Command" box that gives information about the command that

the user is running.

Another tool developed in this thematic is the "Find Function". With this tool, the
objective was to eliminate the necessity to use external tools to find simple strings
in specific files. With this, the user can write a word or a sentence, and pressing the
"Find" button will initiate the process. The Volatility GUI will try to find the input
text in the tab that is currently selected. Volatility GUI will automatically scroll to
the first found match. If more than one match is found by the "Find" function, the
button "Find" can be repeatedly clicked. This will cause the VolatilityGUI to scroll
to the next match. Suppose the software is able to find any positive results it will
automatically highlight in yellow the text that matches the input text. In that case,
it will count the total number of matches, and it will display this information in
the text box by the right of the "Find" button. It’s possible to see this behavior in
Figure 25.
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Keyword/Regex |4 I Find I Find Result | Totel Match Found : 19 for keyword 04 I
Tutorial ]| PSList [X]

Offset(V) Name PID PPID Thds Hnds Sess Wow64 Start Exit

Oxfffa8001252040 System 4 0 88 62— 02019-05-03 06:32:24 UTC+0000

Oxfffa800234d820 smss.exe % 4 2 29— 02019-05-03 06:32:24 UTC+0000

Ox(ffffa8002264550 csrss.exe

360 352 9 363 0 02019-05-03 06:32:34 UTC+0000

0xfffffa80027d67d0 csrss.exe 408 400 7 162 1  02019-05-03 06:32:35 UTC+0000

Oxfffffa8002b601cO wininit.exe 416 352 3 76 0 02019-05-03 06:3235 UTC+0000

0xfffffa8002b71680 winlogon.exe
0xfffffa8002c69b30 services.exe
0xfffffa80027d9b30 Isass.exe
0xfffffa80027d8110 Ism.exe

Oxfffffa80029cd3e0 svchost.exe

444 400 3 111 1 02019-05-03 06:32:35 UTC+0000
504 416 6 184 0  02019-05-03 06:32:36 UTC+0000

512 416 6 534 0  02019-05-03 06:32:37 UTC+0000

520 416 10 143 0  02019-05-03 06:32:37 UTC+0000

628 504 9 345 0 02019-05-03 06:32:48 UTC+0000

Oxfffffa8002d38b30 VBoxServiceex 688 504 12 135 0  02019-05-03 06:32:48 UTC+0000

0xfffffa8002a1bb30 svchost.exe 752 504 7 235 0 02019-05-02 18:02:51 UTC+0000
Oxfffffa8002d70650 svchostexe 852 504 22 473 0 02019-05-02 18:02:51 UTC+0000
Oxfffffa8002d9¢780 svchost.exe 892 504 17 427 0 02019-05-02 18:02:51 UTC+0000
Oxfffffa8002dbe9e0 svchost.exe 920 504 29 878 0  02019-05-02 18:02:51 UTC+0000
Oxfffffa8002e3db30 svchost.exe 400 504 10 281 O  02019-05-02 18:02:56 UTC+0000

Figure 25: Find Function

If a new Find process is triggered, the previously highlighted text will be converted

to normal, and the total number of matches will reset for the next input text.

Other than text, the "Find" tool was also developed to work with regex. Regex is

the ability to design patterns to find specific information in the text. For example,

the pattern ’[0-9]" will try to find every number on the text of the selected tab.

With this, the user can use any pattern to start the "Find" process that will behave

exactly like the previous string search, highlighting the text and counting the total

number of matches. To use the regex functionality, the user must start the text of

the Find textbox with "$Regex:". This is described in the previously mentioned

tutorial. This way of searching was implemented in a way to not restrict the user to

find, for example, the word "regex" or to find text similar to any pattern like ’[0-9]".

In Figure 26, it’s possible to see the Find process using regex rules.

e I - [ Pt [ s s e Easy Report
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ooy Name PO PP Thds Hnds Sess Wowed Start ot
Ottaan01252040 Sstem 40 s G2 020190503 063224 UTCH000
W8 42 B 020190503063224UICH00

Ouitac002c26030 v
OutsB00za oD
Oxastn
[
Oxftaa0020es:
oo

30 32 9 33 0 020130503 063234 UTCH0000

48 40 7 162 1 02019.0503063235 UTCH0000
A6 32 3 765 0 020190503 063235 UTCH0000
444400 3 AN 1 02019.0502063235 UTCA0000

S0 46 5 18 0 02019-05-03 053235 UTC+0000

Si2 416 6 S 0 020190503 063237 UTC+0000

20 416 10 130 02019-05-03 063237 UTC40000

&6 514 o 35 0 020150503 063248 UTC+0000

68 S04 12 135 0 02019.0502063243 UTCA0000

52 S04 7 235 0 020190502 180251 UTC-0000

852 504 22 473 0 020190502 180251 UTC-0000

02 S04 17 42 0 020190502 10251 UICH000
20 S04 29 &7 0 020130502 180251 UTC-0000

w0 s+ 0 1 0

0

Figure 26: Find Regex Function

Another QoL tool developed was the Forensic Investigation. Its primary purpose

was to automatically match processes and the respective users responsible for these
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processes. This development came from the necessity of many investigators to join
both of these data together. This specific window can be accessed by pressing the
button "Forensic Window" in the tab. It’s possible to see the behavior of this tool

in an existing RAM image in Figure 27.

war ForensicWindow = = [m] x
This is a resume of the users and it's launched processes. The red ones could be malware.

User: Administrator

User: Guest

User: victim

taskhost.exe (1788)

explorer.exe (1860)

dwm.exe (1896)

VBoxTray.exe (1600)

User: HomeGroupUser$

Figure 27: Forensic Window

This process works by finding every user present in the current image and tries to
find the processes that those users are responsible for. This process is also capable
of discovering if these processes are suspected of having or being part of malware
and if they have any type of inbound or outbound connection. Because this process

verifies all of these points it can take some time to display results.

Due to all of the previously described points and due to this being a big part of
the RAM images investigation, this functionality wasn’t included in the tutorial.
Despite being present with any installation of the VolatilityGUI, it was decided
not to mention this functionality as much as the others. This is because it gives a
shortcut to the conclusion of many investigations that can lead to flawed results.
The purpose of this tool was always to help the user and not do the work for him.
This shortcut is available more to confirm results and not to give a shortcut to the
final conclusion of the investigation. So, after finishing running, this process also
gives a warning message that this is just a feature of VolatilityGUI and that any

value should be confirmed.
Besides all of the developed tools other small QoL improvements were made like:
e Tooltips on every textbox and button.
e A responsive GUI that automatically hides unused functionalities.

e Several warning messages and confirmation messages.
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After describing every QoL development, the next sub-chapter is about everything
related to the Saving and Loading of the project.

4.7 SAVE PROJECT

This subchapter will discuss how the Volatility GUI handles the saving/loading of
the project and all of the details related to this point. A normal RAM investigation
can take several days. Due to this, and to give the ability to pass the investigation
to other users, it was necessary to create the ability to save the project and to load
it.

The implementation of this feature was the creation of a text file that saved the
location of the imported RAM image and every currently opened tab with every
piece of information inside of each tab. Other data to save inside of the file was
considered but ultimately not implemented due to the size of the save file and the
amount of processing power to save and load this file. The save function works by
writing the data inside of the file and, if the project has been saved before, the
VolatilityGUI automatically saves on the previously used file. Like other similar
software, the VolatilityGUI also counts with the "Save As" function to create a
new save file. The loading of the save file works by reading the file’s contents and

allocating this information in the correct places inside the developed software.

Because the information taken from the RAM image usually contains personal
or sensitive information, it was necessary to protect this information, especially
in the text file created to save and load the projects. The idea was to implement
cryptography to the save file. On a first approach, the implementation was to use
the native and easy-to-use cryptographic function from Windows OS, which uses
the cryptographic service provider installed on the computer and the file encryption
keys of the process being run in the code. This method was able to encrypt the file
and decrypt it without the necessity to input any type of key or password. This
method work by associating the encrypted key to the Windows OS user. Despite
the good results with this method, it created some problems, including the inability
to transfer the file to another user and the risk of losing access to the Windows
OS account that created a specific project meaning the loss of access to the same

project.

Because of this, a second and final implementation was made to solve the previously
mentioned problems. This implementation uses the algorithm Advanced Encryption

Standard 256 (AES256) to encrypt the text of the save file with the usage of a
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provided passphrase by the final user. Advanced Encryption Standard or AES is a
block cipher available in multiple sizes of key lengths and block sizes of 128bits. This
algorithm is currently accepted as secure by most companies and governments, and
due to its security, it was chosen as the algorithm to implement in the Volatility GUI.
The passphrase or password is asked every time before saving or loading the file. A
verification is made to ensure that this key is not empty when saving the project.
In the case of the project’s load, verification is also made to check that the key
input is the correct one. In Figure 28, it’s possible to see the code responsible for

encrypting the file.

passPhrase)

DerivationTterations))

m.Write(plainT
m.FlushFinalBloc

Figure 28: Cypher Code Block

As it’s possible to see, the code uses a lot of already created functions from several
Windows OS libraries to create the ciphered text. The code is commented in each
step on what it does. A brief explanation is that this function takes as inputs the
text, the user inputted key, the text to be encrypted, several random values, and
uses the memory to create the encrypted text. The decrypt function works in a very
similar way but in reverse to be able to decrypt the files. In Figure 29, it’s possible

to see the code responsible for the description of the file.
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Decrypt(

cipherText

altAndIv.Length - ((Keysize / 8) * 2)).ToArray();

ing(plainTe>

Figure 29: DeCypher Code Block

With this, the user is able to transfer the file to another computer or another

user if they have access to the used key without the risk of losing access to the file.

Another important point is that the user is not able to load any type of file in
the VolatilityGUI. This is done with a kind of identification put in place inside of
the save file that verifies the authenticity of the file as a VolatilityGUI save file. In
the following Figure 30, it’s possible to see the final result of the encrypted save file.

[scBOKIZIQy sX259678erZ81HPK/ S IMFWbZBOIYbAFY I THVUAOQNASXDTSKFHUYQ+Jdet fxudnenuDcFCi sS+XT7RIRIFHGKPGhDN19YENDZZZBSSTIPhA
TrrTshxcnshs7L17121t+DqCiBLFbKSMLM741BzadfgAvZTxrugy+BILQONNZVVDI Ffxpig7yQhts y bLNN2T7HGbw7DoD2vIZpUo

UA1CsGIdI09k6UYN8WBhkgXABYMrXxL7kvpNf8Bn1qWT/43BTZq82Tye4/gaRI1M1/m1H1P1eYmYIbe70nbf+VhaD6ZLQKS90UNSHIEdUSHU/OTrp8DKM7
DqSaNIeBEOLNVNMStSX/ZZar6yNRSPARBVQKUSCK6QSZqHr+7CIONY SMUVEGCrYUScokkLhks15Fquu/0z5Xv F18G539IVGIZpSOrx6bOF sorNIzHusmi
3QhT42edyoyBIZynfInIspz/SUOUECIGSnyAFOOVjKOIP6eXiFvQaasnkICLKNNOUZNWIP+4GBVfuViCfDo18+jkm3Ly/GhNbiIoVgZDSFMkjsFSNGCx/d
X1f910ksIgl6Q2Tf tu+4eHaCHOKubcoGDNJUjhNG+0G1UkLAMI JazrrdotvosXtsukkrzem2eApdAhR2QIRFOVYpM7VSG] 2xSULMXWSC5695dZb2/ 2Hp+s
bqi7owKHSPFAMUZSGYQOZK7 TXVrWYNjXAFYXxtfLcdzTer+ongQuglRL+1ezYmr//Kqyq78vi3/PXX8HIIVSYZ5307E/ SMTItpAroI8YLWP6EQAUERWEGC
MKnIUDrCERCZXbinHKeaRZ7kPSP6RsS5sVUNPNYU70wS73bv IdSLdgD7pQfwo+fDh1eMDZvy TPrIumTdcxy buwSFN3RgOUPQRVTOZ3CK Y 7MyyYUQDXQGEC
e5iHGacuHzi4/AT3HTafKAURUUCO3q14ds1xwFdC TAQEZCpUOHX83KZVMbUDKI62x47J4EXGb2miu0FVN/ s / T/ 2KFk+p2KcnLnDS4G5x8qkoROUCSNKY
r/5fucD6eDzNbS9I0 Vs JlvyqquNl sc7a44ToBFVAUFQSINP/ tNAAhU2VMbIYafbNYXYyPXTt T3UummtPpb6-+us3ze lwkfoHiFeLNtAKLAMWGMY1qftgRPB
cVDCVKC187W1P271ZGCpu+hyOcacDfROOBeZUN+gVSAeyguglu3pIACE 3gRIRCIV6MhubYVOX1/2H+Y1bi FmEEYy0CW1fZBSFORXGEX7xtVpLlypZDUCZLR
MhM1X87VLOqy7Xkp/DFOX39CKhBXtSWUGGOX7f82dveXXm3GxazmTubnS+dGoyUQchY36LVmImZf FWTVQ3Tguq3+ZofpuAapxs2tq9 jRFOWLEUM]+Pq/C
bE/B8/yUeEL/AShEONCB2drY5tSs611592UiDWjXHQ/ytzYtatczb23Mxe0GPASMb616V/OERYXZjZah D/ xzma68h6KqoLem+DIdBr1KQVXh70qFB7mZ

< >
Ln1,Col 1 100%  Windows (CRLF) UTF-8 com BOM

Figure 30: Save File

The following sub-chapter, will describe how the software handles any type of

available extraction.

4.8 EXTRACTIONS

As previously mentioned in the sub-chapter, it will be enumerated all the possible

extraction of a file from the VolatilityGUI and how the software handles some of
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the more complex extractions. The Volatility Framework is able to extract any kind
of file present in the RAM image. To simplify the extraction of some type of files,
the Volatility Framework has commands for this purpose. With these commands,

the Volatility is able to extract:

e DLLs Files

e Memory Pages

o EXEs Files

e« VAD Pages

o Event logs

e Drivers

o Registry Files

All of these items can be extracted from the loaded RAM image by accessing the
two extract menus on the tab of the Volatility GUI.

The two menus available related to extraction in the VolatilityGUI give the final
user the ability to extract every file from the selected type present on the RAM
image using the function "Extract All'. The other option gives the user the ability
to extract the selected type of file from a chosen process. This process is chosen by
first selecting the type of file to extract in the function "Extract Selected" where a
new window will open where the user can choose the process to extract the selected
file from. Not every type of file is present in the option "Extract Selected " due to
the limitations of the Volatility Framework commands. Some commands don’t give
the option to extract from a selected process inside of the RAM image and only give
the option to extract the files from the entire RAM image in bulk. In both options,
after selecting the type of file to extract, a Windows OS window will appear to
record the save location of the extracted file/s. In Figure 31 and 32, it’s possible to

see all the available options in both extraction options.
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File | Extract ALL | Extract Selected About
Com DLL

Memory Pages
EXEs

VAD Pages
Event Logs

Drivers

K Registry

Figure 31: Extraction Options

File Extract ALL | Extract Selected | About
Commands Categc DLL

Memory Pages
EXEs

VAD Pages

Figure 32: Extraction Selected Options

In specific and due to the options that the Volatility commands give, the extraction
of selected files from the type of file "DLL" works differently from the others. When
selecting this option a new window will open. This window unlike any others, gives
the user many options of extraction. When opening the window, the Volatility GUI
will start to run some background processes that will fill the list of available processes
in the RAM Image. The user can select a process from the list that gives two options:
download every DLL file from the selected process by pressing the button "Download
all selected PID DLLs", or fill the result list with every DLL from the selected
process by pressing the button "Find PID DLL". This last option automatically
fills the result list with a check box to give the user the ability to choose each DLL
individually to extract. In Figure 33, it’s possible to see an example of this function

working.
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veur DLL Download = X
Count Base Size LoadCount Path Select
1 0x00000000437b01 [ 0x6000 Oxffff C\Windows\system32\csrss.exe |
2 0x0000000077b901| 0x1a3000 Oxfff CAWindows\SYSTEM32\ntdll.dll [l
3 0x000007fefdb600 [ 0x13000 Oxfrff C:\Windows'\system324CSRSRV.dI O
4 0x000007fefdb400 [ 0x11000 0xd C\Windows\system32\basesrv.DLL O
5 0x000007fefdb000 | 0x38000 0x2 C\Windows\system32\winsrv.DLL I:‘
6 0x0000000077a%0t | 0xfa000 0xb C\Windows\system32\USER32.dIl O
7 0x000007 feffab00( | 0x67000 Oxc C:\Windows\system32\GDI32.dll |
8 0x00000000779701| 0x11f000 0xbB CA\Windows\SYSTEM32\kernel32.dI [}
9 0x000007fefdc5001 | 0x6c000 0x21d C:\Windows\system32\KERNELBASE.dlI O
10 0x000007 fefec600( | Oxe000 03 C\Windows\system32PK.dll (]

Figure 33: DLL Extraction Window

With this, the user can select all the intended DLLs from each page and press
the button "Extract Selected DLL" to extract the intended file. After pressing this
button, the function will follow the same process as the ones before, where it will
open the window to select a save location. The only limitation is the Volatility GUI
inability to save the selected DLLs when changing pages. This means that when
selecting a DLL from any page and then changing to another page, the previously
selected DLL from the first page won’t be saved or even extracted. In summary,
the user can only extract the intended DLLs from a single page at a time. This
limitation only exists due to the possible workaround being very heavy for the

normal usage of the VolatilityGUI. This limitation is also explained in the Tutorial.

This functionality was created this way due to the sheer amount of DLL files per
RAM image, giving the user a lot of possible options for extraction. And so, to
simplify the process to the user, this specific window was created to maximize the
level of detail that the user can choose when it comes to the DLLs and to facilitate

the extraction of intended DLL files.

The following sub-chapter will demonstrate how the software automatically creates

reports with the minimum possible input from the user.
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4.9 EASY REPORT

The "Easy Report" functionality gives the user the option to create a full scoped
report with very few steps. This function can automatically create a report that
gives an overview of the selected topics, from the RAM image, by the user. This
means that the user can get information from the RAM image without having to

run a single command using Volatility GUL.

This function can be accessed in two distinct ways. The first is the button "Easy
Report" on the main window of the VolatilityGUI, while the second one is on the
first window when opening the software and clicking the button "Easy Project'.
Starting with the first option, opening the window by clicking the "Easy Report"

button will open a new window like the one in Figure 34.

v EasyReport X
+/ Image Info [] Networking/Connections [] Users Clipboard
[] Processes [] Event Hooks
[] Pracesses w/ Hidden Processes [] Virtual Addresses of Registry Hives [] USER Object Types
[] Processes Handles O Registry Keys [] Message Hooks
[ DLL List [[] Accounts/Domain Credentials [C] User Handles
[] Security Identifiers [] Local Security Authority [] User Handle Table API Timers
[C] CMD.EXE Commands [ UserAssist Keys [[] Desktop Windows
[] Process Privileges [] Shellbags
[ Process Enviorment Privilege [ Application Compatibility Shim Cache [] Malware Find
[] Pracess Info Verification [] Service SIDs [[] services
[] LDR Modules
[L] Memory Pagination [] Master File Table L API Hooks .
[] Internet Explorer History [_] Interrupt Descriptor Table
[ BIOS keystrokes [] Global Descriptor Table
[] Kernel Drivers [] Artifacts Timeliner g Ih"le:dsh
[] system Service Descriptor Table Da' aC\RP
[] Drivers [] Crash Dumps, Hibernation, and Conversion L] Drivers N
[ File Scan [] Kernel Timers
[] Mutant Scan [] sessions Objects
["] symbolic Links [_] Window Stations Objects Conclusion
[] ETHREAD Objects [ Desktop Scan

[ Unloaded Madules L] tom Tables Select/Deselect All Build Report

Figure 34: Easy Report Window

As it’s possible to see, this window displays many options that will be discussed
later. Clicking the "Easy Project" button will open a different window like it’s
possible to see in Figure 35. By analyzing both Figures 34 and 35, it’s possible to
see that the difference is that in the "Easy Project' Window, the user can select a

RAM image. This difference will be detailed later in this sub-chapter.
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~veur EasyProject

Image:

/| Image Info

[] Processes

D Processes w/ Hidden Processes
[ Processes Handles

[ DLL List

[] Security Identifiers

[] CMD.EXE Commands

[] Process Privileges

[] Process Envicrment Privilege
[] Process Info Verification

[C] Memory Pagination
[] Internet Explorer History

[] Kernel Drivers

[] System Service Descriptor Table
[] Drivers

[] File Scan

[] Mutant Scan

[] Symbalic Links

[] ETHREAD Objects

[] Unloaded Modules

O Networking/Connections

[] Virtual Addresses of Registry Hives
[] Registry Keys

[] Accounts/Domain Credentials

[] Local Security Authority

[] UserAssist Keys

[] shellbags

[] Application Compatibility Shim Cache
[] service SIDs

[C] Master File Table

[[] BIOS keystrokes
[] Artifacts Timeliner

[] Crash Dumps, Hibernation, and Conversion

[] Sessions Objects

[] Window Stations Objects
[] Desktop Scan

[] Atom Tables

[] Users Clipboard
[] Event Hooks

[] USER Object Types
[] Message Hooks

User Handles
User Handle Table API Timers
Desktop Windows

Malware Find

Services

LDR Modules

APl Hooks

Interrupt Descriptor Table
Global Descriptor Table
Threads

Callbacks

Drivers IRP

Kernel Timers

Conclusion

Select/Deselect All

Figure 35: Easy Project Window

This was done to give the final user the ability to create a report without having
to enter the main developed software and to create a report with all the necessary
information without any complexity. This can be used to save time for an investigator
that just requires a specific set of information from the RAM image. In the Easy
Project is necessary to load a RAM image onto the software without going through
the previously explained process of loading a RAM image. This simplifies the process

and gives the ability to create a complete report with just one window.

The options present in both windows are the same, and the user can create a
new report with any of them. The option of "Image Info" is mandatory due to
giving basic information about the image. Each presented options on this window
correspond to a different command. This decision was made to include the options
in a more common language to help less experienced users using the reports function.
For example, the option "Processes" corresponds to the command "pslist" from the
Volatility Framework that gives basic information about the processes presented in
the loaded RAM image. In contrast, other options like "Networking/Connections"
are a mashup of several commands related to networking. This was done due to the
similarity in the results of the commands and due to some commands only working
on a specific version of the Windows OS. What results from this option is a mashup

of all the available networking information.

Another report option that is not a single command is the "Conclusion" option.

This option is a mashup of several commands that creates a formatted list of
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the processes that are suspected of having/being malware. The list contains basic
information about the suspected processes, like the process ID, the start time, the
name, and several others, but also network information, privilege information, the
DLLs present in the process, and the code that each process ran. Like the name of
the option, this was created as a form of conclusion to the investigation and in a
way to summarize the information that a normal investigation entails. Because of
this, the "Conclusion" option is selected by default but can be unselected by the

user at any time.

If the user wants to create a report with all the possible options, the button
"Select /Deselect All" will select or deselect all the options depending on the previously
performed action. When the user is satisfied with its choice of selected options, the
next step is to press "Build Report" button. This will start the report process. This
process can take a while, especially when the "Conclusion" option is selected due to
being very processing heavy. To help with this point, while the process is running,
a progress bar will appear that displays the total number of options that will be
created in the report and the current number of options that are running. Because
some commands take more time to process than others, the report process being at
the halfway mark doesn’t imply that it’s halfway done, but it can give an estimate

of the progress of the process.

What results after the process has finished running is a message box with the
saved location of the report file. Clicking okay on this message box will automatically
open the report. On the first approach, the report was created as a PDF-type file,
but due to restraints with the engine that created this file, it was not possible to
create the expected outcome, and later down the life of the project, there could
be some licensing problems. On the second and final approach, it was decided to
create a report as a webpage, which means that when the report process has been
finalized, a webpage will open in the default browser application. Despite not being
the typical PDF file, the final user can use the native capabilities of the browser
to convert the webpage into a PDF filetype. Figure 36 displays an example of a

created report.
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My Volatiity Report - 20-12-2020 |

Image Info

+ 23418, WInTSP1x64_23418

SAMDG4PagedMemory (Kemel AS)

AS Layer

i
PAE type : No PAE

DB : Ox187000L

KDBG : 0800025420300

Number :
Image Type (Service Pack): 1

KPCR for GPU 0 : (1800028434001
KUSER_SHARED_DATA : 75000000000
Image date and time : 2018.05.02 18:11:45 UTC+0000
Image local date and time : 2013:05.02 11:11:45.0700

Processes List

Offset[V) Name PID PPID Thds Hnds Sess Wows4 Start Exit

Figure 36: VolatilityGUI Report

As it’s possible to see, by analyzing Figure 36, the report is formatted for each
selected report option to facilitate the user’s reading experience. But it also included
a navigation menu that only consists of the chosen options that can automatically
navigate to the selected option. The webpage is responsive, using bootstrap, meaning
that it can be adapted to any screen size, including mobile devices. Some options,
due to their size, are created in a completely separated webpage that can be accessed
through the top menu. This was done to save space on the created main page. The

top menu it’s also configured for any additional created web page.

The next sub-chapter demonstrates another QoL function called "Historic" that

records each action performed by the user.

4.10 HISTORIC

This sub-chapter demonstrates another QoL function that has been developed. This
function goes by the mane of "Historic", and like many other similar software to

VolatilityGUI, this function was created to record user actions.

This function can be accessed by the button "History" on the tab of the main
window of the VolatilityGUI. This button will open a new window that will present
a timestamp, according to the host computer and the action performed. This
registered action depends on the actions performed by the user on the Volatility GUI
and can be anything from "Opened DLL Window" to "Run pslist command". In

Figure 37, it is possible to see an example of this "Historic" Window.
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e History X
21:15 - Filefinal.ixt Opened

21:15 - VolatilityGUI Started

21:15 - RAM Image Loaded C:\Users\Alexandre\Dropbox\Cédigo GUI\victim.raw
21:15 - Created Tab Tutorial

21:15 - Tutorial Tab Created

21:16 - Created Tab PSList

21:16 - History Window Opened

Figure 37: Historic Window

This function was developed to help the user to keep track of the performed
action on the software. By choice, it was decided only to include a history of the
performed action from the current session. Meaning that closing and opening the
VolatilityGUI will always reset the history window, even when loading a previously
saved file. This was also done to save processing resources when opening the saved

project file.

The last sub-chapter of the development section it will explain how the integration

with the VirusTotal website was made and how it benefits the final user.

4.11 VIRUSTOTAL API

During a normal investigation of RAM images, an antivirus is often used to search
for any kind of malicious content in any present file. This task normally involves
the extraction of a certain file and the usage of specific software to perform this
task, and normally this process is very time-consuming. So in the sub-chapter, it
will be explained how a solution was developed to try and circumvent this action

without having to leave the Volatility GUI and possibly save some time and clicks.
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The solution involved doing an integration between Volatility GUI and VirusTotal.
VirusTotal is a website that aggregates many antivirus products and online scan
engines to check for viruses that can take any file or website. Due to the number of
antivirus products, it is effortless to find any virus that other software may have
missed or verify against any false positives.[20] VirusTotal was also chosen due to
being the tool normally used by many investigators and to the availability of an

API for easy integration.

To access this integration, with Volatility GUI, the user must first, like many other
functions, load a RAM image into the software. After this, the button "VirusTotal"
can be found on the top nav bar, and clicking on it will open a new window. The

window that will open can be seen in Figure 38.

~eur VirusTotal API x

Fill List

File/Name Website/Path Run API

VirusTotal AP Key | 1 | |

[] Private API Key

To check your APl usage go to the VirusTotal website

Figure 38: VirusTotal Window

This window works by selecting the type of file to be analyzed by VirusTotal. It
can either be a file type EXE or DLL. By selecting the option of file type DLL the
user can also choose the process related to the DLLs files. This was done due to
the multitude of DLLs present in each process of the RAM image. This doesn’t
occur in the EXE file type due to being just one file per process, and by choosing
this option, the list will display each EXE file from the RAM image. After either
option is selected, the user can press the button "Fill List" to fill the list with the
selected file type. The final result should be something similar to what is presented

in Figure 39.
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wa VirusTotal API x
File/Name Website/Path Run API
executable.1004.exe Ihttps://www.virustotal.com/gui/file/8a8eb39502d97 1e2ba369b676¢77a253081b39930c3d6670d9¢ce Run
executable.1140.exe Ihttps://www.virustotal.com/gui/file/9fdfb2fe184d4b7d7b76f6b0185afcf3b28805e947684e23158d41¢ Run
executable.1148.exe Ihttps://www.virustotal. com/gui/file/1b31e82c9de023f11822ccdab2c297b917caee08ef22f09987d266) Run
executable.1268.exe Ihttps://www.virustotal.com/gui/file/6632b3cb1d056e7edfe9de6b 4b18c482b201ea60! Run
executable.1368.exe https://www.virustotal.com/gui/file/18dfd82f03704de209fcb544b6ec3f500bb86a69d9f4670a1132e9; Run
executable.1600.exe Ihttps://www.virustotal. com/gui/file/077ee9d017d8de3ec02540bafh 19b6320d65bb24c417b4247a3d| Run
executable.1788.exe Ihttps://www.virustotal. com/gui/file/d 1daff29fbe343a26817bf81b7f076429294d307341bd52d 149d0f Run
executable.1820.exe Ihttps://www.virustotal.com/gui/file/c62490a413085656ec2bb4efdc 1684cdefe19b2b7ae10a3211cedT| Run
executable.1860.exe Ihttps://www.virustotal. com/gui/file/fcc0eBbedeebcc87ebd889d 18e2e15011616b554b 1b57ad 340293 Run
executable.1896.exe Ihttps://www.virustotal. com/gui/file/8e48242e6cfa571005005ec3633bfd 3b7bddd4e14fa07f186eca3c Run
rors
VirusTotal API Key | |
L] private AP Key To check your API usage go to the VirusTotal website

Figure 39: VirusTotal Window List filled

The list will be filled with the intended file where it will display the name of
the file, the VirusTotal website of the file, and the button "Run" in each file in a
pagination system if the number of total files is bigger than 10. This was done due
to restrictions on the C# library that was used for this function. Meaning that
the code limited the interaction of files if these were not visible to the user and
that any interaction with a file that was not visible to the user would throw an
error. The workaround used for this problem was limiting the number of records
displayed each time to the user to a very small number, in this case, 10. The
VirusTotal analysis website works by analyzing the file through several antiviruses
and saving the results in the form of an URL. Each file is identified in the URL
by their SHA256 hash, for example, if a file had the hash 123’ the URL would
be "https://www.virustotal.com/gui/file-analysis/123". The software automatically
calculates the hash of each file and displays the URL of each file by merging the
URL with the hash.

The way this window /integration is supposed to work is as follows. First, the user
will click the URL of the intended file to analyze, and this will open the default
web browser application. If anyone has previously scanned the file and within time
limits, the results will appear. If this is not the case, the webpage displays a default
error message. Then, to solve this, the user can return to the Volatility GUI and
click the "Run" button on the line of the intended file. This will lock the line of the
file and start the API request. The process involves sending the file through the
API to be analyzed. This process normally takes about 30 seconds, and after this,
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the line will be unlocked, and the user can once again click the URL to open the

webpage with the results. An example of these results can be seen in Figure 40.

b3

Figure 40: VirusTotal Website

To use the VirusTotal API, the user must first get an API key that can be
requested by creating a new account on the VirusTotal website. This key can be
inserted on the VirusTotal window, on the text box "VirusTotal API Key" that
will be used to run the API. If the user has accessed a private API key instead of
a public one, the "Private API Key" check box should be checked to remove any

restrictions.

The VirusTotal API key restricts the user to 500 requests per day and 4 requests
per minute. Each request is a click of the "Run" button. The user can run multiple
requests at the same time on the VirusTotal window. The VolatilityGUI limits the
user with 4 requests by minute, with a counter of 60 seconds from the start of the
first requests, and displays the information of how many requests are currently
running and displays error messages if this number is exceeded or even if the API
key is wrong. The VolatilityGUI also controls the number of requests per session at
a maximum of 500 to simulate the maximum number of requests per day. Meaning
that closing and opening the VolatilityGUI will reset this counter. The user can, at

any time, check the number of remaining requests on the official VirusTotal website.

There were some other approaches to this problem, but this solution was the best
overall to minimize the number of requests made to the API. The first approach
had the software automatically check if the file was analyzed before, but this meant
that this verification per file would take most of the allowance of the public API key
since it would be many files to be analyzed. Therefore, not only would the public
API allowance be a problem, but also it would take a very long time to analyze
everything due to the time restrictions. Another approach also involved the display

of the antivirus analyses on the VolatilityGUI, but once again, this involved more
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APT usage and a much inferior displaying of the results than the VirusTotal website.
The final solution was the one that was better in terms of API usage and time. The
objective of this integration was to give any user the ability to use the VirusTotal
functionalities with ease of usage and to streamline the entire antivirus analysis

process.

Figure 41 presents a high-level diagram of the previously explained process’s
architectural communication between VolatilityGUI and VirusTotal. The order of
the steps that the process follows can be found above the corresponding steps in

the diagram.

2
1
" ) Show the results of the search
p Clck s R aeeoc ated Was the file ves fle
wi e inteded file seanned |
previously? | 3
4 Mo
6 Click The "Run” button I—) Show webpage with error
ascociated with the
inteded file ————Run the API on the fle—————%
. .
WEL" l——Finished running the API, user can use the URL— Z V”—LISTDtaI
5

Figure 41: VolatilitGUI VirusTotal Communication Diagram

This concludes the VirusTotal integration explanation and the development
section. In this section, every developed function was presented in more technical
detail, but it was decided not to present blocks of code to decrease the technical level
necessary to understand this document in its entirety. The code will be available
in a private project on GitHub and consulted at any time with the following link
Volatility GUIL. The following section will contain the tests performed on this project

and the results.

4.12 SYNTHESIS

In this chapter, it was explained every decision taken on the technical development
of VolatilityGUI.

This chapter is separated by functionality, where it’s explained all of the develop-
ments. This includes every implementation before the final one. Every functionality
section includes every implementation done, the problems faced, the reason behind

said functionality, and what each functionality helps the user achieve.

61


https://github.com/BugsX1/VolatilityGUIFinal

TECHNICAL DEVELOPMENT

Every functionality is detailed in technical terms, including screenshots of how they
look inside of VolatilityGUI. This includes not only functionalities of VolatiltyGUI
but also decisions on the choice of environment and how the connection to Volatility
works. In summary, this chapter explains how VolatilityGUI works and the choices
behind each functionality. This results in a GUI capable of doing everything that
the Volatility Framework is capable of and more. VolatilityGUI is a C# developed
GUI capable of analyzing and loading RAM images. It’s capable of running every
Volatility command and helps the user find specific keywords in the results of
these commands. It gives the user a simple way to analyze the results on multiple
commands, and it’s capable of saving these results so the user can load them later.
VolatilityGUI is also capable of extracting different types of files with an easy-to-use
interface. Moreover, the user can check the history of taken actions in a simple list
where the action is described and the time that the action was taken. The user can
also build reports that can exclude the user from running any kind of command.
These reports are automatically built and shown to the user in a dynamic way.
VolatilityGUI is also capable of joining processes with users, something that is
very important to any investigation. And finally, the user can also analyze files for

malware without having to leave the software with integration with Volatility GUI.

The evaluation of each functionality is going to be analyzed by tests in the next

chapter.
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This section contains all the tests performed on the VolatilityGUIL. Because this
project is a development of an already existing tool, tests were done comparing
the two tools to prove the improvement made over the already existing tool. This
section is divided into subsections, each one talks about the performed tests and

finishes with a critical analysis of the results.

5.1 USER TESTS

In this subsection, it will be discussed the user tests done related to the Volatility GUIL
These tests were done by providing several users with a guide that follows every
functionality inside of the VolatilityGUI. At the end of this guide, a questionnaire
was provided with questions that compared the Volatility command line with
the VolatilityGUI to determine what software the user would rather use. The
questionnaire also asks what the user thinks about the Volatility GUI functionalities
and if these are hard to find or to work with. Because a lot of the questions from
the questionnaire compare both Volatility and VolatilityGUI, a prerequisite for all
of the users that answer the questionnaire was that they should have experience
with both tools. This guide was provided in a shared folder containing the guide
in both document format and website format, the setup of the VolatilityGUI, and
a RAM image that could be used to test the software. This guide was written in

Portuguese and contained pictures in each step of the expected result.

The analyses of this questionnaire and the results of each question can be found
in the last subsection of this chapter and also a critical analysis of the obtained
results. The link to the questionnaire can be found at the end of the provided guide.

This guide can also be found in Appendix B of this document.
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5.2 REAL USER TESTS

This subsection will explain how the real user tests were done. This test involved
the usage of technical users with Information technology (IT) knowledge and with
non or little experience in the digital forensics area. These users followed a small set
of tests using both the Volatility Framework and Volatility GUI with the objective

of comparing the time that each task would take in both tools.

These tests involved every main point from both software, Volatility, and Volatil-
ityGUI, from the first usage of each tool to simple commands, extractions, and
many other functionalities. Any functionality that was exclusive to either tool was
not included due to a lack of comparing the times that each user would take to
complete each task. Each task had the maximum time to be finished of 5 minutes
due to time restrictions of doing the maximum amount of tests possible. The guide
that contains the tasks performed by the users can be found in Appendix C of this

document.

This was done to understand the amount of time a user could save using Volatili-
tyGUI instead of Volatility. This was also done to try and find if the users could
do tasks that would be impossible for them using only Volatility. The users who
performed this test were also asked to do the same questionnaire as those who
followed the tutorial. This was done to get an opinion on both of the tools and
especially on Volatility GUI. Any extra functionality not used during the timed tests

was demonstrated to the user before the questionnaire.

The methodology behind this test was to give the user a first question with the
objective of "starting up" both software. After the first question, a quick interval
is given so the user could familiarize with both software and ask any necessary
questions. This was done to simulate a real scenario where the user could explore the
software before starting to work with the software as intended. Each question asks
to perform a simple task that is recurrent in any RAM investigation. And while the
last question is a bit more complex, more time is given to finish the given task. The
user performing the test will always have access to the internet to get any kind of
information. It will also have the Volatility Framework Foundation website opened
from the start. This website contains information about every command available
in Volatility. The developer of VolatilityGUI will also be available to answer any
question or doubt during the test, but it will not give away the answers. Even if a

task is not completed in the provided time frame, a solution was given just to help
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out the user for the following steps and so that any user that fails the first tasks

can learn and try to solve any remaining tasks.

The results of this test can be found in the following sub-chapter, with the average
time that each task took to be completed, following a critical analysis of these

results.

5.3 CRITICAL ANALYSES OF THE RESULTS

In this subsection, it will be demonstrated a critical analysis of the results obtained
from both tests. Starting with the results from the timed test and following up with
the results from the questionnaire since both tests fulfilled this step. Starting with

the results and analysis of the timed tests.

5.3.1 Results of the Timed Test

In the first question of the timed test, the user objective was to retrieve basic
information from the RAM image. This was to test how long the user would take to
open each software and run a basic command. It was also done to prove the difficulty
that a user can have in using the command line. So in the results, it was possible to
see that on average, using Volatility, the users took 5min, and using VolatilityGUI
on average took 3minl2s, which means that an improvement of 56,84% was obtained
by using VolatilityGUI. This means that all of the tested users were unable to
complete the first task in the available time using Volatility. At the same time, with
VolatilityGUI, they were all able to complete it, meaning it was much easier to
launch VolatilityGUI. All of the users had problems understanding how to run basic
commands using Volatility. After this question, it was given some time so the users

could learn each software and ask the necessary questions.

The second question focus on the user running one of the more common commands
in Volatility. This was done to exemplify how normal commands run in both software
and the ability to find the required command for the task at hand. This task also
serves as a way to exemplify how they must backtrack to a webpage to find any
command. So in this test, it was possible to see an improvement of around 665,35%
with the task on Volatility taking 3min43s and on VolatilityGUI 31s. While the

users were able to complete the task in both tools, the improvement while using
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the Volatility GUI was massive, meaning that the users had much fewer problems

while running simple commands.

The third task involves finding another command but this time while using a
different profile. This highlights the backtrack necessary to change into a new profile
and once again find the necessary command. In this task, the average time to solve
it in Volatility was 1min7s, and in VolatilityGUI was 1min35s with a change of
-31,26%. During this task, most of the users were able to complete it quicker using
Volatility, this is due to the way VolatilityGUI works. Because this task involved the
change of the working profile, something that is not recurrent in an investigation,
it was decided that the results were enough to sustain and keep this functionality

working like this.

The fourth question is more about general knowledge of how to work with other
tools. This task is asked to find a specific string from the results of the last task. This
highlights the necessity of the user to know or search for the necessary command to
find the required string. On Volatility, this task took on average 3min29s, and on
VolatilityGUI 39s, where an improvement of 989,84% can be seen. This task tested
the ability of the user to use the Windows OS command line. Because this is a
functionality available in VolatilityGUI and much easier to the user it’s possible to
see a massive improvement. Unlike the Windows OS commands line, the available
functionality doesn’t require any previous knowledge meaning that a new user will

have much fewer problems in using it to find a specific string.

The next question involves an extraction. The required task is simple and some-
thing common for any investigation: the extraction of a simple DLL file. This task
was created to show how hard sometimes it can be to extract specific files from
Volatility and how much easier it can be with VolatilityGUI. This task took 4min5s
on Volatility and 2min2s on Volatility GUI, with a change of 136,76%. All of the users
were able to complete this task in both tools but found it much less troublesome to
use VolatilityGUI. The users had problems with things like nonexisting directories,
finding the specific file to extract, and other things. All of these problems were
eliminated in Volatility GUI with a graphical interface.

Task number six involves the extraction of another file and the analysis of this
one. A typical investigation usually also consists of the analysis of multiple files
using an antivirus. This task was created to show the user the necessity of using an
external website to do this process and making it lose more time while Volatility GUI
contains the integration built-in. Due to the necessity of using an API key, this key

was provided beforehand on the side of VolatilityGUI. So this task took on average
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4min49s on Volatility and 1min3s on Volatility GUI, with a change of 391,99%.
Almost all the users were unable to complete this task. Many had problems with
extracting the file to be analyzed and having enough time to run it by the VirusTotal
website. A problem that was solved in VolatilityGUI due to the integration that

was made to solve this problem.

The next question is about using Yara Rules. This task was created to show
how hard this process can be using Volatility. This task took on Volatility 3min55s
and VolatilityGUI 30s, showing a change of 760,72%. Once again, most users had
problems with finding the correct command and how to use it. Despite all of the
users being able to complete this task with both tools, there exists a massive

improvement while using Volatility GUI.

The eighth question asks the user to run the command "hashdump’. This command
is used to find hashes of passwords from local accounts. This question was created
due to the complexity of building the command in Volatility, requiring running
previous commands, while in VolatilityGUI, the entire process is included on running
the single command. It took on average 4min58s to finish this task on Volatility
while it took 1min2s on VolatilityGUI, with an improvement of 399,57%. Most of the
tested users couldn’t complete this task, due to the complexity of the parameters
required to run the asked command. Because VolatilityGUI is able to get the
required parameters automatically, the time taken to do this task is much lower,
meaning that a task most users couldn’t do while using Volatility was easily done
using Volatility GUI.

Much like the previous question, question number nine focuses again on finding a
specific parameter for the required command. Something that can be hard to do due
to the output of Volatility. In VolatilityGUI, this becomes a more straightforward
task because the possible required parameters are converted into a choice list to help
the user in its choice. The construction of this command took 1minl4s on Volatility
and 30s on VolatilityGUI, with an improvement of 146,63%. While this task was
able to be completed by all users in both tools, an improvement was seen while
using VolatilityGUI. This was due to the ability to choose the required parameter
while using the developed software. Volatility required the manual retrieval of some

information to run the asked command.

The last standard question, number 10, is the simplest because it doesn’t involve
writing any command but finding the necessary command to perform the required
task. The purpose of this question is to show how easier it is to find the information

on the VolatilityGUI instead of the Volatility. Since the objective of this task is to
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find a command, the replication of this task could impact the second tool of the
performed test. To solve this, the user taking the test must show the description
that proves that the specifically chosen command is responsible for doing what
the task asks. So in this task, on average, the user using Volatility took 2min34s,
and using VolatilityGUI took 27s, which shows a change of 503,33%. While this
task was the simplest, some users had problems with finding the specific command
asked in this task. While the improvement is massive, the value should not really be
considered due to the advantage that Volatility GUI could take on this task while
being the second tool to be tested. While this is true most of the users had much

fewer problems finding the information about a command while using Volatility GUI.

On this extra question, a more complex task was asked to be performed. This
task involves the output of several commands to find which users are responsible for
each process. This task was created to highlight a developed functionality created
for VolatilityGUI, but that is something normally done by investigators, so it was
relevant to be included. Because of the complexity of this task and because this
task normally takes several minutes and more advanced knowledge to accomplish,
this task won’t be considered for any of the final results and analyses. And due to
time restraints, it was not possible to get the required amount of data to take into
consideration. Despite this, the question will be kept in this document and in the

timed test for any future reference or future work.

In general, it was possible to see an improvement of 401,99%. Meaning that it
is much faster to use VolatilityGUI for an investigation and that results can be

obtained faster and easier.

This concludes the timed tests that evaluate the improvement in terms of time to
use VolatilityGUI. The following section will be discussing the questionnaire, which
means evaluating what tool the users would rather use and how they feel about all

of the functionalities of VolatilityGUI.

5.3.2  Results of the Questionnaire

The questionnaire was divided into 20 multiple-choice questions to ask several
opinions about the Volatility GUI. 2 Control questions are asked just to verify if the
questionnaire was completed and 3 open answer questions just to give some final
opinions. In each paragraph, it will be analyzed the question that was asked and

the results.
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The control questions asked if the tutorial or tests have been completed and how
much experience the user that if fulfilling the questionnaire has with Volatility. 100%
of the users answered that they had completed the tutorial. The average experience
of the users was 1,5, which means that from all of the users who answered the
questionnaire, the experience between 1 and 2 years was the average. In Figure 42

is possible to see a distribution of the given answers.

Experiéncia com o Volatility Framework

3+ Years
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Figure 42: Question - "Experiéncia com o Volatility Framework"

All of the multiple-choice questions have as options the numbers 1 through 5,

with 1 being bad or No and with 5 being good or Yes.

The first question asks the user if they would rather use VolatilityGUI instead of
Volatility. This was done the get a general knowledge of what the user would rather
use. The average result is 4,75 . This means that most users would prefer the usage
of VolatilityGUI since the average of answers was 5. This means that almost all of
the users prefer the developed software. Figure 43 shows a distribution of the given

answers.
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Figure 43: Question - "Prefere o Volatility GUT ao Volatility Standalone/Normal ?"
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The second question involves asking the user if they had trouble finding func-
tionalities. The justification behind this was to see if there was any improvement
that could be made to the tool’s design. The result says that 3,5 is the average
answer. Some users had problems finding some of the tools, and this is reflected by

the answers given. The Figure 44 shows a distribution of the given answers for this

question.
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Figure 44: Question - "Dificuldade a encontrar componentes ou funcionalidades ?"

The software’s velocity was considered during the development of the Volatil-
ityGUI, and this was the focus of the third question. This question was created
because velocity is something important in an investigation. The average result is
that 4. This means that most users were satisfied by the speed of the tool and its

functionalities. Figure 45 has the distribution of the given answers.
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Figure 45: Question - "Velocidade do VolatilityGUI ?"

The next question focus on how the user perceives the design of the software.

The result tells that 4,25 is the answer that is given most of the time. There existed
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some restrains in the design of VolatilityGUI due to the technology that was used to
develop this software, despite that most of the users were satisfied with the outcome.

Figure 46, presents a distribution of the given answers.
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Figure 46: Question - "Design do VolatilityGUI ?"

The fifth question asks the user if they found it helpful to be able to use the
Tutorial on the first tab and the information about every command useful. This
question was formulated due to this information on Volatility being a bit harder to
find. The result says that 4,25 is the average between the answers. This means that
the average of users could take something useful away from the Tutorial presented
in the beginning. Figure 47 contains the distribution of the given answers for this

question.
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Figure 47: Question - "O tutorial dentro da ferramenta e a informagao sobre cada comando
foi 1til ?"

The next question focus on the "Find" functionality inside of the VolatilityGUI.

This question was created because normally, the ability to find strings inside of
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text is hidden behind the knowledge to know how to use Windows OS commands,
something that this software tries to solve. The result is 4,5. With the average of the
answers almost at 5, this proves that there is a necessity to find certain keywords
in the outputs of the command in an easier way, and the answers to this question

prove that. The distribution of the given answers can be seen in the Figure 48.
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Figure 48: Question - "Opinido sobre a funcao do "Find" de keywords dentro do VolatilityGUI
? n

The seventh question talks about the extraction of selected DLL files. This
functionality was created due to the large number of files contained in each RAM
image and its difficulty in extracting the required ones. Due to this, this functionality
became very important, and this question focuses on this. The result says that
4,75 is the average. All of the users found it helpful to have an easier way to select
and extract, in this case, DLLs, from the image, and the developed functionality
provides that, and the users seem to approve it. Figure 49 presents the distribution

of the given answers.
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Figure 49: Question - "Opinido sobre a "Extracao selecionada de DLLs" dentro do Volatili-
tyGUI 7"

72



5.3 CRITICAL ANALYSES OF THE RESULTS

The integration with VirusTotal came about with the finality to try and save
time for the final user when checking files for malware. This question focuses on this
integration that made the user not have to leave VolatilityGUI to be able to scan
a file and check for any presence of virus or malware. The result says that 5 was
the only given answer. A normal analysis with VirusTotal requires a lot of steps.
In VolatilityGUI, this was reduced to some clicks, and the users who answered the
quiz seem to prefer it, with the only answer given being 5. In Figure 50 is possible

to see a distribution of the given answers for this question.
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Figure 50: Question - "Opinido sobre a integracido com o VirusTotal dentro do Volatility GUI
?ll

The ninth question is about the functionality "Forensic Investigation'. Like
previously mentioned, this functionality is in a very early development stage, but it
was still necessary to get some feedback from the users so it could be improved in
the future. The result says that 5 was once again the only given answer. Despite
being experimental, this functionality can give an overall idea of the investigation.
The users liked it since it can save some time and reach conclusions easier and faster.

In the following Figure 51 a distribution of the given answers is presented.
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Opiniao sobre a funcionalidade da "Forensic
Investigation" dentl;o do VolatilityGUI ?
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Figure 51: Question - "Opinido sobre a funcionalidade da "Forensic Investigation" dentro do
VolatilityGUT 7"

At the halfway of the questionnaire, the user is questioned about saving and
loading any project on VolatilityGUI. Because this is something that currently can’t
be done in Volatility and nowadays is something required in almost every software,
it was important to ask this, especially users who have been using Volatility how
they felt with this ability to save and load the previously done work. The result says
that 5. The save and load of projects is common in almost any kind of software, so
sometimes users can be surprised by the lack of it. Because of this, users found that
5 was the only answer to give. In Figure 52 the distribution of the given answers

can be seen for this question.

Opinido sobre a capacidade de gravar e
carregar projetos previamente trabalhados
dentro do VglatilityGUI ?

O O/O

5

100%
1 822354 a5

Figure 52: Question - "Opinido sobre a capacidade de gravar e carregar projetos previamente
trabalhados dentro do VolatilityGUI 7'

The eleventh question probably focuses on what differs the most from the Volatility:
the ability to "Load" RAM images into the software. While using Volatility to run

the RAM image, it is only necessary to reference its location, so it was essential to
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get feedback on how this works in VolatilityGUI. The result says that 4,75 was the
average in the given answers. With these answers, most users were satisfied with a
load of a RAM image into the software works, despite being very different from the

normal Volatility. Figure 53 contains a distribution of the given answers.
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Figure 53: Question - "Opinido sobre o carregamento de imagens de memoria RAM no
VolatilityGUI 7"

The next question asks about the ability to create reports. This was an idea that
existed from the start due to many software from the digital forensic analysis having
the ability to create this kind of report, so it was necessary to see how the users feel
about this way to produce content. The result says that 5 was the only given answer.
One of the very earlier ideas was received by the users with excellent feedback, and
the users liked the ability to build reports and the options that were given. In the

following image, Figure 54, a distribution of the given answers is presented.

Opiniao sobre a funcionalidade de
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Figure 54: Question - "Opinido sobre a funcionalidade de construcao de relatérios no Volatil-
ityGUI 7"
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The thirteenth question is focused on the created report file. Because the report
is something that normally is very appellative to the final user, it was taken into
consideration how the users felt from the outcome of the report. In terms of structure,
design, formation, and functionalities. The result says that 4,75 was the average.
Most of the users were satisfied with the output of the built VolatilityGUI report.

In Figure 55 is possible to see a distribution of the given answers.

Opinido sobre o Relatério construido pelo
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Figure 55: Question - "Opinido sobre o Relatério construido pelo VolatilityGUT ?"

The next question asks the user how they felt about the choice of commands. Like
previously mentioned, the commands had to be divided by categories, something
that a more experienced user might not be used to. So the question focus on how
these users felt having these commands distributed this way. The result says that
4 was the average between the answers. Due to the sheer number of commands
that Volatility has available, it was impossible to simply put all of the available
commands in a single box, so it’s good to see that most users were not dissatisfied
with this separation by categories. Figure 56 displays a distribution of the given

answers for this question.
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Opiniao sobre a separagcédo dos comandos
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Figure 56: Question - "Opinido sobre a separagdo dos comandos em temas no Volatility GUI
?"

The fifteenth question asks about one specific category from the previous question:
"Advance Commands". Because some commands require parameters and can’t be
run like other commands inside the VolatilityGUI, this specific category had to be
created. This works very differently from Volatility in the command line, so getting
the users’ opinions about this topic was relevant. The result says that 4,25 was the
average. Because sometimes it is hard to replicate a command line’s options, it’s
good to see that the average of the users was satisfied with these commands. Figure

57 shows a distribution of the given answers.
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Figure 57: Question - "Opiniao sobre os "Advance Commands" no VolatilityGUT ?"

The next question is about the ability to run manual commands in Volatility GUI.
Because it was important not to lose any functionality from Volatility, it was relevant
to give the user the ability to run even more specific commands but still use all
of the functionalities from VolatilityGUI. The average of the answers was 4,75.

Almost all of the users liked the possibility to run manual commands inside of the
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VolatilityGUI and use all of its functionalities. In the following image, Figure 58,

gives a distribution of the given answers.
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Figure 58: Question - "Opiniao sobre a capacidade de correr comandos manuais no Volatili-
tyGUI 7"

The seventeenth question is on the line of the "Advance Commands" category
and asks if the ability to choose from a list of options for the necessary parameter.
This was done to help less experienced users make fewer mistakes while choosing
the required parameters for a command or if the time that these lists take to fulfill
doesn’t compensate for the usefulness. The average result was 4,5. Most of the users
liked that all of the commands that require a second parameter were given the
options for this parameter from a list since it leads to fewer errors and mistakes.

Figure 59 contains a distribution of the given answers to this question.
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Figure 59: Question - "Opinido sobre a funcionalidade de comandos que dependes de uma
segunda varidvel no VolatilityGUI 7"

The next question asks about the installation of the VolatilityGUIL. Because

Volatility can be somewhat complicated to start, the objective was to simplify this
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and get feedback from the user about this topic. The result says that 4,75 was
the average between the given answers. Especially the less experienced users liked
the installation of the VolatilityGUI. This was probably due to being much more
standard than the setup of Volatility since users are more accustomed to this. The
feedback was almost the maximum possible. In Figure 60 it’s possible to see a

distribution of the given answers to this question.
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Figure 60: Question - "Opinido sobre a instalacao do VolatilityGUI 7"

The next question follows the trend of the ability to save the project and asks the
user if they feel that the save file is secured. This was asked to get some feedback
about the security of the file and if this problem had to be even more developed in
the future. The average was 4,75, which means that most users were satisfied and
confident with the security of any personal data inside their saved projects’ files.

Figure 61 shows a distribution of the given answers.
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Figure 61: Question - "Opinido sobre a seguranca dos ficheiros gravados pelo Volatility GUI
?ll
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In the following question, the objective was to ensure that the "Historic" function-
ality was helpful to the user, to check previously done actions and their timestamps.
The result says that 4,75 is the average. And this means that most users found it
useful to see previously taken actions. In Figure 62 is possible to see a distribution

of the given answers to this question.

Opinido sobre o histérico de sessao do
VoIatiIitSyGUI ?

0%

4
25%

75%

=1 82 =3 54 =5

Figure 62: Question - "Opinido sobre o histérico de sessdo do VolatilityGUI 7"

The last question from the multiple-choice focuses on asking the user if they will
continue to use Volatility or if they would rather use VolatilityGUI. And the final
result was 5 as the only given answer. This means that all of the users who took this
quiz will use VolatilityGUI instead of Volatility. Figure 63, presents a distribution

of the given answers to this last question.

No futuro para utilizacao ira preferir o
VolatilityGUI ao Volatility Framework
standalone ?

0%

5

100%
=1 82234 u5

Figure 63: Question - "No futuro para utilizacao ird preferir o VolatilityGUI ao Volatility
Framework standalone 7"
After all the multiple-choice questions, the focus was shifted to asking three

open answer questions to the user. This first question was about problems or bugs
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encountered during the testing of VolatilityGUI. The second question was about
opinions and aspects to develop further, and the last question focused on any

necessary or missing functionalities from Volatility GUL.

In terms of bugs and problems, there was one single mention about the trouble

of finding specific commands, something that can be resolved in future work.

In terms of things to develop further in the future, users wished there was more
option to build reports, a more modern interface, and a scheme in the tutorial page
with the structure between the commands category and the commands. Something

can be easily achieved in future work.

And finally, in the question about necessary or missing functionalities that didn’t
exist in VolatilityGUI, the answers given were the inability to analyze RAM images
of more recent operating systems. This solely depends on the Volatility Foundation,
and of the writing of this report, there is no news on this functionality. Despite this,

there exist some external teams creating plugins to solve this issue.

And this concludes the testing and results in the analysis chapter. In general,
from the obtained results, it was highly positive, with most of the answers being
almost close to perfect and the difference between the times to do tasks in both
tools was on average four times faster. Meaning that any investigation or learning
path in the area of RAM Forensic Analysis with this tool can save time, leading
to more precise results and less time spent in each investigation. In summary, it
can be considered that the development of the Volatility GUI was highly positive
and that in the future, it can be used instead of Volatility. This tool can be used in
investigation centers, classrooms, and everywhere else. This also means that the
required knowledge necessary to enter the area of RAM analysis is much less and
that the learning curve is also much smaller than previously. It was proved that in
several levels of experience, the usage of VolatilityGUI can speed up and improve
any investigation, getting results that previously required a much deeper level of

knowledge of the results of the commands.

5.4 SYNTHESIS

In this chapter, it was explained every test that has been done, including the results

achieved.

Firstly, the tutorial was presented that users could follow to go through every

functionality of VolatilityGUI and the questionnaire associated with it. The timed
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test that users were submitted to was also presented, where users had to use both
Volatility and VolatilityGUI to test their capability of solving simple tasks. The users
who were submitted to this test were also invited to partake in the questionnaire.
This questionnaire involved 20 questions where the answers went from a scale of 1
to 5.

Finally, this chapter ends with a critical analysis of the results obtained where it’s
possible to see that the users were both quicker and preferred the use of Volatility GUI
instead of Volatility. The results also show that users were satisfied with the
functionalities exclusive to VolatilityGUI, where the results were overwhelmingly
positive. This result translates into a faster adaptation of new users to Volatility GUI,

which means faster future investigations of RAM images.
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The forensic analysis of digital devices will, without a doubt, continue to grow in the
future. As a result, more and more investigation into RAM images will be necessary.

Again, this area is where VolatilityGUI can shine.

This work involved the development of a graphical user interface for the tool

Volatility Framework with several improvements.

In this work, it was proposed to develop a tool that could be an easy way to

introduce new and less experienced users to the area of memory forensic analysis.

VolatilityGUI was elaborated and developed to reach the proposed objectives that
could do everything an everyday forensic investigator needs and more without losing
any function from the original tool. With specific contributions that VolatilityGUI
could bring to this area, like modern functionalities missing from the original tool
from the ability to create and load projects to the ability to get results in an easy
to use graphical interface. This work explained what RAM forensic analysis is and
its primary purpose. It also described the similar software already existing, and
each contribution is brought to the RAM analysis area. Many existing tools, like
VolatilityGUI, use the Volatility Framework for this process. Because of this, a
detailed explanation of what the Volatility Framework is and how it works is also

very important, which is what this work tried to show.

Because this work involved software development, it was necessary to explain the
work and the architecture to be implemented, completed with mockups and user

stories to assist with the development methodology chosen for this project.

Every functionality proposed to be done was achieved. This document explains
every technical aspect of it in detail, from all the implementations done to the
reasons for specific functionality to existing, to the reason behind each development.
These functionalities not only will be what makes VolatilityGUI different from
every existing tool, but it’s also what the user can use to assist in an investigation.
These developments were done to bring the Volatility Framework many needed
functionalities that one could consider normal in any other type of software of

digital forensic analyses area like, integrations with API, a graphical interface, the
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ability to build reports, and many others. Despite this, in the end, what matters is
the opinion of the user. That is why this document also addresses that point, with
both a questionnaire and a timed test, which both give an overwhelmingly positive
response. Meaning that users liked the already existing functionalities from Volatility
and the unique functionalities of VolatilityGUI. And that by using VolatilityGUI,
the user can be faster, on average four times faster, that could translate into an

investigation be done in 1/4 of the time.

In conclusion, the result of this work was VolatilityGUI. A custom GUI for
Volatility, easy to install and easy to use, that users like to use, faster than the
Volatility Framework and with more functionalities. That anyone can use doesn’t
matter the experience and can be used to enchant the work of current Volatility
users with an all-in-one tool that can do the work that previously had to be done by
external software, like finding text or an antivirus analysis. That can help accelerate

and streamline the entire process of any investigation.

In terms of future work, the continuity of this work will be the implementation of
the GUI in a cross-platform environment and the introduction of Linux and macOS
specific commands. The continuation will also fall upon the inclusion or development
of more tools that could be used in a typical investigation. The developed software
works with version 2 of Volatility but will not work with version 3 of Volatility
due to the changes in how version 3 works. However, if version 3 ever releases as
a standalone, Volatility GUI can be easily adapted to this new version. This can
also be future work to adjust the software to any new version. The continuation of
this work could also involve the conversion of the VolatilityGUI to the new version,

Volatility3.

Finally, another idea for future work is the inclusion of artificial intelligence on the
VolatilityGUI. This artificial intelligence could help the user on each step, providing
and highlighting important info and creating better reports.

To any developers that want to contribute to the development of this project,
the following link contains the source code of VolatilityGUI, the setup, and all of
the documentation: Volatility GUI. Hopefully, this work can be improved upon or
be the basis for a new tool, and this link to the Volatility GUI GitHub can provide

everything necessary to accomplish this.

In the end, everything that it was proposed to do was done, and VolatilityGUI is
ready to be used in a real scenario with space to continue to receive support and to

help grow the forensic analysis community.
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RAMGUI

Proposta de Projeto

1%t Alexandre Monteiro
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I. INTRODUCAO

A andlise de memoéria RAM € cada vez mais um com-
ponente essencial de uma andlise forense, principalmente
na andlise de malware, uma vez que muitos destes fichei-
ros maliciosos guardam informagdes importantes para uma
investigacao.

No entanto € necessdrio software especifico para este tipo
de andlise, para isso existe a framework Volatility, mas este
software ndo tem uma interface grifica o que pode causar
diversos problemas para utilizadores menos experientes, tanto
na sua utilizacdo como instalacdo em diferentes plataformas.

Nesta proposta apresentamos alguns trabalhos relacionados
em que ja foram feitos alguns desenvolvimentos para este tipo
de interface, também falamos de algumas formas como criar e
gerir dependéncias para que seja uma aplicagdo cross platform.

Apresentamos também quais 0s nossos objectivos no desen-
volvimento deste projeto, que tem como fundamental facilitar
o uso da framework Volatility para este tipo de utilizadores
mencionados anteriormente.

No final apresentamos a metodologia de como serd desen-
volvida a aplicacdo, e o tempo de desenvolvimento para certos
etapas, dentro disto também serd apresentado um pequeno
esquema de como serd a aplicagdo. Com todos estes objetivos
pretendemos que esta aplicacdo venha facilitar o uso da
ferramenta Volatility, isto destina-se principalmente a pessoas
menos experientes que ndo tenham grande conhecimento da
ferramenta, mas no entanto precisem de fazer a instalacdo e
uso da mesma.

II. TRABALHO RELACIONADO

Nesta seccdo poderemos ver alguns do trabalho desen-
volvido nesta drea e que nos iram auxiliar ao longo do
desenvolvimento deste projeto.

2" Leonardo Silva
MCIF
ESTG IPL
Leiria, Portugal
2190232 @my.ipleiria.pt

A. Cross Platform Development Workflow for C/C++

Mesmo com estandardizagdo destas linguagens de
programacdo por parte da American National Standards
Institute (ANSI) e International Standards Organization
(ISO), para adicionar a isto também a disponibilidade
das librarias da linguagem C e standard template library
(STL) simplificou bastante o desenvolvimento de aplicacdes
independentes de plataforma, para os sistemas operativos
mais comuns.

2

Neste documento € apresentada uma ferramenta, CMake,
que permite o programador usar a seu ambiente favorito de
desenvolvimento em cada sistema operativo, no entanto poupa
o tempo de sincronizagdo de ficheiros especificos a cada
plataforma, fornecendo assim apenas uma fonte de descricdo
textual.

Com o KDE4, o CMake foi introduzido num projeto bas-
tante popular. Neste artigo é proposto um fluxo de trabalho
para facilitar o desenvolvimento de projetos cross platform, é
mostrado como foi usado o CMake para criar uma aplicacio
OpenGL, de forma a demonstrar uma aplicagdo com janelas
a correr em Windows, Linux e Mac OS X.[1]

B. CMake

CMake € sistema extensivel, open-source, que permite a
gestdo do processo de build de forma independente para
sistemas operativos e compiladores. Este sistema é desenhado
para trabalhar em conjunto com o ambiente nativo. Ficheiros
de configuracdo simples colocados em cada directdrio fonte,
sdo usados para gerar ficheiros de build estandardizados, que
sdo usados de forma normal.

CMake consegue gerar uma build no ambiente nativo que
vai compilar o cédigo fonte, criar librarias, gerar wrappers e
criar ficheiros executdveis em combinagdes arbitrarias. Permite
o uso de in-place e out-of-place builds, portanto pode suportar
diversas builds a partir de uma arvore fonte.[2]

Também suporta builds dindmicas e estdticas. Outra funcao

z

que o CMake t€m ¢é a geracdo de um ficheiro cache que é



desenhado para ser usado por um editor grifico. Por exemplo
quando este sistema corre, localiza ficheiros, bibliotecas e
executdveis, e pode encontrar diretivas opcionais para builds.
CMake € desenhado para suportar hierarquias complexas de
diretérios e aplicacdes dependentes de diversas bibliotecas. Por
exemplo, CMake suporta projetos que consistem em multiplos
toolkits, em que cada foolkit podem conter diversos diretorios,
e a aplicacdo depende destes toolkits mais cédigo adicional.

Este sistema permite também situagdes em que executiveis
tém de ser construidos para gerar cédigo que € entdo compi-
lado, e ligado a uma aplicag@o final. Uma vez que CMake ¢é
open source, e tem um design simples e extensivel, CMake
pode ser estendido para suportar novas funcionalidades.

C. Volatility GUI

Este documento apresenta o desenvolvimento de uma GUI
e respectivas extensdes para a framework Volatility. Este
problema nasce do facto de neste momento a versdo oficial
do Volatility ser apenas em formato linha de comandos o que
podera apesar uma grau de dificuldade de utilizacdo para o
utilizador menos experiente.

Este trabalho apresenta uma funcionalidade de uma forma
facil de guardar resultados em bases de dados e correr
comandos a partir da base de dados, que seria necessario
fazer independentemente da ferramenta do Volatility. Este
trabalho apresenta as principais funcionalidade do Volatiity
como a extrac¢do de artefactos digitais de memoria RAM,
a possibilidade de ver os processos corridos, as networks
existentes, entre outros.

Também sdo apresentados varios requerimentos que devem
existir para considera¢do no desenho da GUI, entre eles:

i) O licenciamento que deverd existir em baixo da GNU
GPL
i) O GUI devera correr na mesma versdo de sistema ope-
rativo do que o Volatility para propdsitos de facilitar a
instalacdo
iii) O GUI devera ser simples para melhor a facilidade
de utilizacdo da ferramenta tanto para utilizar as suas
ferramentas tal como para fazer a extrac¢do de resultados
iv) A capacidade de carregar facilmente dumps de memoria
através do menu da GUI
v) O acesso aos resultados guardados da extraccdo deverd
ser facil de consultar
vi) O suporte para todos os plugins existentes do Volatility
vii) A extensibilidade significando que deverd ser facil de
estender as funcionalidades desta GUI para analisar e cor-
relacionar dados guardados nas bases de dados existentes
no GUL

Esta GUI foi desenvolvida na linguagem de Java e corre
com um excutdvel standalone do Volatility sem a necessidade

de instalagdo do Python. Posteriormente € apresentado o
desenho e a funcionalidade da GUI, como o Layout da GUI,
a apresentacdo de resultados, a interface com outras Classes e
a utilizagdo de plugins.

Posteriormente este trabalho apresenta as suas funcionalida-
des como, o carregamento das imagens RAM, as suas fungdes
de analise e o carregamento e carregamento de resultados.

Este relatdrio termina por apresenta possiveis futuras melho-
rias ao GUI tal como o dump simultineo de todos 0s processos
em executdveis para poder correr estes processos em outras
ferramentas e uma discusso final sobre como esta GUI podera
auxiliar os investigadores e mencionado que se trata de um
trabalho em desenvolvimento.[3]

D. Volatility Survey

Este documento apresenta um estudo comparativo, da fra-
mework Volatility para andlise de malware. Sdo usados dez
plugins que ajudam nesta andlise.

Apresenta a eficiéncia destes plugins e técnicas usadas, para
tal estes plugins vao ser usados em malware conhecido [4].

Os dez plugins a ser analisados sdo os seguintes: Mal-
find, Callbacks, Devicetree, Svcscan, Yarascan, Ldrmodules,
Apihooks, Psxview, Threads, e Timers sdo ferramentas efetivas
na analise de malware na memoéria RAM.

Com a crescente frequéncia de ataques de malware baseados
em memoria, este tipo de ataques conseguem infetar uma
madaquina sem que seja feito o download de qualquer ficheiro, o
que torna este tipo de andlise de malware bastante importante.

O crescimento deste tipo de ataques afeta cada vez mais
areas de negdcio, e os malwares sdo cada vez mais sofisticados
e perigosos. Ataques através de malware t€m uma grande
diversidade de alvos, pode ir de um individuo a uma empresa
de seguranca.

A investigacdo em cddigo malicioso, foca-se principalmente
em quatro dreas que sdo: comportamento, cddigo, memoria, e
andlise de inteligéncia. Cada um destes setores tem ferramen-
tas especializadas, que ajudam os investigadores na andlise
deste cédigo malicioso.

A andlise de memoria em particular pode ser complicada,
e ferramentas especificas para a investigacdo s@o essenciais,
mas nao existe uma grande variedade. Uma ferramenta que é
bastante usada para estas andlise é a framework Volatility.

Neste documento ¢é feita uma analise aos diversos plugins,
apresentados anteriormente, de forma a analisar a sua eficicia
e técnicas de utilizacdo. Também € feita uma comparagdo com
resultados encontrados noutros estudos da mesma area.



Para isto € usado o malware Stuxnet onde sao feitos diversos
testes com os plugins, e posteriormente € feita uma anélise dos
resultados obtidos com estes testes.

Com isto podemos avaliar o desempenho desta ferramenta
na andlise malware na memoria RAM.

E. Objetivos

Apesar de ja existir uma GUI para o Volatility desen-
volvida em 2012 a partir de um projeto independente, esta
GUI apresenta semelhante-mente ao Volatility uma curva de
aprendizagem algo elevada.

O nosso projeto pretende inspirar-se em tudo o que ja foi
desenvolvido até a data e melhorar nos aspectos de facilidade
de instalacdo e de utilizacdo. Pretende-se que esta GUI funci-
one obedecendo a todos os aspectos legais de licenciamento da
GNU GPL, pretende-se que seja cross-plataform para deixar
de existir a limitacdo de sistema operativo, deverd ser facil-
mente instalado semelhante a um software como Notepad++
sem a necessidade de instalar outras dependéncias.

O GUI devera fazer tudo o que o Volatility tem capacidade
de fazer, e ser capaz de correr todos os plugins e extensdes
do mesmo, também deverd ser capaz de guardar resultados
e e reabrir os mesmos para interpretacdo, para facilidade de
utilizagdo do end-user, devera existir uma interface gréfica
onde o utilizador poderd obter informacdo sem a necessidade
de qualquer conhecimento prévio do Volatility e por dltimo
também para facilitar a utilizacdo deverd existir uma opgao
que ao carregar a imagem da RAM serd capaz de correr todos
os comandos bdsicos e apresentar a informag@o mais crucial.

Estes objectivos serdo apenas os objetivos principais € uma
ideia do projeto sendo que podera sofrer alteracdes ao longo
do desenvolvimento do mesmo.

III. METODOLOGIA

Nesta sec¢do iremos tentar demonstrar uma ideia do projeto
que iremos tentar desenvolver entre calendarizacdo e algumas
das ideias a representar no trabalho.

A. Tecnologia

Apesar de ainda ndo estar definido, a GUi serd desenvolvida
em Java ou C/C++ sendo estas as melhores tecnologias para
Cross-Plataform. serd utilizado o Volatility devido a GUI
encontrar-se desenvolvida 4 volta desta ferramenta e por
consequéncia a tecnologia Python devido a dependéncia do
Volatility nesta tecnologia.

B. Plano Cronoldgico

Na seguinte tabela poderemos ver uma ideia do tempo
necessdrio para o desenvolvimento de cada componente do
trabalho.

Tabela I: Linha temporal relativa ao projeto a desenvolver

Sept|Oct|Nov|Dec|Jan|Fev|Mar|Abr|May|June|July

Planeamento

Desenho

User Stories

Desenvolvimento

Testes de Utilizador

Relatorio

C. Entregdveis

Espera-se que as seguintes entregas sejam produzidas apds
a conclusdo bem-sucedida do projeto:

e Prova de conceito relativa aos principios subjacentes a
teoria por detrds desta GUI

o Aplicacdo funcional com todas as funcionalidades que
serdo definidas posteriormente

o Tese - Relatério Final

D. Detalhes

Tal como ja mencionado anteriormente estes trabalho sera
dividido por dois elementos do grupo que por sua vez
encontra-se dividido em duas partes. Sendo que a primeira
parte do trabalho serd o planeamento do trabalho em si tal
como as tecnologias a utilizar, o seu desenho e arquitectura,
as suas user stories, € 0s testes a realizar.

Sendo que este projeto ird ser comegado do zero serd
necessdrio ao longo do seu desenvolvimento decidir a ideo-
logia final da GUI tal como as suas funcionalidades. Porém
algumas das funcionalidades que tencionamos ter na aplica¢do
final. S30 uma instala¢do simples e que funcione em qualquer
plataforma, a sua distribuic@o serd decidida posteriormente. A
interface da aplicacdo deverd ter um tipo de interface gréfica
que permite a um utilizador usar algumas das funcionalidades
do Volatility através da interaccdo com caixas relativas a
processos da imagem de RAM presente, sendo esta uma das
funcionalidades iniciais que devera estar presente na aplicacao.
Outra funcionalidade deverd ser a execu¢do automdtica de al-
guns comandos bésico durante a inser¢do da imagem de RAM
e a posterior apresentacdo de um relatério que dird algumas
das informagdes mais importantes. Sendo estas algumas das
funcionalidades principais que deverdo ser implementadas na
aplicagao.

Relativamente aos testes para além dos testes normais de uti-
lizador que pretendemos fazer, também pretendemos efectuar
testes com vdrios perfis de utilizadores e ver a eficicia desta



ferramenta em relacdo a framework Volatility puro. Iremos
expandir sobre esta tematica ao longo da préxima secgao.

IV. AVALIACAO

A avaliagdo deste trabalho serd baseada em 3 eixos para
avaliar a ferramenta em si.

A. Eficiéncia

Aqui iremos tratar de verificar se a GUI desenvolvida sera
capaz de fazer todas as funcionalidades que a framework
Volatility possui neste momento. E também se a GUI ¢é
capaz de trazer funcionalidades extras tal como a criagdo de
relatérios, capacidades de guardar dados e restaurar estes entre
outras funcionalidades que serdo previamente discutidas.

B. Eficdcia

Neste eixo iremos fazer testes com utilizadores. Aqui pre-
tendemos usar vérios perfis de utilizadores com vérios niveis
de experiéncia. Entre eles utilizadores sem qualquer conheci-
mento do Volatility, utilizadores com alguma experiéncia e uti-
lizadores bastante familiarizados com a ferramenta. O teste que
pretendemos fazer neste momento trata-se da comparaciao do
tempo da utilizagdo da framework Volatility, para o processo
de instalacdo da ferramenta j4 existente e da GUI desenvolvida.
Dentro deste teste também pretendemos efectuar uma simples
tarefa relativa a um processo e novamente medir o tempo
que cada utilizador demorou, a efectuar em cada respectivo
software. Com este teste iremos conseguir medir a eficicia de
cada componente que serd desenvolvido comparando a nossa
ferramenta com a framework original.

C. Utilidade

Neste ultimo eixo serd efectuado um questiondrio aos
utilizadores testados para verificar a interac¢do entre a GUI
desenvolvida e o utilizador final. Medindo assim a preferéncia
de utilizagdo deste utilizadores em relacdo 4s ferramentas
testadas.

V. RESULTADOS ESPERADOS

Prevé-se que com o desenvolvimento deste projeto para
além da ferramenta Volatility fique disponivel a mais utili-
zadores, pretende-se também que a drea de estudo da andlise
de memoria RAM se torne mais facil de comegar.

O principal foco desta aplicacdo serd a introducio de novos
perfis de utilizador para esta drea, e auxiliar os utilizadores
que trabalham com esta ferramenta tornando o seu trabalho
mais rdpido, e sem a necessidade da utilizacdo de ferramentas

externas, contendo assim todo o software necessdrio para uma
andlise de memoéria RAM dentro da nossa aplicacio.
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VolatilityGUI Tutorial

1. Executar o ficheiro de setup.msi, anexado a este documento e instalar o software VolatilityGui (VoGUI).

oL |
[

VolatilityGUIS
etup

2. Continuar com a instalacdo do software com as preferéncias pretendidas.

15 VolatilityGUI - X

Select Installation Folder

The installerwill install YolatilityGUI to the following folder.

Tainstallin this folder. click "Next". To install to a different folder. enter it below or click *Brawss"

Folder:
CAProgram Files (B6)iAlexandre Monteiro\ olatility GUR Browse.

Disk Cost.

Install VolatiityGUI for yourself, or for anyone who uses this computer,

(OEveryone
@ Justme

P p—

3. Depois de instalado devera aparecer um atalho no Ambiente de Trabalho para abrir o software.

VolatilityGUI

4. Ao clicar duas vezes no atalho, devera abrir a janela do software VoGUI.

vew Vol atilityGUI - X

Vocu

New Project Load Project Easy Project

5. Caso isso ndo acontega, clique no botdo direito do rato em cima do atalho e escolha “Executar como
administrador”. Ou ir a C:\Program Files (x86)\Alexandre Monteiro\VolatilityGUI e escolher o ficheiro
VolatilityGUl.exe e clique no botdo direito do rato em cima do atalho e escolha “Executar como administrador”.

Novo Projeto

6. Para comegar um novo projeto, clicar no botao New Project.
7. Ao clicar neste botdo deverd abrir a seguinte janela.




Easy Report

et peied

e g atou
s e e i bt

An Cammant

8. Nesta janela principal aparece um pequeno tutorial de todas as funcionalidades do software.

Carregar Imagem de Memoria RAM

9. Para carregar uma imagem de memaria RAM, basta clicar no menu File > New RAM Image, como mostra a
seguinte imagem.

< VO atilityGUI
File | Extract ALL Extract Selected About

New RAM Image
Apout RaM Image [~ 8

Save
Save As
History

VirusTotal

YaraScan

IxI
10. Depois de clicar devera aparecer esta nova janela.

weur Load RAM - X
Image: I l Select

Image local date and time

Number of Processors Image Type (Service Pack)

PAE type DTB
KDBG
KPCR
KUSERSHARED_DATA
Profile

Load Image

11. Para selecionar a imagem de memdria pretendida basta clicar no botao Select o qual ira abrir o explorador do
Windows onde sera possivel carregar todos os formatos suportados pelo Volatility.

12. Depois de selecionada a imagem de memdria, 0 processo ird comegar, podemos ver que o processo esta a correr
pela barra de processo a correr no fundo da janela como mostra a seguinte imagem.




vou Load RAM - x

Image: | C:\Users\Alexandre\Dropbox\CadigoGU ictim.raw ] Select

Imagelnfo
P hegeIbt

Image local date and time

Number of Processors Image Type (Service Pack)
| PAE type DTB
KDBG
KPCR

KUSERSHARED_DATA

Profile

13. Depois do processo de importagdo da imagem de memodria ter finalizado é possivel ver algumas informacgdes
relativas a imagem de meméria carregada. O campo Profile é automaticamente escolhido para facilitar a
utilizacdo do software, mas este campo podera ser alterado mais tarde. Para carregar esta imagem de memdria
no software basta clicar no botao Load Image que ficara disponivel quando o processo de importacdo terminar.

14. Ao clicar neste botdo, esta janela é fechada e é apresentada a janela principal onde ja devera ser possivel correr
comandos do Volatility.

Categorias de Comandos

15. Devido ao numero elevado de comandos do Volatility estes estdo divididos por categorias. Exemplo: Para
executar o comando PSList sobre a imagem de memoria carregada basta escolher dentro da caixa Commands
Theme o tema Processes and DLL. Na caixa seguinte com o nome Commands escolha o comando PSList. Esta
janela devera ter a seguinte apresentacdo.

~+na VolatilityGUI - C\Users\Alexandre\Dropbox\CédigoGUIN3 txt - X
File Extract ALL Extract Selected About

Commands Theme Processes and DLLs ~ | Command | PSList

i

List the processes of a system. This walks the doubly-linked list painted to by
PsActiveProcessHead and shows the offset, process name, process ID, the parent
process ID, number of threads, number of handles, and date/time when the
process started and exited. This plugin does not detect hidden or unlinked
processes (but psscan can do that). Note the two processes System and smss.exe
will not have a Session ID, because System starts before sessions are established

Easy Report
16. Para executar o comando clique no botdao Run Command. Depois de clicar, aparece uma barra de progresso
diretamente abaixo deste botdo onde é possivel cancelar o comando carregando no botdo Cancel.

o VolatilityGUI - CA\Users\Alexandre\Dropbox\CodigoGUN3 te* - ®
File Extract ALL Extract Selected About

Commands Theme | Processes and DiLs ~ | Command | PsList . Run Command About Command
List the processes of a system. This walks the doubly-linked list pointed to by

PsActiveProcessHead and shows the offset, process name, process ID, the parent
process ID, number of threads, number of handles, and date/time when the
process started and exited. This plugin does not detect hidden or unlinked
processes (but psscan can do that). Note the two processes System and smss.exe
Volatility is Running cancel will not have a Session I, because Syler? starts before sessions are established

p—r— | Fid Resul | Easy Report

17. Quando o processo relativo ao comando termina, é criada uma nova Tab na parte inferior da janela principal com
o nome do cabegalho igual ao do comando executado. Tal como todas as outras tabs, esta podera ser removida
carregando no ‘X’ da tab. O software exige sempre a presenga de uma tab ativa, no minimo.




(3] pstist ]

Offset(V) Name

Oxfftffa8001252040 System
0xfffffaB00234d8a0 smss.exe
0xfffffaB002264550 csrss.exe
Oxfftffa80027d67d0 csrss.exe
Oxfffffa8002b601c0 wininit exe
Oxfffffa8002b7 1680 winlogon.exe
OxfffffaB002c69b30 services.exe
OxfffffaB0027d9b30 Isass.exe
OxfffffaB0027d8 10 lsm.exe
OxfffffaB0029cd3e0 svchost.exe

0xfffffaB002d38b30 VBoxService.ex

360 352 9
408 400
416 352 3
444 400 3
504 416 6
512 416 6
520 416 10

628 504 9

PID PPID Thds Hnds Sess Wow6d Start Exit

0 2019-05-03 06:32:24 UTC+0000

29 02019-05-03 06:32:24 UTC+0000
363 0 02019-05-03 06:32:34 UTC+0000
162 1 02019-05-03 06:32:35 UTC+0000
76 0 02019-05-03 06:32:35 UTC+0000
111 1 02019-05-03 06:32:35 UTC+0000
184 0 02019-05-03 06:32:36 UTC+0000
53 0 02019-05-03 06:32:37 UTC+0000
143 0  02019-05-03 06:32:37 UTC+0000
345 0 02019-05-03 06:32:48 UTC+0000

688 504 12 135 0 02019-05-03 06:32:48 UTC+0000

0xffttfa8002a1bb30 svchost.exe 752 504 7 235 0 02019-05-02 18:02:51 UTC+0000
OxfftffaB8002d 70650 svchost.exe 852 504 22 473 0 02019-05-02 18:02:51 UTC+0000
Oxfffffa8002d9c780 svchost.exe 832 504 17 427 0 02019-05-02 18:02:51 UTC+0000
Oxfffffa8002dbede0 svchost exe 920 504 29 878 0 02019-05-02 18:02:51 UTC+0000
Oxfftffa8002e3db30 swchost exe 400 504 10 281 0 02019-05-02 18:02:56 UTC+0000
Oxfffffa8002e57890 svchost exe 1004 504 20 379 0 02019-05-02 18:02:56 UTC+0000
Oxfffffa8002dfdab0 spoolsv.exe 1140 504 12 279 0 02019-05-02 18:02:57 UTC+0000

18. Apesar de ndo ser possivel executar o comando imageinfo (informacg&es sobre a imagem de memaria carregada)
da mesma forma que todos os outros comandos, o resultado dessa informacdo estd disponivel no menu File-

>About RAM Image.
~eur VolatilityGUI - C:\Users\Alexandre
[File | ExtractALL Extract Selected

New RAM Image n

Save

Save As

History

VirusTotal

YaraScan
Tl e R

19.

vna About RAM Image

Image: |1 AUsers\Alexandre\Dropbox\CédigoGUNvictim raw

Imageinfo

E também nesta janela, que é possivel alterar a Profile da imagem de memdria carregada, escolhendo a nova
profile na caixa Profile e clicando no botdo Change Profile.

!
X p
1]

Image local date and time | 2013-05-02 11:11:45 -0700
Number of Processors ' Image Type (Service Pack) |

No PAE

PAE pre  0x187000L

KDBG 7*fE00028420a0L
KPCR OxffffB0002843d00L
KUSERSHARED _DATA OnffFf78000000000L

Profile

Change Profile

Procurar

20. Najanela principal é possivel utilizar a caixa da ultima fila para encontrar keywords ou utilizar regras de regex
para encontrar informacao na tab selecionada/visivel. Como exemplo, é possivel procurar pela palavra “System”
inserindo a palavra na caixa de texto a direita da label Keyword/Regex e posteriormente clicando no botao Find

para comegar o processo.

Keyword/Regex

System| | Find

| Find Result

21.

O resultado ird ser demonstrado na tab selecionada através de um sublinhado amarelo. O nimero de ocasides em

gue o processo encontrou um resultado serd apresentado na caixa de texto ao lado da label Find Results.




Total Match Found : 1 for keyword System

Keyword/Regex | Y™ I Find l Find Resut

[ Ppstist

Offset() ~ Name PID PPID Thds Hnds Sess Wowsd Start Exit
OxfffffaB001252040 System 4 0 83 64— 02019-05-03 06:32:24 UTC+0000
Oxfffffa800234d8a0 smss.exe %8 4 2 29— 02019-05-03 06:32:24 UTC+0000
OxffffaB002264550 csrs.exe 360 352 9 363 0 02019-05-03 06:32:34 UTC+0000
OxfffffaB0027d67d0 csrss.exe 408 400 7 162 1 02019-05-03 06:32:35 UTC+0000
Oxfffffa8002b601c0 wininit.exe 416 352 3 76 0 02019-05-03 06:32:35 UTC+0000
Oxfffffa8002b71680 winlogon.exe 444 400 3 111 1 02019-05-03 06:32:35 UTC+0000
OxfffffaB002c69b30 services.exe 504 416 6 184 0 02019-05-03 06:32:36 UTC+0000
AHFF20NNTTACRAN Ieacr ava ©2 A1 & S N NINM0.N5N3 AR2227 ITE LM

Comandos Avancados (lentos ou com parametros adicionais)

22.

23.

Na caixa dos Commands Categorie existe uma op¢do de tema: Advance Commands. Estes comandos sdo
normalmente lentos ou precisam de uma segunda variadvel. A escolha desta categoria também dd a opgdo de
executar comandos manuais caso seja necessario. Para isso deve ser escrito o comando manualmente comegando
pelo plugin. Ndo é necessario escrever qual é a imagem de memdria e o profile a ser utilizados no comando
manual. Isso é realizado automaticamente pelo VoGUI.

~oa VolatilityGUI - C\Users\Alexandre\Dropbox\CodigoGUN3.a*
File ExractALL Exiract Selected About

~ s o
Now you can write your own commands following the Volatility Commands
Guidelines. If you want to write your own commands please don't select any

Commands Theme Advance Commands

option from the list
Manual Command

If the command you want to input has parameters please input them like you
would on Volatility like ‘dllist -p x0¢

Na caixa Commands existe o comando Advance_MemMap. A execuc¢do deste comando ird preencher uma nova
caixa inferior com outras opg¢des que servirdo de segunda varidavel ao comando principal. Isto tem como objetivo
facilitar a escolha e eliminar erros de comandos manuais. Para executar o comando com a segunda variavel, basta
selecionar um valor da caixa inferior secundaria, e clicar no botdo Run Command.

o VolatilityGUI - C\Users\Alexandre\Dropbaxi CodigoGUI\ 3.t
File Extract ALL Extract Selected  About

About Command
The memmap command shows you exactly which pages are memory resident.
given a specific process DTB from the ComboBox(or kemel DTB if you use this

~ |Command | Advance_MemMap - Run Command

Commands Theme Advance Commands

plugin on the Idie or System process). It shows you the virtual address of the

Run Manual Command page, the corresponding physical offset of the page, and the size of the page.
The map information generated by this plugin comes from the underlying

Manual Command 4

268
260 address space’s get_svailable_addresses method.
™ 408
Keyword/Regex 26 Easy Report
[ Pstist [x] 444
OffserV]  Name PID PPID Thds Hnds Sess Wowsd Start £ 504
s12
B
0xffaB001252040 System 40 88 6o 02019-05-02 06:32:24 UTc| %28
688
0xfff728002348a0 smss.exe 68 4 2 29 02019-05-03 06:32:24 UTC 752
as2
0xfffa8002264550 csrssexe 30 32 9 363 0 020190503 063234UTC
OO TARTA recee ava AS AR T AR 4 030MG.06.M A&A98 1M

Menu Extract ALL e Extract Selected

24,

25.

No menu existem dois tipos de extracdo, Extract All e Extract Selected. Ao clicar em Extract All é possivel ver
todos os tipos de ficheiros que podem ser extraidos da imagem de memdria carregada. Ao clicar numa destas
opgdes ird ser aberto o explorador do Windows para ser escolhido um diretdrio para o qual serdo
gravados/exportados os ficheiros.

~ew Vol atilityGUI - C:\Users\Alexandre\D
Extract Selected  /

Memory Pages
EXEs

VAD Pages

Event Logs

Drivers

Registry
51! psist Il

Ao clicar na opgdo Extract Selected irdo aparecer varias opgdes. Clicando no EXEs (Menu->Extract Selected->EXEs)
ird ser aberta uma nova janela, na qual sera possivel escolher o processo do qual se pretende extrair o tipo de
ficheiro escolhido. Para comecar a extragdo basta selecionar o processo e de seguida clicar no botdo Extract
Selected EXEs.




~our EXE Download

PID

v Extract Selected EXE

System - 4

winlogon.exe
237 UT| services.exe -
32:48 U
Ism.exe - 520
16:32:4¢ svchostexe -
2251 U sychostexe -
svchost.exe -

02:51
svchost.exe -

j smss.exe - 268
csrss.exe - 360
csrss.exe - 408
wininitexe - 416

- 444
504

Isass.exe - 512

628

VBoxService.ex - 688

752
852
892

02:51 UTe+rooowr

26. No menu Extract Selected é possivel verificar que os DLLs funcionam de uma forma um pouco diferente.
Selecionando esta op¢do, é aberta uma nova janela na qual é possivel o utilizador escolher um processo (PID), o
qual, ird preencher automaticamente a lista inferior com os DLLs associados a este processo (botdo Find PID DLL)
e apresentar informacdes detalhadas de cada DLL. Caso o utilizador pretenda extrair apenas alguns processos,
pode seleciona-los e descarrega-los clicando no botdo Extract Selected DLL.

v DLL Download X

Count Base Size LoadCount Path Select [

1 0x00000000437b01| 0x6000 Oxffff C:\Windows\system32\csrss.exe O [

2 0x0000000077b301| 0x1a9000 Oxffff C:\Windows\SYSTEM32\ntdIL.dll [m]

3 0x000007fefdbs00 | 0x13000 Oxffff C:\Windows\system32\CSRSRV.dlI O

4 0x000007fefdb400 | 0x11000 Ox4 C\Windows\system32\basesrv.DLL O

5 0x000007fefdb000 | 0x38000 ox2 C:\Windows\system32\winsrv.DLL O

6 0x0000000077a90( | 0xf2000 Oxb CA\Windows\system32\USER32.dll [m]

7 0x000007 feffab00( | 0x67000 Oxc C:\Windows\system32\GDI32.dll

8 0x0000000077970(| 0x11f000 Oxfff C\Windows\SYSTEM32\kernel32.dIl [
0x000007 fefdc500 0 0 do e BASEd V]

10 0x000007fefec600( | 0xe000 03 C\Windows\system32\LPK.dll O

1of2

Yara Rules

27. Najanela principal, existe a op¢do YaraScan no menu (File->YaraScan). Ao clicar nesta opgao é possivel escrever a

regra Yara pretendida e ver o seu resultado dentro do software VoGUI. Também é possivel executar a regra Yara

sobre todo o sistema ou sobre um processo especifico selecionando este na caixa de sele¢do no centro do ecra.
Para executar o comando com a regra Yara, basta clicar no botdao RUN.

e YaraScan

X

Yara Rule

Output

Entire System
System - 4

smss.exe - 268
csrss.exe - 360
csrss.exe - 408
wininit.exe - 416
winlogon exe - 444
services.exe - 504
Isass.exe - 512
Ism.exe - 520
svchostexe - 628
VBoxService.ex - 688
svchostexe - 752
svchost.exe - 852




Integracao com portal VirusTotal

28. Este software também conta com uma integragdo externa do portal web VirusTotal. Ao clicar na opg¢do VirusTotal
API (File->VirusTotal API), ird ser aberta uma nova janela, na qual é possivel preencher a lista com todos os EXEs
ou DLLs do sistema ou com os DLLs de um processo especifico.

29. Exemplo: Ao selecionar a opg¢do EXEs na caixa de selegdo e clicando o botdo Fill List o processo ird executar e
preencher automaticamente os caminhos para o portal VirusTotal. Quando terminar a janela devera ter um
aspeto semelhante ao da seguinte imagem.

s VirusTotal API B Od [O] 5 @HotReload <
EXEs ~ Fill List
File/Name Website/Path Run API
executable.1004.exe https://www.virustotal.com/gui/file/8a8eb39502d971e2ba363b676¢77a253081b39930c3d6670d cef| Run
executable.1140.exe https://www.virustotal.com/gui/file/9fdfb2fe184d4b7d7b76f6b0185afcf3b28805€947684e23158d41( Run
executable.1148.exe https://www.irustotal. com/gui/file/1b31e82c9de023f11822cc4ab2c297b917 caee08ef22f09987d266 Run
executable.1268.exe https://www.virustotal.com/qui/file/6632b3cb 1d056e7edfe9d66b9a684b18c482b201eab0f4489f4dd| Run
executable.1368.exe https://www.virustotal.com/qui/file/18dfd82f03704de203fcb544b6ec3f500bb86a69d9f4670a1132e9 Run
executable.1600.exe https://www.virustotal.com/gui/file/077ee9d017d8de3ec02540bafb19b6320d65bb24c417b4247a3di Run
executable.1788.exe https://www.virustotal.com/gui/file/d 1daff29fbe343a26817bf8 1b7f076429294d307341bd 52 149d0f) Run
executable.1820.exe https://www.virustotal.com/gui/file/c62490a413085656ec2bb4ef9c1684cdefe] Ib2b7ae10a3211ced]] Run
executable.1860.exe https://www.irustotal.com/gui/file/fccOe86edeebcc87ebd839d18e2¢15011616b554b1b57ad340a93 Run
executable.1896.exe https://www.virustotal.com/qui/file/8e48242e6¢fa571005005ec9633bfd 3b7bdd d4e14fa07f186ecalci Run
D)
T3
VirusTotal APl Key | |
[ private API Key 75 chock your APl usage go to the VirusTotal website

30. Cada ficheiro fica com link atribuido no qual é possivel clicar para abrir no browser predefinido do utilizador o
relatério sobre este ficheiro no portal VirusTotal, caso este ficheiro ja tenha sido identificado previamente. Caso
contrario é possivel inserir uma API Key do VirusTotal (disponivel com todas as contas criadas no VirusTotal) na
caixa de texto com o nome: VirusTotal API Key. Caso esta key seja privada, deve ser selecionada a checkbox
Private API Key para ndo ter limitaces a nivel de API. Com esta key configurada no software, é possivel clicar no
botdo RUN de cada ficheiro para realizar um pedido de relatério a APl do VirusTotal. O relatério ficara disponivel
no portal do VirusTotal apds 30 segundos. Uma chave publica tem a limita¢des a nivel de 4 pedidos por minuto
gue o software controla e cerca de 500 pedidos por dia que o software apenas controla se nao for encerrado.

e VirusTotal API B N [0 53 @HotReload %
EXEs ® Fill List
File/Name Website/Path Run API
executable1004.exe Ittps:/ /wwwvirustotal.com/qui/file/8aBeb39502d971e2ba369b67677a253081639930c3d6670d%cel] Run
executable1140.exe Inttps://wwwirustotal.com/quiffile/9fdfb2fe184d4b7d7b766b0185afcr3b28805¢947684¢23158d41 ] Run
executable1148.exe Inttps:/ /wwwvirustotal.com/qui/file/1b31e82c9de02311822cc4ab2c 297091 Tcace08ef22109987d266]  Run
executable.1268.exe Intt Jirustotal .com/qui/file/6632b3cb1d056e T ed e9d66b0a634b18c482b201ea607448974dd]  Run
executable1368.exe Inttps//www.virustotal.com/qui/file/ 1807d82103704de209cb544b6ec315000b863690974670a1132¢8]  Run
executable.1600.exe Inttps://www.virustotal.com/gui/file/077ee9d01 7d8de3ec02540baih19b6320d65bb24c417b4247a3d]  Run
executable1788.exe Inttps:/ /www.virustotal.com/qui/file/d1daft291be943a26817 bi8 1b71076429294d307341bd52d149d01]  Run
executable1820.exe It jirustotal.com/qui/file/c62490a413085656ec2bbdcefdc1684cefe1 9b2bTac10a3211ced 7] Run
Run
executable.189.exe Inttps:/ /wwwvirustotal.com/qui/file/8248242e6cfa571005005ec0633bfd3b7bdd d4e14fa07186eca3c]  Run
Running 4 Processes. Using Public API Key. < Tof3 >
VirusTotal APl Key [6900892¢876932176¢17a6e607 60c1301c215856a85613d4020000bd 3016885 ] [
Private APIK&Y 7o check your API usage go to the VirusTotal website
-




Historico

31. Ao clicar na opgdo History no menu File (File->History) ird ser aberta uma nova janela que apresentara um
histérico de todas as a¢Ges executadas, ordenadas temporalmente durante a sessao de trabalho.

e History B I [O 55 @Hot Reload %

19:16 - File3.txt Opened

3 19:16 - VolatilityGUI Started

| 19:16 - RAM Image Loaded C:\Users\Alexandre\Dropbox\CédigoGUI\victim.raw
19:16 - Created Tab

19:16 - Tutorial Tab Created

19:16 - Created Tab PSList

| 19:16 - About Virus Total AP| Window Opened

| 19:19 - Run Virus Total AP

| 19:19 - Run Virus Total AP

19:19 - Run Virus Total AP

19:19 - Run Virus Total AP

19:23 - History Window Opened

Gravar a sessao de trabalho do VoGU|

32. Para gravar a sessdo atual, basta selecionar uma das opgGes: Save (File->Save) ou Save As (File->Save As). Se a
sessdo atual ainda ndo tiver sido gravada, nesse caso é indiferente qual das duas opgdes. Para este caso iremos
pressionar a opgao Save que ira mostrar mais alguns componentes do software como podemos ver na seguinte
imagem.

Lommanas 1neme ~ jLommana Kun Lommana

33. Para gravar o ficheiro sera necessaria inserir uma chave de cifragem e clicar no botdo Enter para escolher um
locar onde gravar o ficheiro da sessdo de trabalho. Apds realizar com sucesso a primeira gravagdo para ficheiro, é
possivel realizar as gravagdes subsequentes, apenas clicando na opgdo Save.

Abertura de sessOes de trabalho anteriores

34. Ao voltar a abrir o software é possivel realizar o carregamento da sessdo de trabalho anterior guardada em
ficheiro. Carregando no botao Load Project ird abrir uma nova janela onde sera necessario escolher o ficheiro que
acabamos de gravar e a sua chave, pressionando no bot3do Select para escolher o ficheiro e Enter para carregar o
ficheiro, caso a chave nao seja a correspondente a este ficheiro ird mostrar uma mensagem de erro.

<+ Open File B [ [O] 53 @Hot Reload %

File ‘C'\Users\Alexandre\Dropbux\Céd'\goGUl\S.txt ‘ |

KEY ‘ ‘

35. Se este ultimo passo for feito com sucesso todo o trabalho previamente feito ira ser apresentado com algumas
excecoes (ex. listagem de PIDs em comandos avancgados) de elementos mais volateis de facil acesso.




~na VolatilityGUI - CAUsers\Alexandre\Dropbox\CodigoGUN 3.
File Extract ALL Extract Selected  About
‘Commands Theme

Keyword/Regex Find Find Result Easy Report
] esList [x]
Offsett)  Name PD PPID Thds Hnds Sess Wowtd Start Bt

Oxfffffa8001252040 System 4 0 88 624 02019-05-03 06:32:24 UTC+0000
OxfftffaB0023408a0 smss.exe 68 4 2 2-e 0 2019-05-03 06:32:24 UTC + 0000
OxfffffaB002264550 csrss.exe 360 352 9 363 0 02019-05-03 06:32:34 UTC+0000
OxfffffaB0027d67d0 csrss.exe 408 400 7 162 1 02019-05-03 06:32:35 UTC+0000
OuxfftffaB002b601c0 wininitexe 416 352 3 76 0 02019-05-03 06:32:35 UTC+0000
OxfffffaB002b7 1680 winlogon.exe 444 400 3 111 1 0 2019-05-03 D6:32:35 UTC+0000
OxfftffaB002cE9b30 services.exe 504 416 6 184 0 02019-05-03 06:32:36 UTC+0000
Oxfffffa80027d9b30 Isass.exe 512 416 6 53¢ 0 02019-05-03 06:32:37 UTC+0000
OxffiffaB0027d8110 Ism exe 520 416 10 143 0 02019-05-03 06:32:37 UTC+0000
OxfffffaB0029cd 30 svchost.exe 628 504 9 345 0 02019-05-03 06:32:48 UTC+0000

OxfftfaB002d38b30 VBoxService.ex 688 504 12 135 0 02019-05-03 06:32:48 UTC+0000

Oxfffffa8002a1bb30 swchost.exe 752 504 7 235 0 02019-05-02 18:02:51 UTC+0000
OxfftfaB002dT0650 svchost exe 852 504 22 473 0 02019-05-02 18:02:51 UTC+0000
OxffffaB002dIc 780 svchost.exe 892 504 17 427 0 02019-05-02 18:02:51 UTC+0000
Oxffffa8002dbe9e0 svchost.exe 920 504 29 878 0 02019-05-02 18:02:51 UTC+0000
OxffffaB002e3db30 suchost.exe 400 504 10 281 0 0 2019-05-02 18:02:56 UTC+0000
OxfffffaB002e57890 svchost.exe 1004 504 20 379 0 02019-05-02 18:02:56 UTC+0000
OxfffffaB002dfdab0 spoolsv.exe 1140 504 12 279 0 02019-05-02 18:02:57 UTC+0000

Seguranca dos ficheiros de projeto

36. Ao fechar o software e consultar o ficheiro guardado é possivel verificar que este encontra-se cifrado.

7113 - Bloco de notas -

a X
Ficheiro Editar Formatar Ver Ajuda
mgM1pmesigtozmx8kLe4L2/Cwp7olopcrHyeZW2HYtho2/ewGRaxIL+czawToQ815xa5N50gSNCOoYX+] FX27tOWAWERIOIKT2Ej1LbY2Zfq89VY0p/+84H
QFGoicSDZ81IS8YE9sOYTGQAFIrg721QoDF iXa@CL3pmCNo31u3zzeejBUNDEDNIQCLYSLOXVLMXMHWULGONWYgl+nVey EdUZhHEUINS2G1B7Y3E7Ce/ka
COxDAarsHvm1/8y9QBwprébXaos5VaxyV35x93eKyI1XyMkHR8pqqiHtk3p3SUnSwg6ZhEQU1Tsz0Z1zmVSfelcTwxCOP1kYWbog8aHem/ joTulsTXiHf8G
P8YHVNiLRB1vj1XQAWFgtEWUAEjmYDdgvQlg6cDYIbF IDXSFUQGhbkcbdc@vjG7pL+2CZ454]TZYj7KSB78MumoweIej730Eh3UdCWeOBX1qNdkeQsosg+hF o
6ZEOD0eZVOUMNZ faalBY12XMZZbM6+r05Hy vWEGEMtVA/DpJ2hsZmmsXnfXh6gDF5XyYgnmgIV2KOMI5vApPga1Um97 jdvROoXeUECQDUgOPTZj6EuCXvZ
fow+oaFandofk6z@MQEK+]LuuFopgo9fqrpsik3i/n3FibG+Bbhc/egkx0jxrHoUUSO4mMNOUE+GBLEACXYhdBIZLGE/e2sUqciaIv2zFUPWTNSQ5QANSMrT
L1fomp9taZcWHAU7NULShvMSROWWOhIMIAF z2ubELC90YZ2MrDPFS2xuyQdHQk jDgeNOomy IWIPF+yZNWW8+C65K XMk +VTWOCZq9gAhOmL+e1vgIgPHOEN
2173g+y+yNTngB21Ko1wTrP6ze+WiHf018Q1MOTIFUBBZJCY9ANZNVEMKGO7qtzkg7LgGIbqE+S7LAXNILXAXERWYLOSDGFYeEXNVPZIPIOZNGBIOVr65Yy
dwwiaszIt9EWBhfs93152RG2MY1IRSYACehc5BINNObxXY LvwLQnXM+8YzBCVkFgnmjbKKAriptRoIYFdkx1QfWD6POL+t652f5IwfRUqDEPY6qtFFg33HVEd
141gP01KOL1g/dPSbxf8RHeny FtI7/SquFkvotQ1CNWYUDHONO®VGO2LUATSs2TDelviSEMCGT2Z5 Ky fy Y IsHwptttyC/yhoTvfqysiszj2ondtylur
hk1leaenFuGv+pVvLjZ9QdNuE1XVkQPpiRdvjtmPMBYHpnV2adypxJZP7LY1i3iVzRGmr4e+7wlGniasjo0yoQyImQHgSRCNCQMiG8jzks Fh3AHCYYWpVILT
DYaHMgYGXV3reozCPNvAhdtGsaGdMmWaiUCYyI50C0Q66 IM1Z0WRIKgA+TyrX3pANh1iYyPy 7Hw+yHHNLCNUVL2nRkIkbH11oubeacLrssxkuWnyprckRga
Hat 3A0KNAH1Ei9F IrHEH+CK8w3Uda/ 3fedCeDNCnbtHD30W/ huy8C1Fel/tXGaqdpl5Hwq+g0e TxhQLLAAWUCtbOeYxwP+EqT1uT577XY8pZ0Iqvo+h86X
abUiyGk+xctVISwodKxcBrE2ngxsJIG/oLudbgYU2W3InSPSE1GLQK17ZnK2Dx+q1DX6QkSbkTIFArGSMFQk99/RZifkzZ7QjCyawasxI5qhtAINU2RNCcqS7
PW7vuBAYPdtud3zTEgv5+54jovul 1t245sB9pQILKF jcWy6dpPSscyWd7 sdyprmpuenvyaRLnz+2FKT8mIXhIT1zahyQAar9sSOnFIh1oDRCEGULcfkaBRw
JEMdbdW3f60C706VFxfG36SKDURMKYNj8UqWUMNeDiA256D1CORIzP sKibkhMpqDxf8UoS840d0OX0mlDABgsr70r cziXF+fBkbFm1CIXr5PdtTHajiuod6
rZN70qLIRDhRKGnk++hUL/DUQGAVXUK1iRrV9+0oVndpi6L SLIKGLIWEVAAid8iir c7bHYPGrOp4cKKd38HUTbOtI@+N5pqbCZ601qz8ac FMXKAEZcg1Cq
kfIdPtKy80IvAAEfCNsBglulIC/HqC10t1dKINCAXEGLCYWOBU++6bUupgyUSLOEjBIFFDOj0e7Fn361k5/D/ZXf/yk1dnQgLwNIobpD5jo9set+rfjbBd
$J6ESEVSITUESBSUeMyE7dessnz62Q9ula3 sMwx+ip86jt1toBrPec2ukeKVewc4rK19Z8Pqyty 3yxbbakFXksY8Cz22uT75Y5Fd1vdO+DnVZiW/j7T1PSP

Ln1,Col 1 100%  Windows (CRLF) UTF-8

asen An nrarasen ea ancantra

Easy Report

37. Voltando com o trabalho que foi feito anteriormente ao clicar no botdo Easy Report, este ird abrir uma nova

janela com dezenas de opgdes para contruir um relatdrio. Cada uma destas opgdes contém tooltips com a
informagdo do resultado dessas escolhas.




v EasyReport

/| Image Info

[] Processes
[] Processes w/ Hidden Processes

B OJd [0] 53 @Hot Reload

[] Networking/Connections

[] Virtual Addresses of Registry Hives

[ Users Clipboard
[ Event Hooks
[] USER Object Types

] Message Hooks
[ User Handles
[ User Handle Table API Timers

[] Processes Handles
[ DL List

[] Security Identifiers
[] CMD.EXE Commands

[] Registry Keys
[] Accounts/Domain Credentials
[] Local Security Authority

[ UserAssist Keys [] Desktop Windows

[ Process Privileges [] Shellbags
[] Process Enviorment Privilege ] Application Compatibility Shim Cache [] Malware Find
[] Process Info Verification [] Service SIDs [ services

[] LDR Modules
[C] Memory Pagination [] Master File Table [] API Hooks

[] Interrupt Descriptor Table
[] Global Descriptor Table

[] Internet Explorer History
[] BIOS keystrokes

[ Kernel Drivers [] Artifacts Timeliner O ?Tﬁfdis
[[] System Service Descriptor Table [ Callbac
rivers
[] Drivers IRP

[] Drivers

[] File Scan

[] Mutant Scan

[ symbolic Links

[[] ETHREAD Objects
[] Unloaded Modules

[] Crash Dumps, Hibernation, and Conversion
[ Kernel Timers

[] Sessions Objects

[] Window Stations Objects

[ Desktop Scan

[ Atom Tables

Conclusion

Build Report

Select/Deselect All

Ao selecionar as op¢Oes Processes, DLL List e Malware Find, também é possivel desselecionar a op¢do Conclusion
pois esta demora bastante tempo a ser construida. Depois de ter estas opgbes selecionadas, clicar no botdo Build
Report. Este processo ird comecar a executar passo a passo todos os processos, podendo ser cancelado a
gualquer momento.

Eina L

38.

inct Resu I

B OJ [0 53 @Hot Reload

v EasyReport

/| Image Info
Processes

[] Processes w/ Hidden Processes
[ Processes Handles

[] Users Clipboard
[] Event Hooks

[ USER Object Types
[ Message Hooks

[] Networking/Connections

[] Virtual Addresses of Registry Hives
[ Registry Keys

DLL List [[] Accounts/Domain Credentials [[] User Handles
[] Security Identifiers [ Local Security Authority [] User Handle Table AP Timers
[] CMDEXEC —

[ Process Priv}
[] Process Envf
[] Process Infof

[[] Memory Pa

[] Internet Ex ) ptor Table
1 out of 4 Processes Running Cancel or Table

[] Kernel Dri

[[] system Service Descriptor Table O ga_"bad‘ip

[ Drivers [] Crash Dumps, Hibernation, and Conversion L] Drivers

[] File Scan [ Kernel Timers

[[] Mutant Scan [] Sessions Objects

[[] symbolic Links ] window Stations Objects ] Conclusion

[] ETHREAD Objects [] Desktop Scan

[ Unloaded Modules L] Atom Tables Select/Deselect All Build Report

39. Este processo ao terminar ira automaticamente abrir uma pagina web com as informacdes escolhidas no relatério
com a opg¢ao de chegar rapidamente ao topico pretendido através da NavBar. Ao clicar no topico Malware Find
(Malware->Malware Find) a pagina ird deslocar-se automaticamente para este topico.

Ao abrir uma nova instancia do software a opc¢do Easy Project também é disponibilizada através de um botao.
Este botdo abre uma janela bastante semelhante a anterior, com a diferenca de poder carregar a imagem da
memoria RAM diretamente nesta janela podendo assim obter toda a informacgdo necessaria sem muita

complexidade.

< EasyProject

40.

Fo OJd [O] 53 @Hot Reload

Image:

+| Image Info

[] Processes

[] Processes w/ Hidden Processes
[] Processes Handles

[] DLL List

[] Security Identifiers

[[] CMD.EXE Commands

[ Networking/Connections [] Users Clipboard

[] Event Hooks

[C] USER Object Types

[ Message Hooks

[] User Handles

["] User Handle Table API Timers

[] Virtual Addresses of Registry Hives
[ Registry Keys

[[] Accounts/Domain Credentials

[] Local Security Authority

[ Userassist Keys [] Desktop Windows

[] Process Privileges [ Shellbags
[ Process Enviorment Privilege [ Application Compatibility Shim Cache [] Malware Find
[] Process Info Verification [ service SIDs [] services

[] LDR Modules
[C] Memory Pagination [] Master File Table ] API Hooks

[ internet Explorer History [ Interrupt Descriptor Table
[ BIOS keystrokes [[] Global Descriptor Table

[ kemel Drivers [] Artifacts Timeliner E ?;\fdi

[] System Service Descriptor Table allbacks

(] Drivers [[] Crash Dumps, Hibernation, and Conversion [ Drivers IRP
[ File Scan [] kemel Timers

[] Mutant Scan

[ Symbolic Links

[ ETHREAD Objects
[] Unloaded Modules

[] Sessions Objects

[] Window Stations Objects
] Desktop Scan

[] Atom Tables

Conclusion

Select/Deselect All

Build Report

Forensic Investigation

41. Por ultimo dentro do menu File é possivel encontrar a componente Forensic Investigation (File-> Forensic
Investigation). Ao clicar nesta opgdo, sera aberta uma nova janela, bastante experimental que tenta relacionar os




utilizadores presentes no sistema com os processos executados, possiveis conexdes e a presenca de malware.
Esta funcdo é experimental e podera nao funcionar a 100%.

4 ForensicWindow o [ [0 5 @Hot Reload _ o «

This is a resume of the users and it's launched processes. The red ones could be malware.

User: Administrator

System (4)

| smss.exe (268)

csrss.exe (360)

csrss.exe (408)

wininit.exe (416)

winlogon.exe (444)

services.exe (504)

Isass.exe (512)

Ism exe (520)

svchost.exe (628)

VBoxService.ex (688)

svchost.exe (892)

svchost.exe (920)

spoolsv.exe (1140)

taskhost.exe (1788)

taskhost.exe (1788)

explorer.ex
orer ex

dwm.exe (1896)

dwm.exe (1896)

VBoxTray.exe (1600)

VEBOxTray.exe (1600)

Searchindexer. (2180)

6 WmiPrvSE.exe (2876)

svchost.exe (1820)

User: Guest

User: victim

taskhost.exe (1788)

explorer.exe (1860)

dwm.exe (1896)

VBoxTray.exe (1600)

User: HomeGroupUser$

o

Obrigado pela conclusdo deste pequeno tutorial do software VolatilityGUI, semelhantemente ao proprio Volatility a
Unica limitacdo deste software é o que o utilizador pretenda fazer com ele. Agradeco o tempo dispensado e gostaria
de pedir mais 5mins para preencher o seguinte questionario: https://forms.gle/eaAholL8StcC5xRFs8

Qualquer funcionalidade extra ou em falta podera ser pedida na ultima parte do questionario. Qualquer input é bem-
vindo.

Obrigado, Alexandre Monteiro 2190231 @my.ipleiria.pt
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Volatility v.s. VolatilityGUI — Timed Test

Note: The RAM image will be provided, which is called ‘victim.raw’. The setup for VolGUI and
the Volatility Standalone will also be provided. The maximum time for each task is 5 minutes.
Each task should be replicated with both software’s start always with Volatility. This means
that for each task 2 tests should be done. Basic questions can be asked. The Volatility
framework website will be opened from the start of the test. The time starts after the question

is read.

1.

With the provided image find the "Image local date and time". (Test the basic usage of
each software)

*After this question 3 minutes will be provided to know each software

10.

With any profile on the provided image find the list of processes of the system.

With a profile different from the second task on the provided image find the system
loaded DLLs.

On the results from the third task find the string "SSCORE.DLL".
On the provided image, extract just the DLL file "SSCORE.DLL".

Using the website VirusTotal find if the EXE file from the process 'csrss.exe’, from the
provided image, contains any malware.

Using Yara Rules, on the provided image, write the rule "string" to run on the process
‘csrss.exe’.

On the provided image run the command ‘hashdump'.
On the provided image run the command 'hivedump' on the offset for Security.

Find what command is responsible for "helping to find hidden or injected code/DLLs in
user mode memory".

*Extra question 10 minutes to resolve.

11.

Find, on the provided image, what processes the user 'victim' is responsible for
launching and if any of this software possibly contains malware.
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