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Abstract

Data exchange in health information systems must be carefully planned and needs to be protected from unauthorized access due to
sensibility of stored content. Security aspects like authentication, authorization and encryption must be considered in this context.
The main goal of this article is to present the implementation of security mechanisms to a semantic API that allows data extraction
from a regional health information system designed to create notifications and to follow patients diagnosed with Tuberculosis. Data
semantically tagged will be mapped individually to several access levels. It will be showed how external systems can connect,
authenticate and retrieve only authorized data that are classified in the scope of its maximum access level.
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1. Introduction

The monitoring of clinical data and notification of cases related to Tuberculosis (TB), a bacterial infectious disease
that mainly affects the lungs and still remains as one of the major global health problems [1], is an example that
represents the importance of using information systems in health area. In Brazil, TB cases notification are compulsory
[1] [2]. The patients’ follow-up requires filling several standardized and specific forms usually according to Directly
Observed Treatment Short Course (DOTYS) strategy. The data collected must be inserted, in some cases, in more than
one system, resulting in unnecessary data duplication and difficulties to offer integrated treatment in different health
levels. It is essential to integrate several sources of available data to improve data quality, so that it can be transformed
in knowledge through reducing incompleteness, inconsistency and duplicity.

To achieve better support on decision-making processes, both on operational and administrative levels, health
systems must be able to exchange data. In other words, systems must support interoperability, formally defined as the
capacity of one or more systems exchange data and use it in a transparent way [4]. To do that, there are standards and
protocols that should be used as references. In addition, this concept can be divided, mainly, in two subtypes, such as
functional and semantic interoperability. Functional interoperability is related to a group of rules that must be applied
during the communication process and information exchange between systems. Semantic interoperability, in turn, is
related to preserving the semantic value of a given data to allow information to be correctly understood by another
system or application that was not initially developed for the same purpose [5] using vocabularies defined to specific
domains. The combination of these two types of interoperability can add an essential feature to health information
systems, increase data integration and reduce the duplicity and data heterogeneity.

In this scenario, the World Wide Web Consortium (W3C) plays a significant role by defining standards to be used
on the Semantic Web. The Semantic Web can be defined as an extension of current web aimed to provide a better
information treatment by adding semantic value to data. Through the Semantic Web, it is possible to link content to a
specification provided by ontologies, which can be defined as a formal representation of knowledge in a specific
domain, thus, formulating a rigorous and exhaustive conceptual scheme [6] [7].

However, data exchange in health information systems must be carefully planned and needs to be protected from
unauthorized accesses. Sensitive content that involve identity of individuals or that could harm the rights of privacy
or honor are classified as confidential. Therefore, mechanisms such as data access authorization levels and safe data
transfer should be considered to enhance security in the context of sensitive data exchange between systems.

The main goal of this article is to present the implementation of security mechanisms to an API (Application
Programming Interface) that allows data extraction from a regional health information system used to register and
follow patients diagnosed with Tuberculosis. The API is prepared to semantic interoperability, i.e., is able to send
responses with semantic value added in standardized semantic formats. It will be showed how external systems can
connect, authenticate and retrieve only authorized data that are classified in the scope of the maximum access level
assigned to the external system.

In the next section, the concepts and environments that will be used as references to support the development of
this work will be presented. In the third section, the methodological approach, along with the selected technological
tools will be described. In the fourth section, the results achieved by using the background knowledge and by applying
the proposed methodology will be showed. Finally, expected contributions will be highlighted in the fifth section, as
well as future work.

2. Background
2.1 Security on Semantic Web

The Semantic Web can be considered an evolution or an extension of the current web [8]. Its purpose is to add
semantic value to contents on the web. This is achieved by tagging the content with semantic markups making them
casily accessible by other systems and still remain interpretable by humans through the classical representation of the
current web. Semantic Web allows data interpretation by machines without worrying about its form of representation
[71.

There are some pillars that make up the Semantic Web paradigm: a data model; a query protocol; and a set of
reference vocabularies. Standards preconized by W3C such as Resource Description Framework (RDF,
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https://www.w3.org/RDF/), SPARQL Protocol and RDF Query Language (https://www.w3.org/TR/rdf-sparql-query)
and ontologies are related to these pillars and can provide the ability to add and retrieve semantic value to/from a
dataset. RDF can be defined as a description language and a model for representing and exchanging semantic data on
the web. SPARQL is defined as a language to perform queries over data represented as RDFs. Ontologies are defined
as a formal specification of concepts in a domain of interest [6] [9] used to tag contents on the web that can be
represented by the properties defined in an ontology.

Other protocols, tools and abstract layers also compose the Semantic Web. In the scope of this article, URIs
(Uniform Resource Identifiers), Microdata (https://www.w3.org/TR/microdata/) and layers related to security aspects
were also considered. Ontologies and entities semantically tagged are identified by URIs. Microdata is a technology
that extends HTML attributes to allow semantic markups in web pages. Finally, layers such as Trust and Cryptography
can provide the necessary support and guideline to implement security mechanisms.

Patients related data (personal information, treatment records, etc.) must remain confidential and can be shared
only with authorized systems that meet security requirements. Semantic Web does not provide such implemented
security algorithms, so it must be deployed to the system environment as additional features. Thus, recognizing the
importance of developing standards and tools to enhance security on Semantic Web [10], the establishment of data
access levels, the main goal of this paper, and the protection of confidential data can be included in security related
layers [10].

In this work, sensitive data were protected by exchanging them under an encrypted channel and by developing an
API with authentication and authorization mechanisms to provide access to identified systems and to segment data in
different levels, so that each external system can reach only information that are in the scope of its assigned maximum
access level.

2.2 SisTB

SisTB is a regional web-based system for control of TB patients. Its main functionalities are patients registration
and treatment follow up through DOTS strategy.

This system is part of a computational health ecosystem that consists on a set of integrated systems that aims to do
better management and exchange of information related to TB cases [11]. Additionally, there is a functional and
semantic interoperability architecture that contemplates SisTB, making it able to exchange relevant data with
authorized systems [11]. The HTML pages from SisTB are semantically tagged, allowing data to be extracted on the
fly with content being dynamically generated. Thus, due to these features, SisTB will be the main data source for this
project.

3. Research Methods

The scientific research methodology basis for this work is the Action Research. It is a suitable methodology because
it can be used to deal with quick issues or as an intelligent procedure for dynamic critical thinking through the main
procedure's motivation, that is, to address a specific issue and to create rules for best practice [12]. This strategy is
supported since the project has a practical component, besides the theoretical research development.

3.1 Overview

The novelty of this paper is the establishment of access levels for health data exchange along with a semantic API
based on the Semantic Web paradigm. Through the access levels, it will be possible to segment semantically tagged
content on SisTB to allow access only to specific systems that have an adequate access level. Systems that do not meet
this access level will not be authorized to view the information. Additionally, external systems will be identified and
authenticated through public/private key pairs.

The first step was the evaluation on how semantic interoperability could be achieved through Semantic Web
considering the desired security aspects and existent architecture [11]. Next, the strategy to implement the
authentication mechanism (external system identity validation) was defined, along with the access levels and how
them would be assigned to existing data. Finally, the most suitable technological tools were selected.
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The use of HTTPS protocol is also essential to provide confidentiality over the communication channel that has
been used to exchange sensitive semantic data through the web. Hence, if any messages got intercepted between the
requester and the API, the content will remain protected due to the encryption implemented by the mentioned protocol.

The authentication mechanism will be implemented using a public/private key pair. External systems must send in
their requests to the API a signature generated with a combination of parameters and its private key. When the request
is received, the API will check the signature consistence with the public key previously installed on a repository key.

As part of the strategy, levels were assigned to ontology properties and not directly to the data. By doing that, we
can easily apply the access level to all semantically tagged data with a given ontology. The mapping of properties to
access level will be stored in a relational database so it can be queried to verify each property obtained from a tagged
HTML page. Four access levels were defined and are represented by colors. From lower to higher level, the colors are
respectively: green, yellow, red and black. The green is the lower level and is the default value for all properties.
Yellow is the intermediate level while red represents the higher level. Properties assigned with black level will be
always censured and will not be transferred to the requester. Fig. 1 illustrates these access levels.

Lower level
(default)

Intermediate level

Fig. I - Available Access Levels

3.2 Technological tools

This project was developed using tools that were chosen considering mainly its maturity and compatibility with
Semantic Web resources and with Java programming language. Furthermore, all selected tools are open-source.

The semantic API, including the security layer, was developed using Java, version 8, since there are semantic
frameworks that helps the creation of semantic applications like Apache Jena (https://jena.apache.org/) and Apache
Any23 (https://any23.apache.org/) libraries. The first one provides all interfaces, classes and methods necessary to
work with semantic data in RDF and others semantic formats [13]. The second one is used to extract data from
semantically tagged HTML pages and to transform them into RDF format.

In order to tag HTML pages and to add semantic value to contents, ontologies are strictly necessary. Although
SisTB makes use of a set of ontology, the ontology Person defined by schema.org community
(http://schema.org/Person) was selected to develop a proof of concept regarding the main goal of this project. This is
due to its generic and wide scope of application and its simplicity. In the case of SisTB, patients’ personal data were
tagged using the Person ontology. Microdata was the chosen tool to perform semantic markups on SisTB HTML
pages.

Finally, MySQL (https://www.mysql.com/) relational database was selected to store security metadata (called
security repository) to external systems authentication and authorization.

4. Results

Through the development of an API to SisTB, it is possible to send responses in semantic formats (RDF and JSON-
LD) and implement security aspects, enabling not only the data extraction from semantically tagged HTML pages by
authorized systems, which are segmented in distinct access levels, but also allowing functional and semantic
interoperability to health data related to TB cases. Requesters do not need to know which HTML page contains a
specific data because the API is responsible to mapping URL endpoints to corresponding web pages.

SisTB already has semantic tagging in HTML web pages in sections like patients’ personal data, treatment
information. administrative indicators and others. For the intended proof of concept, the patient’s personal records
section was tagged using Person Ontology from schema.org community.

The data extraction is performed through HTTPS requests using GET method to a desired API endpoint. For
instance, the request should be made to an URL like:
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https://my.domain/sistb-api/semantic/patient/<id>?format=<rdf|json-ld> &signature=<signature>

The value id is a unique identifier for a patient, while format parameter represents the expected format to be
received in the response (RDF or JSON-LD) and signature parameter is related to the authentication mechanism. Fig.
2 shows an overview of the communication flow between the proposed API and external systems.
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Fig. 2 - Communication flow overview

Each external system must have a pair of keys (public and private). They need to include in their requests a signature
build with a combination of parameters and its private key for the purpose of authentication (identity validation).
Despite of not being the preferred mechanism, HTTP basic authorization method, i.e. the inclusion of a pre-shared
username and password in the request header, is supported, since the communication channel is over HTTPS and the
credentials will remain safe.

Once the API receives the request, the security layer will start checking the credentials. If a signature was provided,
it will be validated through the external system public key previously installed on a security repository. In case of
authentication fails, a HTTP response with 401 code (Unauthorized) is sent. Apart from that, the request is processed
and by APL

Using Apache Any23 library, the API extracts the requested data from a HTML page and builds a semantic model
based on RDF which will incorporate the content (represented as properties) semantically tagged and the metadata
that define its meaning. After that, the model will be analyzed by the security layer through Apache Jena library, when
each property will be checked individually to verify if the requester is authorized to retrieve them.

If there is an entry in the security repository related to a property, the access level assigned will be confronted with
the access level allocated to the external system. Otherwise, it will be considered as level green, that represents the
lower access level to which all external systems have access. In case of the system has the equivalent or higher access
level, the property and its value will be included in the model. On the other hand, the property will be censured. In
addition, if a property has a black access level assigned, it will be censured immediately apart of the external system
maximum access level. When a property is censured, it will be still included in the model, but its value will be hidden.

After verifying all properties carefully, the response is sent to the requester over the secure communication channel
in the format informed in the request URL. Fig. 3(a) shows an example of response in JSON-LD format with censorship
for an external system with maximum access level defined as green (lower). Fig. 3(b) shows an example of response
in JSON-LD format without censorship for an external system with access level defined as red (higher). Properties
gender, birthDate, birthPlace have green level assigned. Yellow level was allocated to felephone and address
properties. Finally, givenName property is assigned with red level.
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(a) 1 (B) 1

"@graph" : [{ "@graph™ : [{
naidnr "_:b'&]", "gidn : " :bov,
"@cype" : "http://schema.org/Person”, "@type"” :_"httg:{{schema.oxg{Pexson",
"address" : "INSUFFICIENT ACCESS LEVEL", "address™ : "Rua 105 - RIBEIRAO PRETO - SB",
"birthDate™ : "30/04/2000", "pbirthDate" : "30/04/2000",
"pirthPlace™ : "RIBEIRAC PRETO™, "birthPlace" : "RIBEIRZO PRETO",
"gender" : "Masculino", "gender™ : "Masculino™,
"givenName" : "INSUFFICIENT RCCESS LEVEL"™, "givenName" : "NCME TESTE 10",
"telephone™ : "INSUFFICIENT ACCESS LEVEL"™ "telephone™ : "(16) 1051-0510"

. Pl

"@context™ @ "@context™ @ {
/fomitted content //omitted content

} 1

} 1

Fig. 3 - Semantic response in JSON-LD format with (a) censorship (b) full content

5. Final Considerations

Semantic Web allied to classical technological resources like APIs can empower systems with semantic and
functional interoperability with low cost adaptations. However, regarding the use and exchange of health sensitive
data, additional features must be implemented to ensure security during the communication process.

Therefore, the establishment of data access levels in semantic interoperability is the expected result of this article.
By doing that, besides of security aspects like authenticating external systems to validate identity and the use of
HTTPS protocol to provide confidentiality, is possible to segment data and share it only with entities with a granted
maximum access level. Furthermore, with the purpose of easily assigning access levels to data (also called properties),
all security metadata is stored in a repository. Data can be retrieved from SisTB through semantically tagged HTML
pages. The API is able to send responses in semantic formats, such as RDF and JSON-LD. All data that are not allowed
to be shared will be censured.

As future work, the configuration of a SPARQL endpoint is desired because it can increase possibilities of
interaction with the API, facilitating information attaining regardless of marked up web pages. The development of
an administrative portal to manage security metadata information is also expected.
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