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a b s t r a c t

From agreement problems to replicated software execution, we frequently find scenarios with voting
pools. Unfortunately, Byzantine adversaries can join and collude to distort the results of an election.
We address the problem of detecting these colluders, in scenarios where they repeatedly participate
in voting decisions. We investigate different malicious strategies, such as naïve or colluding attacks,
with fixed identifiers or in whitewashing attacks. Using a graph-theoretic approach, we frame collusion
detection as a problem of identifying maximum independent sets. We then propose several new graph-
based methods and show, via analysis and simulations, their effectiveness and practical applicability for
collusion detection.

© 2011 Elsevier Inc. All rights reserved.
1. Introduction

We often find situations where people vote to decide on some
course of action. Similarly, processes in distributed systems may
also need to vote or compare results for a number of reasons,
ranging from replica management [15] to many agreement prob-
lems [21,13], including replication of software components in
safety-critical systems [22]. By running several replicas written by
different teams and running on different hardware, the likelihood
of correlated failures drops. In [31], the authors propose to use vot-
ing replicas to tolerate not only failures, but actual intrusion by
hackers able to manipulate and even totally control the replica.
In eBay and in other e-commerce sites, we can find recommender
systems where users give feedback to each other, in a process we
can consider as voting [1,29]. The BOINC middleware [2], namely
the SETI@home project, provides another example of voting in dis-
tributed volunteer computing. Workers download workunits from
the BOINC server, compute them, and send their results back. How-
ever, since volunteers are unreliable, the central supervisor assigns
the same workunits to two or more workers. These form voting
pools, which are decided by the central supervisor according to the
majority of results.

Unfortunately, workers may resort to several forms of manip-
ulation to negatively affect the decisions of the voting pools. In
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E-mail addresses: filipius@dei.uc.pt, filipius3@gmail.com (F. Araujo).
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this paper, we tackle the problem of detecting colluding nodes that
jointly sabotage these pools, in BOINC-like scenarios. We assume
that nodes successively gather in different pools to vote. This en-
ables the central supervisor to collect tallies, based on the history
of each node. Additionally, one ormore subsets of the nodes, which
we name ‘‘malicious’’ or ‘‘incorrect’’, may compute wrong results,
and may even collude (i.e., we consider particular cases of Byzan-
tine behaviors [21]).

Some malicious nodes, which we term as ‘‘naïve malicious’’,
act alone, e.g., because they have faulty hardware. Unlike these,
colluder nodes have the ability to communicate using out-of-band
mechanisms, to determine whether or not they should produce
an erroneous result. We consider some different types of these
colluder nodes: some of them always produce wrong results when
they are in majority, while others may betray their peer colluders,
or refrain from cheating, to disguise their behavior from the
central supervisor. Moreover, since it is often impossible to ensure
that each worker presents only one identifier to the system, we
also consider colluder nodes capable of performing whitewashing
attacks [11]. In this case, theymay leave and later rejoin the system
with a fresh identifier, to circumvent blacklists.

In this paper, we propose a number of collusion detection algo-
rithms that aim to uncover malicious nodes. We base these algo-
rithms on a graph defined by the votes that nodes do against each
other, the Votes Against Graph, and on the Maximum Independent
Set Problem (MIS). This will enable the central supervisor to take
corrective measures to ensure validity of results. For example, it
may request additional workers for some possibly incorrect voting
pools.

http://dx.doi.org/10.1016/j.jpdc.2011.06.004
http://www.elsevier.com/locate/jpdc
http://www.elsevier.com/locate/jpdc
mailto:filipius@dei.uc.pt
mailto:filipius3@gmail.com
http://dx.doi.org/10.1016/j.jpdc.2011.06.004
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The main contributions of this paper are the following:

• When correct nodes define the largest plurality, we show
that a MIS can limit the number of correct nodes the central
supervisor considers as malicious, and also gives probabilistic
limits on the number of attacks performed by malicious nodes.
However, since the MIS problem is NP-complete [14], we must
resort to heuristics to detect colluders.

• Hence, we propose a collusion detection algorithm based on
the ‘‘Breadth-First Search’’ (BFS) of the votes against graph. BFS
works very well if malicious nodes never vote against each
other.

• Formore general settings, we propose the ‘‘Against Votes’’ algo-
rithm. One version of this algorithm is resistant to whitewash-
ing attacks.

• We observed experimentally that either malicious nodes
contribute to the community with valid votes, or the central su-
pervisor may eventually spot them. This is a fundamental limi-
tation of malicious nodes also observed in [32].

In Section 2, we present related work. In Section 3, we define
the problem settings. In Section 4, we introduce the sabotage
models we consider in this paper. In Section 5, we theoretically
evaluate the application of the MIS problem to collusion detection.
In Section 6, we present the collusion detection algorithms. In
Section 7, we show the experimental results. Finally, in Section 8,
we conclude the paper.

2. Related work

In this section, we summarize related work concerning detec-
tion of malicious behavior (also sabotage or manipulation) in vot-
ing pool scenarios. In volunteer computing, the sabotage toler-
ance concept was firstly coined by Sarmenta [28], to present tech-
niques that can overcome the presence of malicious volunteers in
the contributors’ set. Early works on sabotage tolerance [28,16,9,2]
assume a basic naïvemodel of saboteurs. Theseworkersmakemis-
takes with some individual sabotage probability, independently of
the behaviors of other nodes. Given these assumptions, majority
voting-based replication [2,28,34] was conceived as a simple but
very effective [20] tool to fight saboteurs. Other more complicated
techniques were devised, including result verification based on
sampling [16,9,40,36] and credibility [28,40,36]. Sampling means
that the trustworthiness of each worker is verified from time to
time, e.g. by administrating them some quizzes or by auditing their
results. In credibility-based schemes, the master observes the be-
havior of workers during the computation and estimates their re-
liability. Kondo et al. [20] proved the effectiveness of replication
in BOINC-like setups, demonstrating that an error rate of 10−2

per project can be achieved, given the real-life observed behavior
of workers. Replication has the big drawback of the computation
cost—each task being scheduled to at least two workers. Sampling
and credibility leave the door open for other attacks: a worker can
behave well for a long period of time in order to gain reputation
and attack after that.

With only naïve saboteurs, Wong [37] exploits the graph of
nodes reflecting how these nodes are linked together in voting
pools. For the naïve model of saboteurs, a detailed discussion can
be found in [8].

More sophisticated malicious behaviors in volunteer comput-
ing were introduced in [30]. Given that some out-of-band com-
munication is enabled between workers, they can collude and
attack in concentration. To detect the colluding behavior, we de-
scribed a statistical tool, which combined with further result au-
dits, removes the negative effects of nodes’ collusion on the global
computation. The collusion problem was also analyzed by [32].
Based on the probability that two nodes are together in the same
majority/minority group of a vote, they arrange the nodes in an
undirected weighted graph and employ a clustering procedure to
partition the graph in a cluster of nodes that correlate highly. This
approach is very effective when the correlation probability of two
nodes is estimated based on more than 10 observations in aver-
age, which might be difficult to attain in practical distributed sys-
tem setups, characterized by a huge number of nodes and a very
low probability that two nodes meet together in more than two
voting pools. Canon et al. [5] evaluate a setting close to our own.
They present two algorithms implementing a dynamicmerge/split
of groups of nodeswith collusion or agreement behavior, given that
workers’ behavior is stationary during their participation in the
system. They conclude that the collusion method is slightly better
than the agreement one, while the agreement one is much simpler
to implement because it does not rely on an external result cer-
tification mechanism. We differentiate from them as in our work
we do not make any assumption about workers’ behavior stability
during their life in the system.

The setting of Fernandez et al. [12] relates to our own, as the
authors consider sets of binary tasks (with 0 or 1 output) controlled
by a master and distributed to workers. They compute upper
bounds for the computational effort of volunteers, given some
limitations on the power of (Byzantine) malicious nodes.

Electronic commerce is another setting that can be modeled
with voting pools (games) and is also subject to manipulation.
Tsvetovat et al. [35] show that coalitions among customers can be
formed to buy many items from the buyer at a lower price and
further, to benefit from this. Anonymous environments (like the
Internet), with the same players bidding in successive voting pools
allow manipulation, which is almost impossible to detect [38].
In combinatorial Internet auctions, the concern was to develop
anonymity-proof interaction protocols [38] or false-name proof
protocols [39]. In our distributed computing setup, we rely on the
standardmaster–worker computationalmodelwith its simple pull
or push scheduling; we differentiate from this huge amount of
literature originating in artificial intelligence as we do not design
the interaction. We search for the manipulation (sabotage) after it
happened and try to limit its effects on the system.

Regarding theMaximum Independent Set problem, we can find
frequent references to its use in settings involving combinatorial
auctions, to demonstrate the complexity of determining bid
winners [26,3].

3. Problem setting

In this paper, we consider a BOINC-like setup [2], comprised of
a central supervisor that owns a set of workunits (or jobs), plus a
fixed set of workers that volunteer to compute these workunits.
To cope with incorrect nodes, the central supervisor creates voting
pools of different nodes computing the same workunit replicas.
Unless stated otherwise, neither do we assume any knowledge
on how the central supervisor assigns nodes to voting pools,
nor we depend on their size. Nevertheless, in Section 7, and
for experimental purposes, we describe how we set these. Each
worker does not participate twice in the same pool, but it can
participate in any two different pools.

Upon construction of a p-nodes pool, workers perform some
computation and produce an outcome (also vote or result) from the
following domain: {1, 2, . . . , p}. All correct nodes pick the same
outcome. Each naïve malicious node picks one different outcome
(and different from any other kind of node). Malicious colluders
can pick any outcome, but different from all the outcomes of
naïve malicious nodes. In this way, we represent naïve malicious
nodes as bogus computers that produce random outputs.

We use majority to set pool decisions as soon as nodes upload
all the results. The most important differences for BOINC starts at
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Fig. 1. Votes against graph.

this point. Given a list of pools, we tackle the problem of classifying
nodes as correct or incorrect, based on the votes they did against
each other. We refer to this as the collusion detection problem, and
we propose several algorithms to solve it in Section 6. We do not
need to wait for all the voting pools, before detecting colluders,
although, in Section 7.3, we show that many algorithms need 30
or more pools per node to produce good results.

After determining which nodes are correct and incorrect,
we have a few different options regarding their voting pools,
like accepting or rejecting initial majority-based decisions, or
requesting for additional workers to confirm results. For instance,
the central supervisor may request additional computation in
pools entirely made of incorrect workers (in the hope of finding
actually correct results), or it can confirm results from workers
it considers as correct, but that have a very short history in the
system. However, this choice comes after the collusion detection
algorithm and does not affect it. For this reason, we do not reassign
workunits in our experiments. In Section 7, we just count the
errors in pools caused or not identified by our collusion detection
mechanisms.

Colluders are able to find each other using out-of-band commu-
nication, but they cannot determine the identifiers of correct nodes
voting with them.

We initially assume a one-to-one relation between identifiers
and workers. However, in many cases, this may be a very
limiting assumption. Therefore, in Section 7, we also consider the
whitewashing attack, where malicious workers may present new
identifiers to the system, over time. This presents an apparently
larger set of workers to the central supervisor.

We argue that the scope of our work may reach other settings
besides BOINC. We cite two cases: one includes voting games
[18,10]. Another related, although different scenarios exist in e-
commerce system (like eBay), where buyers and sellers give grades
to each other after each transaction. In this case, if the buyer has
a positive opinion of the seller, they cast similar votes, whereas
a negative opinion corresponds to casting different votes. One
should note that buyers with contradictory opinions also vote
against each other. Nonetheless, this setting is not exactly the same
as ours, because sellers may also collude.

Based on the sequence of voting pools, we define a ‘‘graph of
votes against’’, G = (V , E), where V is the set of vertices, which we
also call ‘‘workers’’ or ‘‘nodes’’. E is the set of edges of the graph.
Edge Eij connecting nodes Ni,Nj ∈ V exists if and only if Ni and Nj
voted against each other in some voting pool (independently of the
number of workers per voting pools). We draw an example of such
a graph in Fig. 1. In this graph, A has ‘‘votes against’’ B and F . B also
voted against C , etc. However, this graph does not show the notion
of ‘‘defeats’’. A node has a defeat in every voting pool where the
decision is different from its vote. Therefore, this number can vary
between 0 and the number of pools where the node participates.

Finally, we introduce the notion of Maximum Independent Set
(MIS). In a graph, an MIS is amaximal independent set with largest
cardinality [17]. Informally, this is the largest set of vertices from a
graph such that no edge connects two of those vertices.
4. Sabotage model

To characterize erroneous hosts, we initially consider two
models, as we did in [30]: naïve malicious, and colluding malicious.
A naïve malicious node randomly commits mistakes in some
workunits independently of the behavior of other nodes in the
voting pool. This captures software or hardware malfunctions,
e.g., resulting from CPU overclocking [33] or any hardware silent
malfunction, like memory errors [25]. Unlike this, we assume that
colluding nodes introduce the same error only when they are sure
that their sabotage can be successful, because they form amajority
in their voting pool. We further extend this model to take more
voting pools into account.

We denote basic naïve malicious nodes byM1-type. AnM1-type
worker submits bad results with a constant probability, called a
sabotage probability. Sarmenta proposed and studied this model
in [28].

We also consider a predictable kind of saboteur, the M2-type
worker, whichmakes its decisions based on the single specific vot-
ing pool it is in. An M2-type worker will sabotage a result when-
ever M2 nodes form a majority in the voting pool. We assume
that these nodes can communicate using some out-of-band mech-
anism, e.g., social networks in the Internet. We also assume the
worst-case setting, where malicious nodes can determine the size
of their voting pool.

Eq. (1), which we derived from the Hypergeometric distribu-
tion, gives the expected error probability ϵ(f , p, n) forM2 nodes. In
the equation, n is the total number of nodes in the population (cor-
rect and M2-type nodes). Variable p is the voting pool size, which
we consider to be odd. Hence, majority of colluders needs at least
(p+1)/2 votes. Variable f is the fraction ofM2 nodes. We consider
fn ≥ p and (1 − f )n ≥ p.

ϵ(f , p, n) =

p−
j=(p+1)/2


fn
j

 
(1−f )n
p−j




n
p

 . (1)

In our previous work [30], we considered one additional type of
saboteurs deemed M3, mixed malicious colluders, which change
their behavior during their lifetime, either attacking naïvely or
colluding. However, we did not consider this kind of worker in this
paper, because it does not bring any new real behavior. Instead, we
introduce another type of malicious worker, the M4-type, which
can betray its partnering colluders to cover its course of action.
After finding peer colluders and deciding for the sabotage, an M4
node may retreat and vote correctly. This is useful to overcome
collusion detection mechanisms. Hence, we can say thatM4 nodes
take the resistance against collusion detection algorithms a step
further than M2 nodes, because they disguise their behavior even
further, by voting against each other. As we shall see, this causes
widespread failure on some detection algorithms. The cost for
colluders, however, is that they losemuch of their attacking power.

The problem with the M1 up to M4 colluders is that they set
their decision to collude based on the current voting pool alone,
i.e., independently of what they did in past voting pools. Unlike
this, the maliciousM5-type workers only decide to sabotage when
they are sure to be undetectable by an MIS algorithm. To do this,
they must keep a history of past actions. We only implemented
this scheme for 3-node voting pools. If three M5 nodes meet in
the same voting pool, they will always sabotage. A single M5 node
never sabotages. The difficult decision occurs when only two M5
nodes meet in the same voting pool. To tackle this case, each M5
node keeps a set of peers that voted in coalition against correct
nodes. Consider this to be S1 and S2, respectively for nodes N1 and
N2. In the beginning S1 = {N1} and S2 = {N2}. After N1 and N2 vote
against a correct node, we define a new peer set S1 ∪ S2, which
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Table 1
Short description of malicious (also incorrect) nodes.

Name Description

M1 Naïve malicious node
M2 Colluder malicious node
M4 Unreliable colluder malicious, which may betray each other
M5 MIS-resistant colluder malicious

becomes the peer set for all nodes in S1 ∪ S2 (including N1 and
N2). If S1 ∩ S2 ≠ ∅,N1 and N2 cannot sabotage together in the
same voting pool. The previous scheme ensures thatM5 nodes will
always belong to anMIS (given that all the other nodes are correct).
Briefly, the idea of the proof is that the votes against graph is a
tree (possibly a forest). Whatever root we pick for (each one of)
the tree(s), all leafs are M5 nodes. Also, correct and M5 nodes do
not have edges to their own type of nodes. Therefore, M5 nodes
outnumber correct nodes in this graph, thus forming an MIS.

To summarize, we deem as ‘‘correct’’ any node that never
produces a bad result. In general, any other node is ‘‘incorrect’’ or
‘‘malicious’’. M1 are ‘‘naïve’’ malicious, while M2,M4 and M5 are
‘‘colluder’’ malicious. Table 1 shortly describes the colluder nodes
we use throughout this text.

5. Analysis of maximum independent sets for collusion detec-
tion

Consider a votes against graph, like the one of Fig. 1, but with
only three nodes A, B, C , where B and C voted together against
node A. If we do not make any assumptions about malicious nodes,
we can never be certain about which nodes are correct, e.g., A or
B and C . In some distributed environments like BOINC we could
explicitly audit some results. In other settings, like for instance in
some trade, one could also perform similar verifications, but we
are not considering such an option in this paper. Consequently,
unambiguous detection of colluders, for a general votes against
graph is impossible.

Nevertheless, we can still take advantage of one fact to approx-
imate the set of correct nodes: given G = (V , E), the set of cor-
rect workers must necessarily define an independent set H ⊂ V .
If we assume that the largest plurality of nodes that do not vote
against each other is correct, as in the BOINC application of Kondo
et al. [20], the detection of colluded nodes resembles theMIS prob-
lem. However, it is trivial to find exampleswhere the correct nodes
define an MIS, and it is equally trivial to find counter-examples
of this. This raises the question of knowing the precision we can
expect from MIS. We demonstrate two results. Informally, Theo-
rem 5.1 limits the number of correct nodes the central supervi-
sor can misclassify as incorrect. Theorem 5.2 limits the probability
that the central supervisor misclassifies an entire incorrect mali-
cious group as correct.

In what follows, G = (V , E) is the votes against graph, H is the
set of correct nodes, B is the set of incorrect nodes. V = B ∪ H
and B ∩ H = ∅. h = |H|, and b = |B|. This entails that some
malicious adversary controls b malicious nodes and none of the h
correct nodes. We assume that h > b. C ⊆ H is a subset of correct
nodes, and c = |C |.

In Theorem 5.1, we show that MIS can misclassify at most b out
of the h correct nodes, in the hopefully common situation where
correct nodes outnumber incorrect ones.

Theorem 5.1. If h ≥ b, the Maximum Independent Set can exclude
at most b correct nodes.

Proof. Assume that c > b correct nodes do not belong toMIS. Each
one of these c correct nodes must have one or more edges to one
or more of the b malicious nodes in MIS (otherwise they would be
part of MIS). Since c > b, these b nodes must not all belong to MIS,
which is a contradiction, and the theorem follows. �
Fig. 2. Markov chain of the number of different correct nodes.

Now, consider that b malicious nodes voted x times (in x dif-
ferent voting pools) against nodes from H . Since malicious nodes
do not know the identifiers of correct nodes they vote against, the
best they can do is to play their odds: if the central supervisor ran-
domly selects one correct node from H in x different trials (pools),
what is the probability that at most c out of h possible identifiers
exist among the x? Eq. (2) gives the exact value of this probability,
P(x, h, c) [19].

P(x, h, c) =

c−
j=0


h
j

 j−
k=0

(−1)k


j
k

 
j − k
h

x


. (2)

Based on this equation, we show that the probability that MIS
includes all malicious nodes decreases to 0, as they repeatedly vote
against unknown correct nodes. We assume that all correct nodes
are equally likely to participate in any voting pool.

Theorem 5.2. The probability thatMIS includes the set B ofmalicious
nodes, after having x votes against unknown correct nodes decreases
with O

 b
h

x
.

Proof. We start with the assumption that all correct nodes belong
to different voting pools. From Theorem 5.1, if b colluder nodes
vote against c > b (different) correct nodes, one or more of the
b colluder nodes must not belong to MIS. Hence, MIS may only
include the entire set B of colluder nodes if they have votes against
c ≤ b different correct nodes. From Eq. (2):

P(x, h, b) =
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where we can treat α =
∑b

j=0


h
j

 ∑j
k=0


j
k


as a constant,

since b and h are fixed for a given setting.
We now consider the casewhere correct nodes can share voting

pools. This corresponds to run some trials without replacement
of correct nodes, because these cannot participate twice in the
same voting pool. We resort to a Markov chain (refer to Fig. 2) to
confirm the intuition that colluder nodes are more likely to vote
against more than b different correct nodes. State i represents the
case where colluder nodes voted against i different correct nodes.
If the next vote is against one of the previous i correct nodes, the
system stays in state i, otherwise, since the correct node is new,
state changes to i+1. The probability of staying in the same state i is
pi,i; the probability of changing to state i+1 is pi,i+1; pi,i+pi,i+1 = 1.
The final state f = b + 1 is absorbing. It corresponds to the case
where colluder nodes voted against more than their own number
of correct nodes. The probability of reaching the last state from
state i, after x trials, p(x)

i,f , for 0 ≤ i < f , is [4] (for simplicity we
omit the number of correct nodes h from the notation):

p(x)
i,f = pi,ip

(x−1)
i,f + pi,i+1p

(x−1)
i+1,f . (4)
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Note that when we only have one correct node per pool, p(x)
0,f =

1 − P(x, h, b). Since pi,i+1 = 1 − pi,i, and p(x−1)
i,f < p(x−1)

i+1,f , when pi,i
decreases, p(x)

i,f increases. When correct nodes share voting pools,
pi,i is smaller than or equal to the case where they cannot share
voting pools. This results in larger or equal p(x)

i,f for all i, including
p(x)
0,f . Hence, it is less or equally likely that colluder nodes vote

against at most b out of h correct nodes after x trials, and the
theorem follows. �

Note that α
 b
h

x
may be larger than 1, for values of x below

some threshold. Moreover, fraction b/h plays a crucial role on how
fast the probability decreases. For instance, in some of the settings
we test in this paper, b = 200, h = 800. If x ≥ 231, i.e., if the
entire set of malicious nodes votes against 231 or more correct
nodes (without knowing their identifiers), malicious nodes have
more than 0.5 chance of having 201 or more different neighbors
in the votes against graph, because P(230, 800, 200) u 0.47.
Additionally, this probability decreases to 0.41 and 0.35, for x =

232 and x = 233, respectively.

6. Collusion detection algorithms

Unfortunately, computing an MIS is an NP-complete prob-
lem [14]. Consequently, we need to use heuristics to identify ma-
licious nodes. In this section, we present the different methods
evaluated in this study.

6.1. Defeats

The simplest heuristic to determine colluders counts the
number of defeats. One node has a defeat each time the pool
decision, based on the majority, is different from its vote. This
heuristic is specially tailored to detect M2 nodes because these
have no defeats. If only M2 and good nodes exist, as the number
of times nodes participate in voting pools grows to infinity, this
algorithm will reach perfection. Unfortunately, in practice, this
convergence is too slow, and this algorithm shows (predictably)
disappointing results. Therefore, we exclude it from the plots of
Section 7. Especially when the participation of nodes in voting
pools is small, it is likely that many nodes, including correct nodes,
will shownodefeats, thusmaking impossible to distinguish correct
from incorrect nodes.

6.2. Breadth-first search (BFS)

Neither M2-type colluders nor correct nodes do ever vote
against any node of the same type. Therefore, if onlyM2 and correct
nodes exist in a population, we can take advantage of this fact
to spot M2-type colluders. Consider the graph of votes against,
G = (V , E). We can run a breadth-first search [17] (BFS), starting
at some random node to create layers of nodes. BFS has a cost of
O(|V |+|E|) = O(n2), for n = |V | nodes, in theworst case. Consider
the example of Figs. 1 and 3,which respectively showa graphG and
the resulting BFS graph. The latter figure also shows the distance
from the root A (picked randomly) to every single node. Distance is
the number of edges in the shortest path, from the root to a given
node in the BFS graph. Since correct nodes never vote against each
other and neither do M2 nodes, alternate layers of the BFS graph
have different types of nodes: all correct nodes will lie in the odd
(even) layers and all M2 nodes will lie in the even (odd) layer. We
prove this in Theorem 6.1.

Theorem 6.1. Consider the graph G = (V , E) defined as the votes
against graph, such that all nodes in V are either correct nodes or
Fig. 3. Resulting BFS graph.

M2 nodes. If G is connected, the BFS algorithm will find either an odd
distance to all correct nodes and even distance to all M2 nodes, or vice
versa.

Proof. First, assume that the root used in the BFS algorithm is a
correct node. Since the graph is connected, there must be one or
more nodes at a distance 1. Since correct nodes do not vote against
each other, all nodes at distance 1 must be malicious M2 nodes. If,
on the contrary, the root is anM2 node, the same reasoning allows
us to conclude that all nodes at distance 1 are correct nodes. Now,
consider that all nodes at distance d from the root are M2 nodes.
No node at distance d + 1 can be anM2 node, otherwiseM2 nodes
would be voting against each other. If there is any node at distance
d + 1, it must be a correct node. Again, we can use the exact same
reasoning to show that if nodes at distance d are correct, thennodes
at distance d + 1 are necessarilyM2. By induction, we can see that
correct andM2 nodes must alternate and thus keep their parity for
arbitrarily large distances. �

We assume that the majority of nodes is correct [20] and,
therefore, we take as correct the nodes in the most populated
parity layers (even layers in the case of Fig. 3), as well as nodes
without votes against. Also, note that, when G is disconnected,
running BFS multiple times will result in a forest instead of a tree.
Although we apply the same method on each tree, detection of
malicious nodes becomes more difficult, as we show in Section 7.

6.3. Perfect threshold (PT)

This algorithm uses unfair knowledge of which nodes are
correct and which nodes are malicious. It is unfair, because it is
available for the simulator, but it would not be available in real
life. The idea is to sort nodes according to their number of votes
against. Then, based on this order, we set a threshold to separate
correct nodes from malicious ones. Any node with more votes
against than the threshold is a malicious node, and any remaining
ones are correct. To provide an example, consider that we have 31
correct and 13 malicious nodes and that we set the threshold to
be 8. Perfect threshold will consider any node with 8 or less votes
against as correct and any node with more than 8 votes against as
malicious. Now assume that 14 of the 31 correct nodes and 6 of the
13 malicious nodes have 8 or less votes against, whereas 17 of the
31 correct nodes and 7 of the 13malicious nodes havemore than 8
votes against. In this case, the algorithm will incorrectly classify 6
malicious nodes as correct ones and 17 correct nodes as malicious
ones. What we do is to try every number 1, 2, 3, . . . , up to the
highest number of votes against, as the threshold that separates
correct nodes from malicious ones.

One of all possible thresholds will ensure the smallest number
of misclassifications for both correct and malicious nodes (in the
case of a tie we consider the smallest threshold). We call this
algorithm ‘‘Perfect Threshold’’ because no other threshold ensures
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a better separation. One should notice that we resort to omniscient
knowledge about the nodes to achieve this separation, as we must
already know beforehand which nodes are correct and which ones
are malicious.

6.4. MIS-based heuristics: Higher Order (HO) and GMIS

Finding an MIS is an NP-complete problem [14]. Thus, we
should use heuristics to solve it. From [6], we implemented and
used the Higher-Order Ratio Heuristic Algorithm. This algorithm
runs several iterations trying to improve the solution initially
found. The authors do not give a precise limit for the number of
iterations. Hence, we set this number to 70, because this number
is much larger than what the graphs presented in [6] require to
converge, thus offering a safety margin. Although the heuristic
produces valid results in our experiments of Section 7, we could
not reproduce the results for the graph specified in Figure 4 of [6].
(The problem is not related to the number of iterations, as the final
results should emerge on the seventh iteration.)

We used another MIS-based heuristic from Resende et al.,
where they present a Greedy Randomized Adaptive Search
Procedure (GRASP) [27]. The authors implemented and distributed
GRASP in a set of Fortran routines called gmis. We do not include
the results of gmis, because we found it to be orders of magnitude
slower than other heuristics, while achieving results similar to
Higher-Order algorithms in a limited set of experiments.

6.5. K-means

We also use the K -means clustering algorithm [24]. The idea
is to cluster nodes according to their behavior. We use a two-
dimensional space defined by the number of defeats and the
number of votes against each node. The idea of using a clustering
algorithmcomes from the fact that the number of defeats and votes
against define the behavior of a node, and nodes that have similar
behaviors will tend to define groups within this two-dimensional
space. One of the problems of K -means is that the number of
clusters is an input variable. We set this number to 2, since we are
interested in having two clusters: one of correct nodes, the other
of malicious nodes. It is not difficult to anticipate that attaining
such a sharp distinction may be difficult in practice. As we shall
see in Section 7, this is especially true when there are more than
two types of behaviors.

6.6. Against Votes 1 (AV1)

One very simplemechanism to detect colluders uses a counting
of the votes against collected by each node (i.e., edges of G). The
idea is to sort the nodes in descending order by votes against and
start with the node with the largest number of votes against, then
continuing down to the node with fewer votes against (possibly
0). The algorithm classifies any node that has more votes against
than average as a malicious node. Then, whenever it finds a
malicious node, it deletes it from the graph. Although this impacts
the number of votes against of some other nodes (which voted
against the node being deleted), we do not resort the list to reduce
complexity.

The rationale for the algorithm is that even if some correct node
collects many votes against, as we remove malicious nodes acting
against it, its number of edges decreases. Consider Algorithm 1.
G represents graph G as a dictionary, such that g[i] is the set of
nodes that voted against i. For simplicity we do not show any set
to store the nodes we eliminate in the process. The complexity of
this algorithm isO(m+n log n), form edges and nnodes. The n log n
part is the sorting cost.
Algorithm 1 The Against Votes Algorithm 1
totalvotesagainst = sum of all set sizes in g
sort g in decreasing order of set sizes
for all nodes of g in the decreasing order do

avg = totalvotesagainst/nbr. of nodes in g
if votes against of node > avg then

totalvotesagainst − = 2× set size of the node {Edges are
bidirectional}
Remove node from g

end if
end for

6.7. Against Votes 2 (AV2)

In a whitewashing attack [11], malicious nodes may trivially
change their identifiers. None of the previous algorithms can
cope with this situation. In this variant of the Against Votes
algorithm, we consider the votes against graph, G, but instead of
using absolute numbers of votes, we make this number relative
to the participation of the node in voting pools. More precisely,
we consider the ratio between the number of nodes i votes
against and the number of participations of i in voting pools. In
this way, a node that sabotages only once, but participates in a
small number of pools has a large ratio. We call this the ‘‘Against
Votes 2’’ (AV2) and show it in Algorithm 2. Recomputation of the
variable sumratios, which replaces the totalvotesagainst
in Algorithm 1 is slightly different. Fortunately, this involves only
the edges of i: for each edge of i, we subtract 1/participations of
i and subtract 1/participations of the node in the other end of the
edge.

Algorithm 2 The Against Votes Algorithm 2 (AV2)
sumratios= sum for all nodes i of votes against i/participations
of i
sort g in decreasing order of set sizes
for all nodes of g in the decreasing order do

voteratio = votes against i/participations of i
avg = sumratios/nbr. of nodes in g
if voteratio > avg then

Recompute sumratios {Only involves edges with i}
Remove node from g

end if
end for

7. Experiments

7.1. Experimental settings

In our experiments, we randomly assign 3 different nodes
to each voting pool. All nodes have the same probability of
participating in a given voting pool. Assignment of nodes to one
voting pool is independent from the remaining voting pools. Then,
we went through the following steps: (i) simulate a variable
number of voting pools and set their decision according to the
majority of results (this can be a no-decision if no majority exists),
(ii) use one of the heuristics described before to classify nodes as
correct or incorrect; (iii) based on the previous division, we go
again through each 3-node voting pool, either accepting it, if at
least one (considered to be) correct node supported the decision, or
discarding it otherwise. If we decide to accept a voting pool with an
incorrect decision, we consider it as a false positive. If we discard a
voting pool with a correct decision, we count a false negative. Note
that in the simulationwe can always tell whether the final decision
of a voting pool was correct or not.
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Fig. 4. Percentage of false positive pools for 20% ofM2 .

Fig. 5. Percentage of false negative pools for 20% ofM2 .

To simulate the voting pools (step i), we used a Java program.
The program receives as arguments the number of nodes of each
type that should exist, e.g., 20% ofM2 nodes. To generate the voting
pools and the votes themselveswe used the JavaMersenne Twister
implementation in the Colt Distribution [7]. In our simulations
M1-type nodes produce a faulty result with 30% probability. After
deciding for the collusion, M4-type nodes keep their sabotage 50%
of the time. In the remaining 50% they betray their peer colluders.
We used 1000 different nodes, except when stated otherwise.
Our plots show averages of 30 independent runs. Error bars show
standard deviations.

7.2. Results

M2-type workers. We start with scenarios that only contain correct
workers andM2-type colluders.We first used 5% of colluder nodes,
and then raised this number to 20%. We only show results for
the latter, as it is a much greater challenge for algorithms, which
invariably have worse results (for instance, more false positives
and/or false negatives). Figs. 4 and 5, respectively show false
positives and false negatives for the different algorithms. For the
x-axis of the plots, we use the average number of pools where
each node participated. For example, average 30 pools per node,
for 1000 nodes, means an overall 1000/3 × 30 = 10,000 voting
pools. We use proportions in the false negatives and positives
to enable comparisons for all numbers of voting pools. The plots
reveal that all algorithms have nearly no false negatives, but many
false positives. This means that they classifymanymalicious nodes
as correct, especially when the number of times these nodes vote
is very small.

Most algorithms show fair or poor results for a small number
of pools, but improve quickly as this number grows. The case of
the Perfect Threshold algorithm is interesting. For only a few votes
against, when the number of pools is small, it manages to identify
all malicious nodes (unfortunately including the correct nodes that
Fig. 6. False positives for 20% ofM1 and 20% ofM2 .

Fig. 7. False negatives for 20% ofM1 and 20% ofM2 .

voted against them in a group). This will always invalidate voting
pools with incorrect results. As the number of pools increases
this trivial identification becomes more difficult. In fact, despite
using a priori (unfair) knowledge of which nodes are correct and
which are malicious, the Perfect Threshold algorithm is not the
best. Standard deviation in the false negatives is quite large in
some cases, especially in the K -means algorithm, not only in this
scenario, but also in settings we show ahead with other colluders
(e.g., M5). This results from misclassification of correct nodes,
which is usually low, but has a few outliers causing a much larger
number of false negatives. For example in the 30 runs of the 6
different numbers of pools per node, K -means resulted in more
than 2% false negatives 3 times (in 180).

One word about the BFS method, which shows poor results
when the number of pools per node is very small. In fact, since
BFS misclassifies nearly all M2 malicious nodes, the false positives
will depend on simple majority-based decisions. Hence, we can
compare this to the prediction of Eq. (1): ϵ(0.2, 3, 1000) u 10.37%.
This is close to the average number of false positive pools we
obtained (104 in 1000 pools). As we mentioned in Section 6.2,
this results from a disconnected graph G, where malicious nodes
have small majorities (e.g., 2-against-1). Another observation is
that the Higher-Order yields very good results. This is a supporting
evidence for the case that a connection exists between the MIS
problem and collusion detection. Unfortunately, MIS algorithms
are not very effective when the available number of contradictory
votes is very small. The reason is easy to explain: colluders
successfully act independently from each other only once (thus
they manage to define small winning pluralities, just like in the
BFS failures).
M1 plus M2-type workers. An experiment of Kondo et al. [20],
measured the number of nodes that send bad results at least once
around 35%. In Figs. 6 and 7, we depict the experiments for a
mixture of malicious nodes near this figure: 20% are M1 and 20%
are M2 nodes. If we compare Fig. 6 to Fig. 4, we can observe
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Fig. 8. False positives for 20% ofM4-type workers.

Fig. 9. False negatives for 20% ofM4-type workers.

that results for K -means and BFS degrade much more than for
remaining algorithms. Moreover, false negatives do not converge
to 0% inmost algorithms. This happens because collusion detection
algorithms classify many correct nodes as incorrect, due to the
large number of votes against they have. As a result, even when
correct nodes do the same vote as incorrect nodes in the same pool,
the pool is discarded.

The problem with K -means has to do with the argument it
receives specifying the number of clusters it should form. In this
case, we have three kinds of workers, namely correct, naïve, and
colluding. As we cannot anticipate the number of clusters, we form
only two (correct and incorrect). Consequently, classification of K -
means deteriorates. On the other hand, BFS starts to fail, because
we no longer have the ideal pattern of Fig. 3, where correct and
malicious nodes stay in alternate layers.M1 nodes voting according
to a random pattern, can also vote against M2-type nodes, thus
disrupting BFS. Regarding false negatives, BFS initially shows large
values, which decrease with the number of pools per node. This
happens, because BFS classifies all nodes as correct. In this way, it
will accept all pools even bad ones. The same is true for K -means.
As it classifies almost all nodes as correct, no correct pools are
discarded (and conversely, many false positives exist).

M4-type workers. We also tried using 20% of unreliable malicious
nodes, as we show in Figs. 8 and 9. Since only two types of workers
exist, once again, the K -means heuristic achieves reasonable
results, slightly worse than MIS and perfect threshold algorithms.
Again, BFS is strongly affected by malicious nodes voting against
each other. For most algorithms, the overall number of false
positives is smaller than in previous settings, because there are also
fewer successful sabotages, due to the very nature of unreliable,
M4-type colluders. The false negatives plot is especially high for the
BFS heuristics. Since the false positive number is also quite high,
this means that this heuristic erroneously swaps the classification
of many nodes.
Fig. 10. False positives for 20% ofM5-type workers.

Fig. 11. False negatives for 20% ofM5-type workers.

M5-type workers. Figs. 10 and 11 show results in a setting with 20%
of M5-type colluders. These results are quite interesting as they
show that all the algorithms we tried are pretty much powerless
against this type of collusion. A possibleway of deterring the action
of M5-type colluders would be to make the size of the voting
pools unknown. If colluders know this size, their most important
limitation comes from their own number. For instance, as we have
200 colluders, they sabotage in less than 200 occasions, as we
mentioned in Section 4, plus all the times they are alone in a voting
pool. From the Hypergeometric distribution, this latter number
gives approximately 0.79% of the times, which we can see as the
limit in the plot of Fig. 10. To better understand this, note that we
start with 1000 pools (3 pools per node) and end with 100,000
(300 pools per node). In the former case, (less than) 200 possible
collusions add a lot to the 0.79% of the pools, while in the latter
case, the extra 200 collusions have a negligible effect. The number
of false negatives is always relatively small and results from correct
nodes that algorithms take as incorrect, as a consequence of their
votes against the majorities of colluder nodes. The behavior of HO,
AV1 and AV2 is similar in these plots.

7.3. Evaluation of the algorithms

When we look at the overall results, several algorithms show
good performance: Perfect Threshold, Against Votes, and Higher-
Order. K -means is slightly worse when only two classes of nodes
exist and very bad otherwise. Other clustering algorithms that do
not depend on a priori knowledge of the number of clusters might
be a possibility here [23]. BFS depends on the absence of against
votes among malicious nodes. Finally, we should restate that the
Perfect Threshold algorithm uses information that is not available
in practice: it needs to be aware of which nodes are malicious to
make a decision.

To distinguish the best algorithms, we ran a larger set of tests
with 10000, 20000 and 30000 nodes. This is more appropriate for
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Table 2
Avg. 30 pools per nodes for 20%M1 plus 20%M2-type nodes.

Nodes HO AV1 AV2

False positives (%)

10000 0.13 ± 0.03 0.23 ± 0.04 0.16 ± 0.03
20000 0.13 ± 0.02 0.23 ± 0.02 0.16 ± 0.02
30000 0.13 ± 0.01 0.23 ± 0.02 0.16 ± 0.02

False negatives (%)

10000 2.95 ± 0.06 6.04 ± 0.17 5.12 ± 0.14
20000 2.98 ± 0.06 5.99 ± 0.10 5.14 ± 0.12
30000 2.98 ± 0.04 6.01 ± 0.08 5.10 ± 0.06

Time (s)

10000 70 ± 4.06 2.13 ± 0.16 1.94 ± 0.19
20000 338 ± 18.31 5.55 ± 0.52 3.69 ± 0.18
30000 900 ± 35.98 20.63 ± 1.10 5.67 ± 0.30

relatively small BOINC projects. Based on our previous plots, we
used 30 pools per node, as this is often the threshold between poor
and good results for some algorithms. We also added execution
time of the algorithms to the evaluation.We implemented Higher-
Order and Against Votes in Python. In Table 2, we show the
percentage of false positives, false negatives, and the execution
time in seconds on a computer with a 2.4 GHz Intel Core i5 CPU.
We show results, in the form average ± standard deviation, for
30 runs. Up to 30,000 nodes, results of these three algorithms are
pretty similar to what we get with only 1000 nodes. To see this,
compare the number of false positives and negatives to those of
Figs. 6 and7. For this average number of pools per node, theHigher-
Order shows the best number of false negative pools. On the other
hand, its execution time grows significantly for larger sets of voter
nodes. This might be a problem for very large projects. Another
disadvantage of Higher-Order is that it requires a configuration
parameter and [6] makes no recommendation on how to set it.
In summary, if enough time is available, and for scenarios where
nodes have nearly equal participation in the voting pools, the
Higher-Order algorithm is better than the Against Votes approach.

7.4. Gain of the colluders

We assume that colluders would like to sabotage as much
as possible, such that any result they produce is wrong. A good
scenario for colluders occurs if the central supervisor swaps their
classification against a number of correct nodes. In this case, the
central supervisormay endupdiscarding good computation (many
false negatives) for bad computation (many false positives).

On the other hand, if the central supervisor manages to
refrain colluders from sabotaging, they may actually perform
useful work. To assess this, we define a ratio between votes the
central supervisor discards and colluder votes. We call this ratio
‘‘gain of the colluders’’. This assumes that each vote amounts
to approximately the same quantity of work. Note that each
time the central supervisor discards a p-node voting pool, it
immediately discards p votes. Whenever this ratio is below 1,
colluders are actual contributors to the community, for example to
the computation effort. For the 30000 node experiment, the ratio
between votes discarded and colluder votes ranges between 33%
and 40%, for the Higher-Order, AV1 and AV2 algorithms. Note also
that the number of false positives is very small. We omit further
results as they are consistently good for most algorithms, but this
ratio can be even lower in many other settings. For instance, M4
nodes usually achieve very low gains in the range 5%–20%. So we
can conclude that colluders are actual contributors, asmost of their
results are valid.

Despite these interesting results, colluders may find their effort
worthwhile if they manage to sabotage a few crucial results (i.e.,
Fig. 12. Percentage of false positive pools in the whitewashing attack.

Fig. 13. Percentage of false negative pools in the whitewashing attack.

they may accept low gains). Whether or not they find their real
gain in the results they sabotage (the false positives), is something
that depends on the scenario and that we cannot assess here.

7.5. Further improvements

Some of the collusion detection algorithms we propose achieve
a small number of false positives, in the range 0.1%–0.2%.
Nevertheless, we recognize that it is very important to decrease
this number even further. For this, we may complement our own
collusion detection algorithms with other mechanisms. Although
we do not explicitly explore this possibility here, one of the
simplest possibilities could be to use some auditing mechanism.
For instance, in pools with nodes that are likely to be incorrect,
the central supervisor may use a few more worker nodes for
verification purposes. This trades more redundancy for fewer false
positives. We believe that this raises the interesting research
question of determining the overhead necessary to achieve a given
number of false positives under the presence of colluders, pretty
much as Sarmenta did in his seminalwork [28], for simplemajority
voting.

7.6. The whitewashing attack: anonymous malicious nodes

When nodes have fixed identifiers, a few collusion detection
algorithms are quite effective. Unfortunately, enforcing this
property may be impossible in most real settings. In this case,
the same malicious nodes can change identifiers over time, thus
distorting their real proportion in the votes against graph. This
is the whitewashing attack [11]. The problem for MIS-based
heuristics or for AV1 lies in the fact that correct nodes can
become a minority, thus undermining the basic assumptions of
Theorems 5.1 and 5.2. Algorithm AV2 tackles precisely this case,
by penalizing nodes with a small number of participations. We
depict the number of false positives and negatives in Figs. 12 and
13, respectively. There are 20% of malicious M2 nodes that change
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identifiers after each sabotage (attack). Results are quite bad in
general, with the exception of the AV2 algorithm. Unlike most
previous cases, the gain of colluders is quite large in these cases.
For an average of 300 pools per node, we achieve a gain around 2.5
for HO and AV1, a clear indication that malicious nodes often pass
undetected and hold someone else accountable. AV2 achieves a
better result of 0.5. In the future, it might be interesting to evaluate
scenarios where even the set of correct nodes changes quickly.

8. Conclusions

In this paper, we evaluated mechanisms to detect colluding
nodes in repeating voting pools.Weproposed several algorithms to
detect collusion in these voting pools, namely breadth-first search
(BFS), against votes (AV1) and heuristics based on the maximum
independent set (MIS). We showed the strong and weak points of
these, and a few more algorithms; AV1 and MIS-based algorithms
perform very well in settings where nodes have similar rates of
participation and cannot present multiple identifiers to the central
supervisor.

However, these algorithms are completely powerless if nodes
can change their identifiers to performwhitewashing attacks. This
motivated us to develop a variant of AV1, called AV2. The latter
considers the fraction of votes against over the number of times
of participation, instead of simply counting the votes against. AV2
shows promising results, for the relatively low computational cost
of O(m + n log n), where m is the number of edges in the votes
against graph and n is the number of different existing identifiers.

Based on the theoretical results and on the simulations, we
can conclude that graph-based approaches, and, in particular,
heuristics for the Maximum Independent Set problem, can
effectively detect (and thus deter) attacks for the types of colluder
nodes we evaluated.
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