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Abstract

Security analysts at the host organisation rely on separate platforms for infrastructure
management, log source monitoring, vulnerability scanning, email monitoring, and
identity verification. Switching between these tools delays investigations and leaves
processes such as monthly reporting dependent on manual procedures.

USO API is a custom Splunk search command that lets analysts query six oper-
ational data domains directly from Splunk’s search interface. Built on a modular
architecture, the command is organised into six modules covering managed hosts,
vulnerabilities, Splunk health, database connectivity, email processing, and identity
records. A centralised tabbed dashboard consolidates every module into a single
view. Three companion subsystems extend the solution: one automates compliance
reporting with automatic retries on failure; another supports low-noise infrastructure
diagnostics through historical baseline comparison; a third adds a privacy-monitoring
extension that scans indexed data for personal information.

The project shows that a single Splunk search command can give a small secu-
rity team direct access to five external platforms and one internal data consolidation
layer without deploying additional middleware or monitoring infrastructure. The
project yields three core transferable engineering contributions, validated within the
Splunk environment: a SIEM-centric integration pattern for unified infrastructure
querying, a multi-level priority architecture for efficient dashboard loading with
staggered searches, and a historical-baseline diagnostics approach that maintained
low-noise monitoring whilst reducing reliance on manual calibration. A secondary
engineering contribution extends the same platform with a high-throughput pattern-
scanning approach for Personally Identifiable Information (PII) detection within a
Security Information and Event Management (SIEM) pipeline.

Keywords: SIEM, Splunk, Custom Search Command, Infrastructure Integration,

Anomaly Detection, Compliance Automation, PII Detection.
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Resumo

Os analistas de seguranca da entidade de acolhimento recorrem a plataformas distin-
tas para gestdo de infraestrutura, monitorizagdo de logs, andlise de vulnerabilidades,
monitoriza¢do de correio eletrénico e verificacdo de identidades. A alternadncia entre
estas ferramentas atrasa as investigagdes e torna processos como relatérios mensais
dependentes de procedimentos manuais.

O USO API é um comando de pesquisa Splunk personalizado que permite consul-
tar seis dominios operacionais de dados diretamente a partir da interface de pesquisa
do Splunk. Assente numa arquitetura modular, o comando estd organizado em seis
modulos que abrangem maquinas geridas, vulnerabilidades, instancias Splunk, conec-
tividade a bases de dados, processamento de correio eletrénico e registos de identi-
dade. Um painel centralizado com separadores retine todos os médulos numa vista
tnica. Trés subsistemas complementares estendem a solugdo: o primeiro automatiza
relatérios de conformidade com repetigdo automatica em caso de falha; o segundo
suporta diagndsticos de infraestrutura com baixo ruido através de comparagdo com
histérico; o terceiro acrescenta uma extensdo de monitorizagdo de privacidade que de-
teta dados pessoais em contetidos indexados.

O projeto mostra que um tnico comando de pesquisa Splunk permite a uma
equipa de seguranga de pequena dimensdo aceder diretamente a cinco plataformas
externas e uma camada de consolidacdo de dados internos sem recorrer a software
intermedidrio ou a infraestruturas de monitorizacao adicionais. Do trabalho resultam
trés contribuic¢des centrais de engenharia transferiveis, validadas no ambiente Splunk:
um padrao de integragdo centrado no SIEM para consulta unificada de infraestrutura,
uma arquitetura de prioridades multinivel para carregamento eficiente de painéis com
pesquisas faseadas, e uma abordagem de diagnéstico baseada em histérico que man-
teve monitorizacdo com baixo ruido e reduziu a dependéncia de calibracdo manual.
Uma contribui¢do de engenharia secunddria estende a mesma plataforma com uma
abordagem de andlise intensiva de padrdes para detecdo de Personally Identifiable
Information (PII) num pipeline Security Information and Event Management (SIEM).

Palavras-Chave: SIEM, Splunk, Comando de Pesquisa Personalizado, Integragado de In-
fraestrutura, Detecdo de Anomalias, Automacio de Conformidade, Detecdo de Dados
Pessoais.
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Introduction

1.1 Context and Motivation

Security operations within large telecommunications providers involve managing a
substantial and heterogeneous infrastructure. At the host organisation, the cyberse-
curity operations team is responsible for maintaining the security posture of servers,
network devices, and applications that support both internal operations and customer-
facing services. This responsibility spans vulnerability management, log collection,
compliance monitoring, and incident response, in an environment where the threat
landscape requires continuous adaptation and visibility across all infrastructure layers
(ENISA, 2024).

The team’s primary operational platform is Splunk Enterprise, deployed as a search
head cluster to handle the volume and variety of security data. The production estate
comprises approximately 20 Splunk instances, including log collectors, indexers, and a
search-head cluster, supported by dedicated deployment-server and cluster-manager
roles’. Splunk is the central repository for security events, infrastructure logs, and op-
erational metrics. However, not all relevant information resides within Splunk. Infras-
tructure details are managed through platforms like Red Hat Satellite, automation is
orchestrated via Ansible Automation Platform, and vulnerability data originates from
dedicated scanning tools. Each of these systems has its own interface and query mech-
anisms.

This fragmentation creates friction in daily operations. An analyst investigating
an alert may need to check the host’s patch status in Satellite, verify its configuration
through Ansible, and correlate this with vulnerability scan results, all whilst the pri-
mary investigation occurs in Splunk. Context switching between these tools slows re-
sponse times and increases the cognitive load on analysts (Tilbury et al., 2024).

The motivation for this project arose from an analysis of operational workflows
within the cybersecurity operations team aimed at reducing this operational friction.

1 Specific node counts for each role are anonymised in this work to maintain infrastructure confidentiality.
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The project began as a dashboard to bring infrastructure visibility into Splunk. As
the project developed, the scope broadened to include automation of manual report-
ing workflows that consumed approximately one hour each month. Subsequent op-
erational analysis led to a third focus area: infrastructure health diagnostics, which
automates the detection of anomalies in log sources, search health, and data pipeline
consistency. Throughout the project, the primary thesis thread remained unified ob-
servability within Splunk; the compliance report pipeline and later PII capability are
presented as secondary operational extensions built alongside that core contribution.

1.2 Problem Statement

The core problem this project addresses is the operational inefficiency caused by tool
fragmentation in security operations. Analysts must interact with multiple platforms
to gather the information needed for routine tasks, and certain workflows require man-
ual intervention that could be automated.

Specifically, the project targets three related challenges. First, infrastructure visi-
bility is scattered across systems that do not integrate natively with the SIEM system.
Querying host status, disk usage, or pending updates requires leaving Splunk and ac-
cessing separate administrative interfaces. The same fragmentation affects database
connectivity monitoring and email ingestion pipelines, whose health is observable only
through their respective management consoles.

Second, monthly compliance reporting involves a repetitive and error-prone man-
ual process. Data must be extracted from Splunk, reformatted to match partner spec-
ifications, and uploaded to external servers. This process takes place under deadline
pressure, and failures due to network issues or data problems require immediate atten-
tion to avoid missing delivery windows.

Third, infrastructure health monitoring relies on manual, ad-hoc checks. Determin-
ing whether log sources are reporting correctly, whether scheduled searches complete
within acceptable timeframes, or whether data stores approach capacity limits requires
individual verification across multiple interfaces. Without automated baselines, degra-
dation in these areas can go unnoticed until it affects downstream operations.

The project scope is deliberately bounded to querying and visibility rather than re-
sponse automation. It does not implement real-time streaming ingestion, automated
remediation, or machine learning-based detection; these capabilities fall within the do-
main of Security Orchestration, Automation, and Response (SOAR) platforms, which
are complementary to rather than replaced by this work. The system also targets a
single team’s workflows within the host organisation’s cybersecurity unit and does not
address multi-tenant deployment scenarios.
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1.3 Research Questions and Objectives

The challenges identified in Section 1.2 give rise to three research questions. Each tar-
gets a measurable aspect of the proposed solution and defines criteria against which
Chapter 6 evaluates the outcome.

RQ1: To what extent does a unified SIEM query interface for heterogeneous infrastructure
systems reduce context-switching in security operations workflows?
Success criterion: analysts complete representative tasks (host investigation, vul-
nerability triage, pipeline health checks) without leaving the SIEM, reducing the
operational context switches required—from an SSH terminal on the Ansible
host, several Splunk dashboards, the Satellite web interface, and selected sup-
porting portals—to one unified Splunk workflow.

RQ2: Can a multi-level priority architecture keep time to first usable active-tab dashboard con-
tent below 20 seconds during routine production use?
Success criterion: observed time to first usable active-tab dashboard content at
or below 20 seconds during routine production use after priority-based search
scheduling is applied.

RQ3: Can historical-baseline diagnostics support low-noise infrastructure health monitoring
whilst reducing manual threshold calibration?
Success criterion: historical baselines accommodate natural variance in produc-
tion diagnostics telemetry without generating spurious alerts over a sustained
monitoring period. Comparative performance against static threshold alerting
is treated as a qualitative discussion only, since no controlled experiment was
conducted within the project timeline.

To investigate them, the project pursues three complementary goals: unified ob-
servability, fault-tolerant automation, and proactive infrastructure health monitoring.
These goals are not weighted equally within the project. The primary contribution is
the unified observability framework inside Splunk, evaluated through RQ1 and RQ2
and extended by the diagnostics work in RQ3. The compliance report pipeline and the
PII capability are secondary operational extensions that broaden the platform’s prac-
tical value without displacing that central observability focus. The first goal centres
on a dashboard that consolidates data from the organisation’s SIEM platform, infras-
tructure management systems such as Ansible Automation Platform, and vulnerability
scanning tools. This unified view presents infrastructure health, security events, and
compliance status within a single application.

The second goal addresses the manual compliance reporting described in Sec-
tion 1.2. A dedicated compliance report pipeline automates extraction, transformation,
and secure delivery, with fault tolerance mechanisms to handle transient failures
without human intervention.

The third goal targets proactive infrastructure health monitoring. A diagnostics
subsystem automates checks on log sources, scheduled searches, and data stores
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through alert actions that compare current metrics against historical baselines.

A modular integration framework, referred to as USO API?, supports the first two
goals by giving analysts a single interface for querying external systems from within
Splunk searches, hiding authentication and protocol complexity from end users. The
diagnostics subsystem extends this observability focus as an independent Technology
Add-on, whilst the compliance report pipeline follows the same deployment pattern
as an adjacent operational extension.

1.4 Methodology

This project adopts Design Science Research (DSR) as its methodological framework
(Hevner et al., 2004). DSR suits information systems projects whose primary output is
a purposeful artefact evaluated against defined objectives (Peffers et al., 2007; Wieringa,
2014). The six-phase process model proposed by Peffers et al. (2007) structures the
project; Table 6.1 in Chapter 6 maps each phase to its corresponding chapter.

The project followed an iterative, requirements-driven development approach (Lar-
man et al., 2003), proceeding incrementally in response to concrete operational needs
rather than from a complete upfront specification. Initial requirements gathering, con-
ducted through ongoing discussions with the cybersecurity operations team, focused
on identifying workflow pain points through direct operational analysis. These discus-
sions revealed the key sources of friction: the need to switch between Splunk and other
administrative tools, and the time spent on manual reporting tasks. From this analy-
sis, a clear priority was established: consolidate infrastructure visibility into a Splunk
dashboard.

Development began with the integration framework. Before building dashboard vi-
sualisations, there needed to be a mechanism for Splunk queries to retrieve data from
external systems. This led to the design of USO API, a custom search command that ab-
stracts connections to Ansible, Red Hat Satellite, and other sources. The framework was
built incrementally, adding support for each data source as dashboard requirements
demanded it.

Once the framework was in place, attention turned to the dashboard. Panels were
added iteratively, starting with basic host status information and expanding to include
vulnerability summaries, work order tracking, and automation monitoring. User feed-
back from team members guided decisions about which metrics to display and how to
organise the interface.

Beyond the dashboard, two subsystems addressed distinct operational needs. The
compliance report pipeline, driven by an immediate need to automate monthly compli-
ance reports, gained its fault-tolerance features (retry logic and data validation) after

24USO API” is an anonymised label used throughout this project report. The term “API” designates
the component’s architectural role: an operational abstraction layer exposing a uniform programmatic
interface to heterogeneous backends, invoked through Splunk’s custom search command mechanism
rather than through a network service endpoint.
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early versions encountered the kinds of temporary failures that occur in production
environments. The diagnostics subsystem arose from the recognition that infrastruc-
ture health checks were performed manually and inconsistently, and its modular archi-
tecture allows individual diagnostic checks to be added incrementally as monitoring
needs are identified.

Throughout development, testing occurred in a dedicated Splunk development in-
stance before changes were deployed to production. Validation initially adopted a
production-centric strategy, with reliability verified through user acceptance testing
and continuous monitoring of real-world usage patterns. As the codebase matured, an
automated test suite spanning all three subsystems was added across the core USO API,
diagnostics subsystem, and PII detection tool, covering action parsing, module dis-
patch, credential management, notification delivery, and PII detector validation. These
tests must pass before changes are submitted for production deployment. The testing
approach is discussed in detail in Chapter 6.

1.5 Project Structure

The remainder of this project is organised as follows:

Chapter 2: Background and Related Work surveys the theoretical foundations and
related tools, identifying gaps in current solutions that motivate the contributions pre-
sented in subsequent chapters.

Chapter 3: Requirements Analysis defines the functional, non-functional, and se-
curity requirements derived from operational needs.

Chapter 4: System Architecture presents the high-level design of the solution,
including the integration framework, the compliance report pipeline (automated
monthly delivery to external partners), the diagnostics subsystem, and the PII de-
tection subsystem (automated scanning for exposed personal data).

Chapter 5: Implementation describes the technical realisation of the system, cov-
ering the development environment, the construction of USO API, dashboard logic,
diagnostics implementation, and PII detection.

Chapter 6: Evaluation and Discussion evaluates the solution against its require-
ments and research questions, presenting performance analysis, operational impact
metrics, and lessons learned.

Chapter 7: Conclusions and Future Work summarises contributions and outlines
directions for future work.

The project report concludes with five appendices and one annex. Appendix A
provides extended implementation details for the dashboard, row expansion archi-
tecture, and credential management tools. Appendix B reproduces high-resolution
anonymised screenshots of the production dashboard. Appendix C presents anno-
tated query examples illustrating the system’s integration patterns. Appendix D docu-
ments the operational security controls and anonymisation methodology. Appendix E
presents the synthetic evaluation corpus for the PII detection subsystem. Finally, An-
nex L reproduces the SUS questionnaire used during the usability assessment.



6 1. Introduction

1.6 Expected Contributions

This project contributes to security operations practice and to the study of SIEM-
infrastructure integration. The contributions fall into four categories.

Primary Contribution: SIEM-Centric Integration Pattern. The project’s principal
contribution is a registry-dispatch architecture that extends the SIEM’s native query
language to heterogeneous infrastructure systems without external middleware. The
pattern unifies six backend access mechanisms behind a single | usoapi module=X
action=Y invocation syntax, abstracts authentication and protocol complexity from an-
alysts, and produces output that composes with standard Search Processing Language
(SPL) operators. This integration pattern is described in Chapter 4 and validated in
Chapter 6.

Technical Contributions. Six operational artefacts implement and extend the integra-

tion pattern within the host organisation’s production environment:

e The integration framework (USO API), a custom Splunk search command expos-
ing six integration modules that query infrastructure, vulnerability, compliance,
and identity data from external platforms.

e A unified dashboard that consolidates infrastructure health, vulnerability sta-
tus, and automation state into a multi-tab interface with priority-based search
scheduling.

e A compliance report pipeline, treated as a secondary operational extension, that
automates the monthly reporting process described in Section 1.2, running end-
to-end with retry mechanisms for transient failures.

e A diagnostics subsystem that performs automated health checks on log sources,
scheduled searches, and data stores against historical baselines.

e A privacy-monitoring extension for PII detection that scans indexed data for ex-
posed personal information through regex-based detectors with algorithmic val-
idation, using a compiled detection engine for high-throughput scanning.

e A token-based authentication scheme that centralises credential management
through Splunk’s encrypted credential store and search head cluster replication.

Empirical Contributions. The framework was validated through sustained produc-
tion deployment (five months, approximately 29,000 command invocations across the
observation period) and an exploratory usability pilot study (N = 3, census sample
from the complete eligible expert population). Operational metrics include workflow
comparison data, compliance pipeline delivery rates, diagnostics pass rates, and dash-
board load-time observations. These findings are presented in Chapter 6.
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Transferable Contributions. Three core engineering contributions are transferable
beyond the specific deployment context: the registry-based integration pattern itself
(applicable to any SIEM with an extensibility API), the multi-level priority architecture
for rapid first-view dashboard usability under routine production conditions, and the
historical-baseline diagnostics approach for infrastructure health monitoring. A fourth,
secondary contribution is a high-throughput pattern-scanning approach for PII detec-
tion within a SIEM pipeline. Each is bounded by explicit scope limitations discussed
in Section 7.2.5.



Background and Related Work

This chapter surveys the theoretical foundations, peer-reviewed academic research,
and existing industrial solutions relevant to unified security operations dashboard de-
sign. It covers SIEM architecture and Security Operations Centre (SOC) operations, the
Splunk platform, security orchestration and automation, vulnerability management,
dashboard design, and API integration patterns, then synthesises these academic and
industrial perspectives in the gap analysis that motivates the project.

2.1 SIEM Fundamentals and Modern Security Operations

2.1.1 SIEM Architecture and Evolution

Security Information and Event Management (SIEM) systems are central infrastructure
for modern cybersecurity operations (Gonzalez-Granadillo et al., 2021). Organisations
use them to detect, analyse, and respond to security threats through centralised log ag-
gregation and real-time monitoring.

A SIEM aggregates event data from heterogeneous sources (applications, networks,
endpoints, and cloud platforms) (Davies et al., 2025) and applies correlation rules, ana-
lytics, and threat intelligence to identify security incidents. The architecture comprises
three main components.

Data collection agents gather logs from diverse sources, and normalisation pro-
cesses convert these disparate formats into a common schema for correlation across
different data types. Once normalised, correlation engines apply rules and statistical
models to identify threat patterns, triggering alerts that notify security personnel of
incidents requiring investigation.

SIEM technology emerged from the convergence of Security Information Manage-
ment (SIM) and Security Event Management (SEM), fusing long-term compliance stor-
age with real-time alerting to address both immediate threat detection and historical
analysis (Gonzalez-Granadillo et al., 2021). This convergence relies on structured log
management, a discipline formalised by the NIST in Special Publication 800-92, which
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provides guidelines for establishing log management infrastructures, handling diverse
log formats, and ensuring data integrity (Scarfone et al., 2006). Modern frameworks
such as the NIST Cybersecurity Framework (CSF) 2.0 (Pascoe et al., 2024) and its guide-
lines for continuous monitoring (Dempsey et al., 2011) formalise these capabilities
within the Detect and Respond functions, emphasising the need for automated visi-
bility across heterogeneous environments.

Modern SIEM platforms have moved well beyond log collection. They now function
as advanced analytical systems. Machine learning algorithms detect anomalous be-
haviour patterns automatically without requiring manually defined rules, whilst User
and Entity Behaviour Analytics (UEBA) capabilities help identify insider threats and
compromised user accounts by establishing behavioural baselines and flagging statis-
tically significant deviations. Threat intelligence feeds add global context to locally ob-
served events, helping analysts distinguish genuine threats from false positives based
on external threat actor information. Many platforms now also support hybrid and
cloud-native deployments (Davies et al., 2025).

2.1.2 SIEM in SOC Operations

Within contemporary SOC, SIEM systems form the operational core, offering unified
visibility across an organisation’s security posture. This reliance aligns with the De-
tect and Respond functions of the NIST incident handling framework (Nelson et al.,
2025), which require comprehensive observability to identify the scope and impact of
potential compromises. SOC analysts rely on these platforms to triage alerts, investi-
gate incidents, and coordinate responses (Crowley, 2024), treating them as a unified
view through which teams monitor multiple security controls.

Vielberth et al. (2020) survey SOC architectures across the technology, process, and
people dimensions, identifying tool integration as a persistent challenge when tech-
nology stacks comprise numerous products with limited interoperability. Kokulu et
al. (2019) corroborate this finding through qualitative fieldwork across several SOCs,
observing a fundamental mismatch between deployed tools and actual analyst work-
flows: contextual information required for alert triage frequently resides outside the
analyst’s primary interface, forcing time-consuming context switches between applica-
tions. Sundaramurthy et al. (2016) apply activity theory to SOC operations, revealing
how analysts construct informal tools and workarounds to bridge gaps in their offi-
cial toolsets. Recent 2024 studies further quantify these challenges through the lens of
human-automation teaming; these research findings demonstrate how tool fragmenta-
tion and the “swivel chair” effect contribute to cognitive overload and “alert tyranny”
(Tilbury et al., 2024). These studies collectively characterise a working environment in
which tool fragmentation impedes the speed and accuracy of security investigations.

Modern deployments support several operational workflows, beginning with
threat detection through correlation rules and machine learning algorithms that iden-
tify potential incidents (Splunk Inc., 2024b). Investigation tools offer analysts search
capabilities and visualisations to examine alerts in depth, whilst response orchestration
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integrates with SOAR platforms to automate containment and remediation.

Regulatory frameworks have accelerated SIEM adoption across industries. General
Data Protection Regulation (GDPR), the NIS2 Directive, Payment Card Industry Data
Security Standard (PCI DSS), and sector-specific regulations mandate continuous mon-
itoring, audit logging, and incident detection capabilities (European Parliament and
Council of the European Union, 2016; European Parliament and Council of the Euro-
pean Union, 2022; PCI Security Standards Council, 2025), which means many imple-
mentations serve the dual purposes of security operations and regulatory compliance.

Despite these capabilities, SIEM deployments face persistent operational challenges
that limit effectiveness (Davies et al., 2025; Agyepong et al., 2020). Alert fatigue re-
mains among the most widely reported challenges, as security analysts are frequently
overwhelmed by high volumes of false positives that obscure genuine threats and lead
to important alerts being missed or dismissed (Jalalvand et al., 2024). Rule develop-
ment and tuning demands deep expertise in both security domain knowledge and
platform-specific query languages, requiring continuous refinement as threat land-
scapes and infrastructure evolve. Integration with legacy systems that lack modern
logging capabilities or use proprietary log formats often presents technical hurdles
requiring custom parsers. These operational limitations have driven development of
next-generation SIEM architectures focused on automation through SOAR integration
and contextual analytics that reduce false positive rates.

2.1.3 Commercial SIEM Solutions

The three dominant commercial platforms each take distinct architectural approaches
that influence their extensibility for infrastructure monitoring use cases.

Splunk Enterprise Security (ES) extends the core Splunk platform with security-
specific dashboards, correlation searches, and notable event management (Splunk Inc.,
2026h). The Common Information Model (CIM) handles data normalisation across
log sources, requiring ingested data to conform to predefined field mappings for dash-
boards to function correctly (Splunk Inc., 2024b).

Beyond data normalisation constraints, dashboard development in Splunk also
presents architectural choices. Classic Simple XML dashboards use an eXtensible
Markup Language (XML) schema with panel definitions, form inputs, and token-
based interactivity. Dashboard Studio, introduced in Splunk 8.2, uses a JavaScript
Object Notation (JSON) structure offering more layout flexibility but deprecating
HyperText Markup Language (HTML) dashboards. For security operations centres re-
quiring custom visualisations beyond Enterprise Security (ES)’s built-in offerings, the
transition to Dashboard Studio adds migration overhead whilst removing capabilities
some workflows depend upon.

The platform’s extensibility through custom search commands supports integra-
tion with external systems, though ES itself offers no native connectivity to infrastruc-
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ture management tools like Ansible or Red Hat Satellite. Security analysts must ei-
ther build custom integrations or rely on separate monitoring stacks for infrastructure
health visibility.

IBM QRadar positions itself as an Al-augmented security platform with user be-
haviour analytics, network detection and response, and SOAR integration (IBM, 2026).
Machine learning models score threats based on magnitude, credibility, and relevance
factors. The platform’s consumption-based licensing and complex deployment require-
ments present barriers for smaller teams, as each data source and analytics module
adds to both cost and administrative overhead.

Operational complexity extends to automation capabilities; QRadar provides no di-
rectintegration with Ansible for infrastructure automation. Red Hat'’s certified Ansible
content collection for QRadar permits playbooks to configure log sources and manage
offences, but this represents SIEM-to-automation connectivity rather than the reverse:
QRadar dashboards cannot directly query infrastructure state through Ansible.

Elastic Security builds on the Elastic Stack, featuring a resource-based cost model
that contrasts with the volume-based licensing of traditional commercial platforms
(Elastic N.V., 2025b). Elasticsearch manages distributed search and data storage,
Kibana delivers the interface for analysis and visualisation, and the detection engine
evaluates data against rules and machine learning models to generate alerts. Under
this model, costs scale with consumed resources rather than with data-volume-based
licence tiers.

Kibana Query Language (KQL) and Elasticsearch Query Domain-Specific Lan-
guage (DSL) serve different use cases. KQL offers a simpler syntax for ad-hoc searches
whilst Query DSL supports programmatic precision. Security analysts familiar with
Splunk’s SPL face a learning curve, and the dual-language model complicates knowl-
edge transfer between teams.

Integration with SOAR platforms requires external orchestration tools. Elastic in-
cludes detection rules and alerting, but automated response playbooks depend on
third-party solutions or custom scripting. Shuffle, an open-source SOAR platform, in-
tegrates with Elastic deployments to close this gap, though the combination requires

separate deployment and maintenance.

Comparative Analysis Table 2.1 summarises the capabilities relevant to infrastruc-
ture monitoring integration. None of the commercial platforms provide native connec-
tivity to Ansible or Red Hat Satellite, requiring custom development for organisations
seeking unified visibility across security and infrastructure domains.

The absence of infrastructure monitoring integration in commercial SIEMs reflects
their design focus: security event correlation rather than operational visibility. Organ-
isations running Red Hat infrastructure cannot query patch status, errata (advisory
notices describing available patches, categorised as security, bugfix, or enhancement)
counts, or subscription compliance through their SIEM dashboards without building
custom data pipelines.
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Table 2.1: Commercial SIEM Infrastructure Integration Capabilities

Capability Splunk ES QRadar Elastic
Custom Search Commands Yes Limited Via plugins
Ansible Infrastructure Querying?® No No No
Satellite Integration No No No
Open Source No No Core only®
Dashboard Customisation Simple XML/Studio  Built-in Kibana

@ All three have Ansible collections for SIEM management (e.g. splunk.es, ibm.qradar),
but none supports querying infrastructure hosts through the SIEM search interface.

b Elastic changed from Apache 2.0 to Server Side Public License (SSPL) /Elastic License 2.0
in 2021 (Elastic N.V., 2021).

2.1.4 Open-Source Alternatives

The SIEM market includes both commercial and open-source solutions, each with dis-
tinct advantages and constraints. Self-managed implementations of the Elasticsearch,
Logstash, Kibana (ELK) Stack and Graylog offer cost-effective alternatives with high
customisability, benefiting from active community development and open-core flexi-
bility (Elastic N.V., 2025a). These solutions require substantial internal expertise for
deployment and maintenance, however, and often lack the full support structures that
commercial vendors supply.

Commercial platforms including Splunk Enterprise Security, Microsoft Sentinel,
and Exabeam deliver enterprise-grade features alongside professional support (Davies
et al., 2025). Splunk has established market leadership through its SPL and extensive
app ecosystem, though commercial platforms generally command significant licensing
costs offset by reduced implementation complexity.

Platform selection depends on architectural fit rather than just cost. Organisations
with mature engineering teams may prefer open-source flexibility for custom pipelines,
whilst those prioritising rapid capability adoption often select commercial platforms to
minimise maintenance overhead. Hybrid approaches are common, using open-source
tools for initial log aggregation before forwarding to commercial SIEMs for advanced
analytics.

Practical open-source deployments combine multiple tools into layered stacks: a
perimeter firewall with Intrusion Detection System (IDS) /Intrusion Prevention System
(IPS) capabilities, lightweight shippers forwarding logs to Elasticsearch, Kibana dash-
boards rendering operational views, and a SOAR layer automating response through
Representational State Transfer (REST) API calls. Such architectures demonstrate that
cost-effective security automation is achievable without commercial licensing (Elas-
tic N.V., 2025a). These implementations require expertise across numerous platforms,
however, and version compatibility between components introduces upgrade complex-
ity. Organisations with limited security engineering resources may find the total effort
exceeds that of managed commercial alternatives despite the licence savings.
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The common thread across both commercial and open-source SIEM solutions is
their exclusively inward focus: they excel at correlating data they already ingest but
provide no native mechanism for querying external infrastructure state. Commercial
platforms invest in pre-built detection content and compliance frameworks, whilst
open-source alternatives offer customisation at the cost of operational overhead. Nei-
ther category extends the analyst’s query language to encompass infrastructure man-
agement tools such as Ansible or Red Hat Satellite. This gap forces security operations
teams to maintain parallel monitoring stacks and manually correlate findings across
disconnected interfaces, a workflow pattern that empirical research consistently iden-
tifies as a primary source of analyst inefficiency (Kokulu et al., 2019; Agyepong et al.,
2020). Metrics-oriented research confirms this gap: Forsberg et al. (2023) propose
a DSR-based performance metric framework for SOC technology and note that tool

integration remains an under-measured dimension of SOC effectiveness.

2.2 Splunk Platform Architecture

Since the project targets Splunk Enterprise as its runtime environment, this section in-
troduces the platform’s architecture, data model, and extensibility points. These con-
cepts underpin the system design presented in Chapter 4 and the implementation de-
cisions discussed in Chapter 5.

2.2.1 Distributed Architecture and Data Flow

Splunk Enterprise follows a distributed architecture in which three principal roles co-
operate to ingest, store, and query machine data (Splunk Inc., 2026h).

Search heads execute user queries, serve the web interface, and run dashboards
and saved searches. In production environments, multiple search heads form a Search
Head Cluster (SHC) that shares configuration and distributes workload across mem-
bers. On the storage side, indexers receive incoming data, parse it, and write it to
disk; when a search head issues a query, each indexer scans its local data stores and
returns partial results. Deploying additional indexers increases both storage capacity
and query throughput.

Forwarders are lightweight agents installed on data sources. Universal Forwarders
collect and forward raw data without parsing, whilst Heavy Forwarders can parse and
filter data before transmission. In many environments, intermediate collectors aggre-
gate streams from multiple forwarders before routing them to indexers. Data therefore
flows in one direction through the pipeline: sources send events to forwarders, for-
warders relay them to indexers, and search heads query the indexed data on demand.
Query execution reverses this path: the search head distributes a query to all relevant
indexers, each indexer scans its local buckets, and the search head merges their partial
results into the final output.
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Several supporting roles manage cluster coordination. The deployer pushes configu-
ration bundles to SHC members; the deployment server distributes application bundles
and configuration updates to its registered forwarders (deployment clients), which peri-
odically poll the server for updated content; and the cluster manager (formerly master
node) coordinates indexer clustering for data replication and search factor compliance.

The query distribution described above operates within a single Splunk deploy-
ment and is termed distributed search (Splunk Inc., 2026b). Splunk also supports feder-
ated search, which extends this model across independent deployments: a search head
queries saved searches or datasets on a remote Splunk instance through the | from
federated: command (Splunk Inc., 2026f). Whilst distributed search scales query
throughput within one deployment, federated search links separate deployments with-
out replicating data between them. Chapter 5 uses this capability to query the deploy-
ment server from the search head cluster for forwarder fleet monitoring.

2.2.2 Data Model: Indexes, Sourcetypes, and Sources

Splunk organises ingested data around three primary metadata fields (Splunk Inc.,
2026h).

An index is a logical data repository backed by a set of directories on disk. Data
within each index is partitioned by time into buckets, which allows the platform to
restrict searches to relevant time ranges without scanning the entire data store. Splunk
ships with multiple default indexes: _internal for platform logs, _audit for access
records, and main as the default destination. Administrators create custom indexes to
isolate data by type, retention policy, or access control requirements.

To classify the format of ingested data, Splunk assigns each event a sourcetype
(for example, syslog, access_combined, or WinEventLog) that determines how fields
are extracted from raw text. Sourcetype definitions reside in props.conf. A source
identifies the origin of data, such as a file path, network port, or script output.

Together, index, sourcetype, and source form the metadata triple attached to every
event (Splunk Inc., 2026h). At a higher level, the Common Information Model (CIM)
normalises field names across sourcetypes to support cross-source correlation (Splunk
Inc., 2024a). Splunk Enterprise Security requires CIM-compliant data for its standard
correlation searches (Splunk Inc., 2024b), though this project queries data through its
own field mappings rather than ES-specific CIM models.

2.2.3 Application and Configuration Model

Splunk organises functionality into apps: self-contained packages that bundle dash-
boards, search commands, saved searches, lookups, and static assets under a sin-
gle directory in $SPLUNK_HOME/etc/apps/ (Splunk Inc., 2026c). Each app contains a
default/ directory with shipped configuration and an optional local/ directory for

administrator customisation.
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Technology Add-ons (TAs) are lightweight apps that deliver data inputs, field ex-
tractions, and data normalisation without user-facing dashboards. TAs typically sup-
ply inputs.conf, props.conf, and transforms.conf.

Splunk merges configuration files across directories using a deterministic prece-
dence order: system defaults, then app default/, then app local/, then user-level
overrides. This layering allows apps to ship baseline settings that administrators can
customise without modifying original files. Several configuration files are particularly
relevant to the project described in later chapters:

e commands.conf registers custom search commands;

e savedsearches.conf defines saved and scheduled searches, including alert trig-
gers;

e alert_actions.conf declares custom alert action parameters;

e app.conf stores app metadata such as label, version, and visibility;

e collections.conf defines KV Store collections;

e transforms.conf specifies lookup definitions and field transforms.

Chapters 4 and 5 show how the project uses these files to register custom commands,
schedule automated pipelines, and define credential and collection schemas.

2.2.4 Data Storage Beyond Indexes

Besides time-series indexes, Splunk offers two additional storage mechanisms suited
to structured reference data (Splunk Inc., 2026h).

The KV Store is a MongoDB-backed key—value store built into the platform. Col-
lections are defined in collections.conf and accessed through the REST API or SPL
commands (| inputlookup and | outputlookup). Unlike indexes, KV Store collec-
tions support full Create, Read, Update, Delete (CRUD) operations, which makes them
appropriate for stateful data such as configuration tables, enrichment caches, or diag-
nostic history records. In SHC deployments, KV Store collections replicate across mem-
bers automatically.

Lookups are static enrichment files, most commonly Comma-Separated Values
(CSV), that map field values to additional context. They are defined in transforms. conf
and invoked with the | lookup command in SPL. Lookup files reside in the app’s
lookups/ directory and can be managed through Splunk Web or the REST APL

Both KV Store collections and CSV lookups appear in the project’s identity resolu-
tion, health monitoring, and diagnostic subsystems, as described in Chapters 4 and 5.

2.2.5 Search Execution and Extensibility

When a user submits an SPL query, the search head parses it and distributes work to
the relevant indexers. Streaming operations such as eval, where, and regex execute

on indexers in parallel, whilst transforming operations (stats, chart, timechart) run
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on the search head after partial results have been collected. This distribution model
is central to Splunk’s ability to query large data volumes within acceptable response
times.

Saved searches run on a configurable schedule. When configured as alerts, they
trigger actions (email notifications, webhook calls, or custom alert actions) whenever
results match specified conditions. Alert actions receive a payload containing the trig-
gering search results and associated metadata, which allows downstream processors
to act on the data without re-executing the original query.

Custom search commands, registered in commands.conf, extend SPL with opera-
tions implemented in Python or other languages; Section 2.7.1 examines the Software
Development Kit (SDK) framework and command types in detail. Splunk also ex-
poses a management-plane REST API under /services/, through which scripts and
custom commands can query server health, index configurations, credential storage,
and search job status programmatically. Section 2.7.3 discusses how integration cre-
dentials are stored and retrieved through this interface.

2.3 Security Orchestration and Automation

2.3.1 SOAR Concepts and SIEM-SOAR Integration

SOAR has reshaped security operations, letting organisations integrate disparate secu-
rity tools, automate repetitive tasks, and accelerate incident response workflows (Islam
et al., 2019). SOAR platforms address a persistent operational limitation: the manual,
time-intensive processes traditionally required to investigate alerts and execute reme-
diation actions. By codifying security procedures into automated playbooks, these
systems improve both the speed and consistency of incident response whilst freeing
analysts to focus on complex investigative work.

SOAR emerged from the convergence of incident response management and stan-
dalone automation, reflecting a shift from isolated task execution towards integrated
workflows spanning the full incident lifecycle (Islam et al., 2019). This transition ad-
dressed the limitations of disparate security toolsets, which often necessitated manual
coordination and hampered rapid response capabilities (Vielberth et al., 2020).

Contemporary platforms rest on three core capabilities. Orchestration integrates
security technologies (SIEM systems, Endpoint Detection and Response (EDR) plat-
forms, firewalls, threat intelligence services, and vulnerability scanners) into unified
workflows. Through programmatic playbooks, automation eliminates manual tasks
by executing predefined action sequences in response to defined triggers or conditions.
Response capabilities offer full incident management frameworks covering case man-
agement, task assignment, collaboration, and documentation.

These capabilities translate into measurable operational gains. Mean Time to Re-
spond (MTTR) decreases as automation accelerates both investigation and remediation
activities, whilst analyst productivity increases through the elimination of repetitive
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manual tasks. Standardised playbooks also increase response consistency by codify-
ing practitioner expertise into documented, executable workflows.

SIEM and SOAR are complementary: SIEM excels at data aggregation, correlation,
and alert generation whilst SOAR provides the orchestration and automation capabil-
ities needed to act efficiently on those alerts. The most prevalent pattern involves au-
tomated alert enrichment and triage workflows. When SIEM generates an alert, SOAR
automatically initiates investigative playbooks that gather contextual information from
multiple sources: querying threat intelligence platforms, examining endpoint detec-
tion tools, and correlating findings with vulnerability scan data. The resulting enriched
alert includes threat reputation scores, endpoint telemetry, and vulnerability exposure
data that the raw SIEM alert lacks.

Bi-directional integration patterns maintain synchronised state throughout the in-
cident lifecycle, ensuring that response actions taken by SOAR are logged back to the
SIEM platform. This creates detailed audit trails and ensures that correlation engines
factor remediation activities into ongoing analysis.

Vendors are blurring the traditional boundaries between SIEM and SOAR through
unified platform architectures. Splunk SOAR (formerly Phantom) integrates natively
with Splunk Enterprise Security (Splunk Inc., 2024b), whilst Microsoft Sentinel in-
cludes built-in automation and orchestration capabilities as native platform features.
Industry analysis identifies a bifurcation: standalone SOAR platforms offering vendor-
agnostic integration across heterogeneous environments versus ecosystem-first solu-
tions that prioritise deep integration within a single vendor’s product suite (Islam et
al., 2019).

Beyond security tool orchestration, infrastructure automation forms an important
dimension of SOAR response capabilities. Many incidents require actions beyond dedi-
cated security tools, such as system patching and network device reconfiguration. Con-
figuration management tools such as Ansible, originally developed for DevOps work-
flows, now serve security response contexts (Red Hat, Inc., 2025¢). Integration patterns
between SOAR and infrastructure automation frameworks vary in sophistication, from
basic playbook invocation via API to advanced deployments that query Configuration
Management Databases (CMDBs) to determine remediation targets based on real-time
infrastructure state.

Despite these integration possibilities, SOAR platforms introduce additional infras-
tructure complexity and often lack native integration with bespoke monitoring systems.
The USO API approach implements targeted automation within the SIEM layer itself,
using custom search commands to query infrastructure state directly, without routing
requests through separate orchestration platforms.
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2.3.2 MITRE ATT&CK Framework

The MITRE ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge)
framework is a globally accessible knowledge base of adversary behaviour derived
from real-world observations (The MITRE Corporation, 2026). Organised as a matrix
of tactics (the adversary’s objectives) and techniques (the methods used to achieve
those objectives), ATT&CK offers a structured vocabulary for describing how threat
actors operate across the stages of an intrusion (Strom et al., 2018). The framework’s
relevance to SIEM integration extends beyond log-based detection: when a correla-
tion rule flags a technique such as T1021 (Remote Services), the investigation benefits
from knowing whether the target host has recently been patched, whether its config-
uration aligns with hardening baselines, and whether related infrastructure changes
are scheduled. This contextual enrichment illustrates the need for cross-domain vis-
ibility, where understanding a host’s patch status, automation queue position, and
configuration state requires data from systems outside the SIEM’s native data stores.

2.3.3 Infrastructure Automation

Infrastructure as Code (IaC) replaces manual configuration processes with machine-
readable definitions that specify desired infrastructure states (Morris, 2021). Provi-
sioning tools such as Terraform and Amazon Web Services (AWS) CloudFormation
focus on resource creation, defining cloud infrastructure declaratively. Configuration
management tools, including Ansible, Puppet, and Chef, address post-provisioning
system state: installing software, enforcing security baselines, and maintaining config-
uration consistency across server estates (Kumara et al., 2021). The declarative versus
imperative distinction is relevant: declarative tools specify desired end states whilst
the platform determines required actions, whereas imperative approaches like Ansible
playbooks define explicit step-by-step execution sequences. For security remediation
workflows, the imperative model offers explicit control over execution order and clear
visibility into each action taken.

Ansible is an agentless automation platform distinguished by operational simplic-
ity (Red Hat, Inc., 2025b). It requires no agents on managed nodes. Unlike compet-
ing tools, Ansible communicates through standard protocols including SSH for Unix-
like systems and Windows Remote Management (WinRM) for Windows environments,
eliminating deployment overhead whilst reducing the attack surface.

The architecture comprises multiple interconnected components. Playbooks, writ-
ten in accessible YAML Ain’t Markup Language (YAML) syntax, define ordered task
sequences that describe automation workflows in human-readable format. Tasks in-
voke modules, which are discrete functionality units that abstract platform-specific
implementation details, supporting cross-platform automation through consistent in-
terfaces. The inventory system defines managed hosts and organises them into logical
groups, supporting both static file-based definitions and dynamic scripts that query ex-
ternal sources such as cloud provider APIs or Configuration Management Databases.
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Variables and templates, powered by the Jinja2 templating engine, handle parameteri-
sation and reusability across different deployment contexts.

Ansible’s module library includes thousands of modules organised into functional
collections. Core modules handle system management tasks including command exe-
cution, file manipulation, package installation, and service control.

Ansible’s agentless design and human-readable YAML syntax lower the adoption
barrier relative to agent-based alternatives such as Puppet and Chef, which demand
dedicated infrastructure for certificate management and agent deployment. This sim-
plicity, however, still imposes scaling limits: Ansible uses five concurrent forks by de-
fault unless configured otherwise (Red Hat, Inc., 2025a), meaning response time in-
creases with host count. For security operations where query latency directly affects
investigation speed, complementary patterns such as increasing fork concurrency or
result caching become necessary as managed estates grow.

2.3.4 Ansible in Security Operations

Ansible’s capabilities extend naturally into security operations, with security teams de-
ploying the platform for varied use cases spanning preventive, detective, and respon-
sive security controls (Red Hat, Inc., 2025¢; Billoir et al., 2024). The platform’s idem-
potent nature and detailed logging make it particularly suitable for security contexts
where auditability and predictability are essential operational requirements.

Compliance automation is another common use case, with organisations encoding
hardening standards into playbooks that audit configurations and enforce consistent
system states (Center for Internet Security, 2022). Ansible Automation Platform and its
open-source counterpart AWX add role-based access control, credential management,
and RESTful APIs for enterprise integration.

The USO API implementation uses Ansible’s agentless architecture to query man-
aged hosts directly via SSH, retrieving host status, uptime data, and system state. Ex-
posing this information within SPL lets analysts correlate infrastructure state with secu-
rity events and determine, for instance, whether a host flagged in an alert has pending
restarts or recent configuration changes.

Collectively, these automation and orchestration capabilities reveal a consistent ar-
chitectural pattern: security operations benefit most when detection, investigation, and
response actions share a common execution context. SOAR platforms advance this
objective by integrating security tools into automated workflows, and ATT&CK es-
tablishes a shared vocabulary for mapping detection coverage against adversary be-
haviour. Infrastructure automation extends this logic to remediation and state queries.
The remaining difficulty is bridging these domains at the analyst’s query interface.
Whilst SOAR platforms orchestrate actions across tools, they do not expose infrastruc-
ture state within the SIEM’s search language, leaving analysts unable to correlate host
health or automation status with security events during ad-hoc investigations.
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2.4 Vulnerability Management and Patch Workflows

2.4.1 Lifecycle and Scanning Tools

Vulnerability management is a continuous process through which organisations iden-
tify, assess, prioritise, and remediate security vulnerabilities across their Information
Technology (IT) infrastructure. NIST frames patch management as “preventive main-
tenance for technology”, an ongoing effort that reduces risk before exploitation occurs
(Souppaya et al., 2022). The lifecycle spans discovery, assessment, prioritisation, reme-
diation, and verification, with effective programmes balancing broad coverage against
risk-based resource allocation.

Vulnerability scanning tools automate the discovery and assessment of security vul-
nerabilities across IT assets. Commercial solutions such as Tenable Nessus and Qualys
Vulnerability Management, Detection, and Response (VMDR) offer broad vulnerabil-
ity detection with enterprise management features (Tenable, Inc., 2025; Qualys, Inc.,
2025). Both platforms are deployed within the host organisation’s environment, where
their findings are indexed in Splunk and surfaced through the dashboard’s vulnerabil-
ity views.

Vulnerability identification relies on curated databases maintained by scanning ven-
dors and security research organisations. The Common Vulnerabilities and Exposures
(CVE) system assigns standardised identifiers that allow consistent vulnerability track-
ing across tools and organisations (The MITRE Corporation, 2025). The National Vul-
nerability Database aggregates these entries and enriches them with severity scores, ref-
erence links, and affected product metadata (National Institute of Standards and Tech-
nology, 2025), whilst the Common Vulnerability Scoring System (CVSS) quantifies
severity through factors such as exploitability, technical impact, and scope (FIRST.org,
2025).

Scanning platforms increasingly integrate with SIEM systems for event correlation,
though this connectivity does not extend to querying infrastructure state from within
the SIEM’s search language.

Prioritisation solely by CVSS scores often proves ineffective because it fails to ac-
count for factors such as asset criticality, existing compensating controls, and active ex-
ploitation intelligence (Allodi et al., 2014). Modern risk-based approaches, such as the
Exploit Prediction Scoring System (EPSS) (FIRST.org, 2023) and Stakeholder-Specific
Vulnerability Categorization (SSVC) (CERT Coordination Center, 2024), incorporate
these factors to generate better remediation guidance. CISA’s Vulnrichment project
(Cybersecurity and Infrastructure Security Agency, 2024) demonstrates the implemen-
tation of SSVC at scale by enriching CVE records with decision-based metadata to assist
organisations in triage.

Vulnerability data integration forms a core component of the USO API dashboard.
The team can view remediation status alongside infrastructure health within a uni-
tied interface, whilst the dashboard correlates vulnerability counts with Ansible host
groups to identify which infrastructure segments require attention.
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2.4.2 Red Hat Satellite

Red Hat Satellite centralises content management, patching, and provisioning for Red
Hat Enterprise Linux (RHEL) infrastructure (Red Hat, Inc., 2024a). Content Views
stage package versions through lifecycle environments to permit controlled promotion
from development through production. The REST API (version 2) exposes host inven-
tory, errata applicability, subscription status, and hostgroup membership for program-
matic access (Red Hat, Inc., 2024b).

The native Satellite web interface serves administrators performing patch manage-
ment and content synchronisation. Security teams seeking visibility into vulnerability
exposure across hosts encounter limitations: the interface emphasises management ac-
tions over monitoring dashboards. Errata reports list applicable patches per host but
do not integrate with security event correlation or threat detection workflows.

Authenticated API access supports automation without embedding credentials di-
rectly in dashboard definitions (Red Hat, Inc., 2024a; Red Hat, Inc., 2024b). No native
Satellite connector was identified in the surveyed commercial SIEM product documen-

tation, so organisations must build custom integrations to surface this data in security
dashboards.

2.4.3 Nagios, Icinga, and Monitoring Tools

Nagios established the open-source infrastructure monitoring pattern: check plugins
execute against hosts, returning status codes that the core engine aggregates into ser-
vice and host states (Nagios Enterprises, LLC, 2024). The architecture scales through
distributed monitoring and passive check acceptance, supporting deployments across
thousands of hosts.

Nagios Core offers host and service monitoring through check plugins, but its web
interface and file-based configuration model lack modern API capabilities for integra-
tion with external platforms. Icinga originated as a Nagios fork, introducing improved
APIs and a contemporary web interface (Icinga GmbH, 2024b; Icinga GmbH, 2024a);
it likewise lacks native SIEM integration. In the surveyed documentation, both tools
focus on host and service availability monitoring rather than the security event corre-

lation, log aggregation, and vulnerability context that a SOC requires.

The tools surveyed in this section address vulnerability lifecycle management from
different angles: scanning tools detect vulnerabilities, management platforms like
Satellite track patch deployment, and monitoring tools such as Nagios and Icinga offer
host-level health visibility. None integrates directly with a SIEM’s query interface.
Security teams seeking to correlate vulnerability exposure with detected threats or
infrastructure health must extract data from each tool separately and perform man-
ual correlation, a limitation that extends to the dashboard domain examined in the
following section.
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2.5 Dashboard Design for Security Operations

2.5.1 Challenges and Patterns

Security operations dashboards present unique design challenges that distinguish
them from general business intelligence interfaces. The SysAdmin, Audit, Network,
and Security (SANS) 2024 SOC Survey identifies lack of enterprise-wide visibility as
a recurring barrier to SOC effectiveness, with respondents ranking it alongside com-
peting priorities and staffing shortages (Crowley, 2024). This visibility gap persists.
It manifests most clearly in organisations where security monitoring, infrastructure
management, and vulnerability remediation operate through separate toolsets that do
not share context.

SOC analysts face cognitive demands that directly impact dashboard requirements.
The same survey reports that 2-10 analysts constitute the most common SOC team
size, yet these teams must monitor alerts from EDR/Extended Detection and Response
(XDR) systems (the most common incident trigger), correlate events with SIEM data,
and execute remediation across distributed infrastructure. Dashboard design must
accommodate this workload concentration by minimising context-switching between
tools, a challenge compounded when infrastructure state resides in systems external
to the SIEM platform.

Alert fatigue represents another persistent challenge. Respondents ranked “too
many alerts that we can’t look into” and “lack of context related to what we are see-
ing” among their reported challenges (Crowley, 2024), a finding corroborated by sys-
tematic reviews of SOC operations (Jalalvand et al., 2024). This lack of integration
often forces analysts to develop informal tools and scripts to bridge functionality gaps
between vendor products—a phenomenon sometimes described as the “swivel-chair”
effect (Sundaramurthy et al., 2016; Kokulu etal., 2019). These studies suggest that effec-
tive security dashboards must deliver contextual enrichment beyond raw alert counts
to inform rapid triage decisions. For infrastructure-focused security teams, this con-
text includes asset health, pending maintenance tasks, and automation queue status,
information often absent from traditional SOC dashboards.

The information visualisation literature presents theoretical grounding for dash-
board design principles. Few (2013) establishes foundational patterns for operational
dashboards, emphasising at-a-glance monitoring through reduced visual clutter and
data-pixel ratio optimisation. Building on this, Shneiderman (1996) proposes a vi-
sual information-seeking mantra: “overview first, zoom and filter, then details on de-
mand.” This taxonomy maps directly to the hierarchical dashboard architecture ob-
served in security operations: summary panels present aggregate indicators, interac-
tive filters narrow the scope to particular host groups or time ranges, and drill-down
navigation exposes individual records. Applied to infrastructure security dashboards,
the overview corresponds to fleet-wide health indicators, filtering corresponds to host-
group or severity selection, and details-on-demand corresponds to individual host in-
spection through row expansion or drill-down searches.
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Infrastructure monitoring dashboards differ from alert-centric SOC interfaces in
their emphasis on system state rather than discrete events. Whilst SOC dashboards
prioritise incident queues and threat indicators, infrastructure dashboards track host
availability, service health, configuration compliance, and remediation progress. Draw-
ing from foundational cognitive science, Few (2013) argues that effective dashboards
must align with the operator’s mental model of the underlying system to reduce the
cognitive effort required for situational awareness—a principle corroborated by recent
neuroergonomic research into security operations. Security teams responsible for in-
frastructure protection require hybrid approaches that synthesise both perspectives.

Splunk’s dashboard framework supports such integration through Dashboard Stu-
dio and the classic Simple XML format (Splunk Inc., 2026h). Dashboard Studio em-
ploys a JSON-based definition language with absolute positioning for precise layout
control suited to operational displays. The framework supports data binding to SPL
queries, allowing dashboards to combine native Splunk data with results from custom
search commands that query external systems.

Splunk Enterprise Security includes pre-built dashboards addressing incident re-
view, asset investigation, and threat intelligence workflows (Splunk Inc., 2024b). These
dashboards demonstrate design patterns applicable to custom implementations: hier-
archical navigation from summary to detail views, consistent colour semantics (red for
critical, amber for warning, green for normal), and integration of diverse data sources
through correlated searches. Dashboard performance considerations become signifi-
cant at scale. Splunk’s search head architecture distributes query execution across in-
dexers, but dashboard load times depend on query complexity and result set sizes. For
dashboards incorporating custom commands that query external APIs, additional la-
tency from network requests must be managed through timeout handling and caching
strategies where data freshness requirements permit.

2.5.2 Grafana, Prometheus, and Kibana

Open-source visualisation platforms offer flexibility that commercial STEM dashboards
constrain. The trade-off involves operational complexity and the absence of integrated
security correlation capabilities.

Prometheus collects time-series metrics through a pull model by scraping end-
points that expose instrumented data (Prometheus Authors, 2024). Grafana subse-
quently renders these metrics through configurable dashboards that support templat-
ing, alerting, and multiple data source backends (Grafana Labs, 2024a). The combina-
tion is widely used in Kubernetes and cloud-native observability stacks (Cloud Native
Computing Foundation, 2020).

For security use cases, the architecture presents limitations. Prometheus stores met-
rics, not logs or events (Prometheus Authors, 2024); security monitoring requires com-
plementary log aggregation through Loki or a similar system (Grafana Labs, 2024b).
Grafana features its own alerting engine (Grafana Labs, 2024a), but alert handling lacks
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the behavioural analysis and threat intelligence integration that commercial SIEMs of-
fer. Organisations adopting Grafana for security visibility build bespoke solutions com-
bining several tools instead of deploying an integrated platform.

Kibana’s capabilities for security monitoring overlap with Elastic Security, dis-
cussed in Section 2.1.3. The distinction matters for organisations using Elasticsearch
without the security-focused additions: raw Kibana delivers visualisation but not
detection rules, threat intelligence integration, or case management.

Dashboard creation in Kibana supports both visual builders and saved-object im-
port and export, offering flexibility beyond Splunk’s SimpleXML (Splunk Inc., 2026h;
Elastic N.V., 2025¢) but requiring familiarity with Elasticsearch’s data model and query

syntax.

2.5.3 Role-Based Dashboard Design

Different security roles require fundamentally different information presentations. The
SANS survey distinguishes between security administrators, SOC analysts, and secu-
rity managers as primary SOC roles (Crowley, 2024). Each persona approaches dash-
boards with distinct objectives and time constraints.

SOC analysts require detailed alert queues with contextual enrichment that allows
rapid triage. For infrastructure-focused analysts, this includes system health indica-
tors alongside security alerts—determining whether an affected host is already sched-
uled for maintenance affects incident prioritisation. Information density must balance
completeness against cognitive load; progressive disclosure patterns present summary
indicators with drill-down access to supporting detail.

Security engineers focus on trending metrics for system health and configura-
tion compliance, whilst leadership requires aggregated programme-effectiveness sum-
maries for governance decisions.

Multi-tenancy capabilities let a single dashboard platform serve this range of
requirements through personalised views. Splunk’s role-based access control de-
termines dashboard visibility, whilst configurable default views can present role-
appropriate initial displays. This approach maintains a single source of truth whilst
adapting presentation to audience requirements. Khan et al. (2023) corroborate the
importance of these role-specific patterns, identifying eight groups of design patterns
from a systematic review of 144 dashboards across domains. Their analysis confirms
that dashboards serving operational decision-making benefit from consistent spatial
layouts and progressive disclosure, whilst dashboards targeting strategic audiences
require aggregated trend visualisations. For security operations dashboards that span
multiple data sources, these patterns must accommodate varying data freshness and
latency characteristics alongside role-specific information requirements.

Research and practice converge on several principles for security dashboard de-
sign: hierarchical information architecture from overview to details on demand, role-
appropriate presentation, and reduced context-switching through consolidated views.
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The practical challenge lies in implementing these principles when the data originates
from heterogeneous sources outside the SIEM. Commercial dashboard features focus
on data that the SIEM has already ingested; Grafana and Kibana depend on their own
backend data stores. None provides a mechanism for querying live infrastructure state
alongside security events within a single dashboard, a gap that extends to the API de-
sign considerations examined in the next section.

2.6 Linking Research Questions to Literature

The preceding sections surveyed SIEM architectures (Section 2.1), security orches-
tration and infrastructure automation (Section 2.3), vulnerability management (Sec-
tion 2.4), and dashboard design for security operations (Section 2.5). Across these
domains, three recurring gaps emerged that no commercial product or research pro-
totype fully addresses. This section makes the connection explicit by mapping each
research question from Section 1.3 to the literature that motivates it and to the evalua-
tion method employed in Chapter 6.

Table 2.2: Research question grounding in surveyed literature

RQ Literature Gap Key Sources Evaluation Method

Tool fragmentation forces
analysts to context-switch
across disconnected

interfaces; no SIEM offers

Kokulu et al. (2019),
Vielberth et al. (2020),
Sundaramurthy et al. (2016),
Tilbury et al. (2024),

Workflow comparison,
context-switching

RQ1 reduction, exploratory

natlve' infrastructure-state Agyepong et al. (2020) usability pilot

querying

Security dashboards

?agcgerle agtii?g fer zﬁ;lrrgaélsgili;:.es Few (2013), Shneiderman Browser-observed
RQ2 Y ! (1996), Khan et al. (2023), load times, priority

no framework addresses Forsberg et al. (2023) ueue telemetr

SIEM dashboard load under & ' q y

multi-source conditions

Static alerting thresholds

generate false positives Jalalvand et al. (2024), Production telemetry,
RQ3  during routine variance; Crowley (2024), Forsberg four-week deviation

adaptive baselines lack et al. (2023) monitoring

empirical SOC validation

RQ1: Unified query interface and context-switching. Kokulu et al. (2019) conduct
qualitative fieldwork across several SOCs and identify a fundamental mismatch be-
tween the tools organisations deploy and the workflows analysts actually follow: con-
textual information needed for alert triage frequently resides outside the analyst’s pri-
mary interface. Vielberth etal. (2020) corroborate this finding through a systematic sur-
vey of SOC architectures, cataloguing tool integration as a persistent challenge across
the technology, process, and people dimensions. Sundaramurthy et al. (2016) apply
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activity theory to the same operational context and show that analysts construct infor-
mal workarounds to bridge gaps that their official toolsets leave open. More recent
work by Tilbury et al. (2024) quantifies the consequences through the lens of human-
automation teaming, demonstrating how the “swivel chair” effect across fragmented
tools contributes to cognitive overload and alert fatigue. Agyepong et al. (2020) rein-
force these observations through a systematic review of SOC analyst challenges and
performance metrics. Collectively, these studies establish that tool fragmentation de-
grades investigative speed and accuracy, yet none proposes extending the SIEM’s own
query language to encompass infrastructure management systems. RQ1 addresses this
gap directly by asking whether a unified SPL interface reduces context-switching in

practice.

RQ2: First usable dashboard content under priority loading. Few (2013) establishes
foundational principles for operational dashboards, emphasising at-a-glance monitor-
ing through reduced visual clutter and data-pixel ratio optimisation. Shneiderman
(1996) formalises the “overview first, zoom and filter, then details on demand” mantra
that maps to the hierarchical dashboard architecture common in security operations.
Khan et al. (2023) extend this foundation through a systematic review of 144 dash-
boards, identifying design patterns for progressive disclosure and consistent spatial
layouts that improve operational decision-making. Forsberg et al. (2023) apply DSR
to SOC performance measurement and observe that tool integration remains an under-
measured dimension of SOC effectiveness. These works provide design guidance for
dashboards that display pre-ingested data, but none addresses how a SIEM dashboard
should sequence mixed-latency searches so that analysts receive useful content quickly
during routine use. RQ2 targets this gap by evaluating whether priority-based search
scheduling keeps time to first usable active-tab content within an operationally accept-
able bound.

RQ3: Historical-baseline anomaly detection. Jalalvand et al. (2024) survey alert pri-
oritisation methods across the SOC domain and identify false positive management as
a core challenge: the volume of alerts generated by static detection rules overwhelms
analyst capacity and erodes trust in monitoring systems. The SANS 2024 SOC Sur-
vey confirms this operationally, with respondents ranking “too many alerts” and “lack
of context” among their most significant challenges (Crowley, 2024). Forsberg et al.
(2023) note that technical performance metrics for SOCs remain underdeveloped, par-
ticularly for detection quality and the trade-off between sensitivity and false positive
rates. These findings motivate an alternative to static thresholds for infrastructure
health monitoring: historical baselines that accommodate natural data-volume vari-
ance without generating spurious alerts. RQ3 evaluates this approach through sus-

tained production monitoring.
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2.7 API Design and Custom Search Commands

Enterprise application integration (EAI) theory presents a broader architectural lens
for understanding SIEM extensibility patterns. Hohpe et al. (2003) catalogue sixty-five
messaging and integration patterns, several of which map to custom search command
designs. A registry-based dispatch architecture, where incoming requests specify a
target module and action that a central dispatcher routes to the appropriate handler,
follows the Message Router pattern: the router examines message content to deter-
mine the destination without the sender needing to know implementation details. The
related Content-Based Router pattern applies when dispatch decisions depend on re-
quest parameters such as target system type or authentication requirements. Framing
custom search commands within this pattern vocabulary positions SIEM integration
architectures alongside established enterprise middleware designs, clarifying the ar-
chitectural decisions involved in bridging heterogeneous systems through a unified
query interface.

2.7.1 Custom Search Commands in Splunk

Splunk’s extensibility architecture lets organisations augment the SPL with custom
commands that integrate external data sources, encode domain-specific logic, or ab-
stract complex query patterns into reusable interfaces (Splunk Inc., 2026e). These ex-
tensions operate transparently within SPL pipelines, which lets analysts invoke cus-
tom functionality using syntax indistinguishable from built-in commands. For security
operations, custom commands unlock integration scenarios that native Splunk capa-
bilities cannot address: querying infrastructure management APIs or triggering auto-
mated remediation.

The Splunk SDK for Python supplies the development framework for custom com-
mand implementation (Splunk Inc., 2024c). Commands inherit from base classes that
handle protocol negotiation, input parsing, and output serialisation, so that developers
can focus on business logic. The SDK categorises commands by their data flow charac-
teristics: generating commands create events from external sources without requiring
pipeline input, streaming commands process events individually as they flow through
the pipeline, reporting commands aggregate events to produce statistical summaries,
and events commands receive the full set of pipeline events for collective processing.
Command type determines execution semantics. Streaming commands execute in par-
allel across indexers, whilst generating commands run on a single node.

2.7.2 External API Integration Patterns

Custom commands commonly implement patterns that bridge Splunk’s query envi-
ronment with external systems. API integration commands issue HyperText Transfer
Protocol (HTTP) requests to external services during search execution, allowing SPL
queries to incorporate data from threat intelligence platforms or infrastructure moni-
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toring APIs. The command receives target specifications through SPL arguments, con-
structs appropriate API requests, parses responses, and emits results as Splunk events.

Database integration commands extend this pattern to relational data sources. Us-
ing database connector libraries, commands can query external databases and return
results as Splunk events. This capability supports correlation between SIEM event data
and business context stored in data warehouses—enrichment that would otherwise re-
quire data replication or manual lookup procedures.

Infrastructure automation integration represents a third pattern relevant to security
operations. Commands can invoke Ansible playbooks or query Ansible Automation
Platform APIs. Through this integration, SPL queries correlate security events with in-
frastructure state: identifying which hosts require restarts, checking automation queue
depths, or verifying that remediation playbooks have executed successfully.

Performance considerations constrain external API integration patterns. Network
latency from API calls accumulates across large result sets, potentially causing search
timeouts. Effective implementations employ connection pooling, batch requests where
APIs support them, and timeout handling that degrades gracefully rather than failing
entirely. Caching strategies reduce redundant API calls when data freshness require-
ments permit, though cache invalidation complexity must be weighed against latency
benefits.

2.7.3 Credential Management for Integrations

External API integration demands secure credential storage. Custom commands must
access these credentials at runtime. Splunk’s storage/passwords API grants this capa-
bility, encrypting credentials at rest and managing access through Splunk’s role-based
access control system (Splunk Inc., 2026g). Custom commands retrieve credentials
programmatically during execution, avoiding embedded secrets in source code or con-
figuration files that create exposure risks through version control or backup systems.

The storage/passwords API organises credentials through a namespace hierarchy.
Each credential belongs to an application context and realm, grouped logically by tar-
get system or credential type. For multi-system integrations, a label-based organisation
pattern proves effective: credentials include descriptive labels that support program-
matic selection of appropriate tokens for intended operations.

Token-based authentication patterns dominate modern API integrations. JSON
Web Tokens (JWTs) encode authorisation claims in self-contained, cryptographically
signed payloads that achieve stateless authentication (Jones et al., 2015). For machine-
to-machine scenarios where custom commands authenticate to external services, long-
lived tokens simplify operations but require secure storage. The storage/passwords
APT addresses this requirement by centralising token management, generating audit
trails of credential access, and supporting credential rotation.

Service accounts created specifically for automation and custom command exe-
cution inherit Splunk roles that grant necessary capabilities whilst adhering to least-
privilege principles. Token-based authentication using these accounts permits custom
commands to access external APIs with appropriate, audited credentials.
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2.8 Academic Research on SIEM Integration

2.8.1 SIEM-SOAR Integration Studies

The integration of SIEM with external data sources has received sustained attention
in the systems security literature. Gonzélez-Granadillo et al. (2021) survey the evo-
lution of SIEM architectures and identify persistent challenges in data normalisation
across heterogeneous log formats, scalability limitations as log volumes grow, and
cross-service visibility gaps in multi-tenant deployments. A more recent systematic
review by Lépez Velasquez et al. (2023) traces a parallel evolution, with growing em-
phasis on reducing analyst workload and on compliance-driven deployment patterns.
Cloud-native environments intensify these challenges: security data spans multiple
providers and account boundaries, requiring API-based ingestion, agentless data cap-
ture, and real-time event streaming to maintain centralised visibility.

Existing integration patterns share a common directionality. SOAR orchestration
platforms address operational challenges by automating response workflows, but the
data flow is predominantly inbound: cloud logs and threat intelligence feeds flow into
the SIEM, and automated actions flow out to SOAR playbooks. The reverse pattern—
exposing infrastructure management state (host health, patch compliance, automation
queue depth) within the SIEM’s own query language so that analysts can correlate it
with security events during ad-hoc investigations—remains unaddressed in the sur-
veyed literature. This directional gap motivates the integration approach explored in
this project.

2.8.2 AI-Driven Security Automation

Jalalvand et al. (2024) survey the intersection of machine learning and SIEM-based alert
prioritisation, documenting how human-Artificial Intelligence (AI) teaming can re-
duce false positive rates and combat alert fatigue through automated triage and contex-
tual enrichment (Ban et al., 2021). Their analysis highlights that effective automation
requires feedback loops between analyst expertise and algorithmic detection, rather
than purely autonomous classification. Machine learning integration for anomaly iden-
tification in user behaviour and network traffic features prominently in 2024-era secu-
rity architectures, yet the emphasis remains on detection and prioritisation of security
events rather than on querying infrastructure state.

Existing Ansible integrations with SIEM platforms follow a SIEM-to-automation
direction: the security platform triggering playbook execution (Red Hat, Inc., 2025c;
Billoir et al., 2024). The reverse direction, where Ansible execution results appear in
SIEM dashboards for operational visibility, remains absent from the studies surveyed.
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2.9 Gap Analysis and Project Positioning

The preceding sections reveal a consistent industrial-academic mismatch: tool fragmen-
tation is well described in the literature, whilst commercial and open-source platforms
still optimise for their own data models and operational ecosystems. SIEM platforms
aggregate security data but require operator intervention to correlate infrastructure
health with security events. SOAR systems automate response workflows but depend
on pre-integrated connectors that rarely extend to bespoke infrastructure management
tools. Ansible enforces configuration and drives remediation, but does so outside the
SIEM’s analytical scope; vulnerability management programmes produce prioritised
patch lists yet have no direct channel to the infrastructure teams who execute them.
No existing tool spans these domains without bespoke integration work.

Table 2.3 synthesises these findings, positioning the USO API framework against
existing alternatives.

Table 2.3: Infrastructure-SIEM Integration Gap Analysis

Requirement Commercial SIEM Grafana Nagios USO API
Unified Query Language Partial® No® No Yes
Ansible Execution Results No No No Yes
Satellite Patch Status No No No Yes
SPL Pipeline Integration Splunk only No No Yes
Single Credential Store No No No Yes
No Additional Licensing No Yes Yes Yes

@ Within each platform’s own query language only

b Grafana delegates queries to backend-specific languages (Prometheus Query Language
(PromQL), Log Query Language (LogQL))

Unified Query Interface Commercial SIEMs expose query languages for their own
data stores. Splunk’s SPL queries indexed events; QRadar’s Ariel Query Language
(AQL) searches its database; Elastic accepts KQL and Query DSL. None extends
to query external systems through the same interface. Security analysts seeking in-
frastructure state must either consult separate tools or build custom data ingestion
pipelines.

The USO API addresses this through a custom Splunk search command (Sec-
tion 2.7.1) that accepts parameters specifying the target system and action. The same
SPL query syntax that analysts use for security investigations extends to infrastructure
queries, eliminating context switching and supporting correlation between security

events and infrastructure state.

Ansible Integration Direction Existing Ansible-SIEM integrations flow from SIEM
to Ansible: security events trigger playbook execution for automated response. The
reverse direction, where Ansible execution results appear in SIEM dashboards, lacks
equivalent tooling. Organisations seeking visibility into Ansible-managed infrastruc-
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ture health through their security platform find no commercial or open-source solution
addressing this requirement.

The USO API’s Ansible module executes ad-hoc commands against infrastructure
targets and returns results as SPL-compatible events. Dashboard panels can display
disk usage, reboot requirements, or custom command output alongside security met-
rics, delivering operational context for security decisions.

Red Hat Satellite Visibility Satellite’s REST API exposes patch status, errata applica-
bility, and subscription compliance, but the data remains isolated from security moni-
toring workflows. No SIEM platform indexed on this research provides native Satellite
integration. Organisations running Red Hat infrastructure cannot assess vulnerability
exposure through their security dashboards without custom development.

The Satellite module in the USO API queries errata, host information, and host-
group membership through authenticated API calls. Results surface in Splunk dash-
boards where analysts can correlate patch compliance with security event patterns.

Credential Centralisation Multi-system monitoring requires credentials stored across
separate configuration files, each with its own management lifecycle. The USO API

consolidates authentication through Splunk’s storage/passwords API, inheriting its

encryption, access control, and cluster-replication capabilities. Three credential fami-
lies are managed this way: per-host bearer tokens for remote Splunk authentication, a

username-and-password pair for Red Hat Satellite, and a client-credential configura-
tion for Microsoft Graph that is used at runtime to obtain short-lived access tokens.

2.9.1 Operational Challenges at the Host Organisation

Two operational challenges faced by the host organisation’s cybersecurity operations
team directly inform the project objectives.

Challenge 1: Infrastructure visibility within SIEM query workflows. The team’s
existing Splunk deployment affords limited native support for querying external in-
frastructure state during security investigations. When an analyst investigates an alert,
they cannot readily determine whether the affected host requires a restart, whether its
critical processes are responding, or whether queued remediation tasks are pending.
This context resides in separate systems (Ansible Automation Platform, infrastructure
monitoring tools, custom databases), requiring analysts to context-switch between in-
terfaces and manually correlate information from disparate sources.

Challenge 2: Dashboards for infrastructure-focused security operations. Standard
SOC dashboards focus on threat detection and alert triage. The cybersecurity op-
erations team requires different visibility: host inventory status, automation queue
depths, vulnerability remediation progress, and system restart requirements. These
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infrastructure-centric dashboards must integrate with existing Splunk workflows with-
out requiring separate tooling, and must present data from multiple external systems

in a unified view.

Contribution Positioning This work contributes a framework that extends Splunk’s
query model to heterogeneous infrastructure systems without requiring additional
commercial licensing. The approach differs from commercial SIEM add-ons that ad-
dress security use cases exclusively, and from open-source monitoring stacks that lack
security event correlation. By implementing the integration as a custom search com-
mand, the framework preserves compatibility with existing SPL skills, dashboard pat-
terns, and operational workflows. Chapter 3 formalises the requirements derived from
these gaps and operational challenges.



Requirements Analysis

This chapter defines the functional, non-functional, security, and privacy requirements
for the unified security operations dashboard. The requirements address the opera-
tional inefficiencies identified in Chapter 1: fragmented infrastructure visibility, man-
ual compliance reporting, and reactive health monitoring. Requirements follow IEEE
29148 conventions (IEEE, 2018), using shall for mandatory provisions and should for
recommended provisions.

3.1 Stakeholder Analysis

The primary stakeholders are the Splunk infrastructure team within the host organ-
isation’s cybersecurity department. This team administers the department’s Splunk
platform and the operational workflows for infrastructure monitoring, vulnerability
management, and compliance reporting.

Requirements emerged through ongoing conversations with the team, following
the iterative and face-to-face practices characteristic of agile requirements engineering
(Cao et al., 2008). Initial discussions confirmed the workflow friction described in Sec-
tion 1.1. As development progressed, additional requirements surfaced through direct
observation of analyst workflows and feedback on early prototypes.

The team requires visibility into infrastructure health and automation status to
support both rapid status verification and detailed technical investigations. This
shaped the dashboard design: summary panels offer at-a-glance confirmation of fleet-
wide health, whilst detailed tables support the diagnostic work that follows when an
anomaly surfaces.

33
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3.2 Functional Requirements

The functional requirements are organised around the core capabilities that the sys-
tem must deliver, following the functional and non-functional classification described
in International Organisation for Standardization (ISO)/International Electrotechni-
cal Commission (IEC)/Institute of Electrical and Electronics Engineers (IEEE) 29148
(IEEE, 2018). Each requirement corresponds to a particular operational need identified
during the requirements gathering process.

3.2.1 FRI1: Infrastructure Querying

The system shall query host status and health information from within Splunk searches.

Analysts need to determine whether hosts are reachable without leaving Splunk. A
connectivity test action verifies that the Ansible control node can reach target hosts via
SSH. Basic host information including hostname resolution and system uptime shall
be retrievable to support incident investigation and change verification. Disk usage
monitoring is equally important because storage exhaustion on Splunk infrastructure
causes indexing failures; the system shall report partition usage with adjustable thresh-
old alerts to identify hosts approaching capacity limits early.

Host restart status is required to identify systems pending reboot after kernel or crit-
ical package updates. This information, requiring direct system access via SSH, shall
be queryable through the Splunk interface. File operations support troubleshooting
and configuration verification: the system shall allow searching for configuration files
across hosts and retrieving file contents for comparison, particularly when analysts

need to verify configuration consistency across Splunk infrastructure components.

3.2.2 FR2: Splunk Integration

The system shall monitor Splunk infrastructure beyond what analysts can observe
through the standard web interface.

Instance health monitoring shall report the status of Splunk services across the in-
frastructure. The system shall retrieve overall health status and, optionally, detailed
feature-level health information for troubleshooting. This check requires appropriate
user permissions, specifically the 1ist_health capability on target instances.

Internal queue status monitoring is necessary for identifying ingestion bottlenecks.
Queue fill percentages for indexer pipelines shall be reported so that analysts can
detect data flow problems before they cause visible symptoms. This requires the
list_introspection capability.

Beyond real-time monitoring, search job history supports both troubleshooting and
capacity planning. Recent job records and, importantly, failed job logs that include
error details shall be retrievable. These logs are otherwise only accessible through the
file system of the search head where the job executed.
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Data management operations require visibility into KV store collections. The sys-
tem shall list collections with their configurations and field definitions, so that analysts
can review the state of application data stores.

To support rapid identification of recurring problems, internal log analysis consol-
idates ERROR and WARN messages from Splunk’s internal logs, ranked by frequency.
This avoids requiring analysts to construct complex SPL queries against the _internal

index.

3.2.3 FR3: Database Connectivity Monitoring

The system shall expose the status of database extraction processes. The team oper-
ates extraction scripts that pull data from external databases on scheduled intervals.
Failures in these processes are not immediately visible through Splunk’s native moni-
toring.

The system shall list configured database extractions with their connection param-
eters. The system shall also support testing connectivity to individual database targets,
reporting whether the extraction script can establish a connection. The check builds on
existing extraction infrastructure instead of implementing direct database connectivity.

3.2.4 FR4: Vulnerability Management

The system shall integrate with Red Hat Satellite to report vulnerability and patch sta-
tus. The team manages approximately 50 hosts through Satellite, and analysts need to
correlate security events with host patch status during incident investigation.

Host inventory queries shall return registered hosts with their operating system
version, lifecycle status, and global health status as reported by Satellite. The global
status indicates whether hosts have pending actions or configuration issues.

The system shall list available errata across the managed estate, filterable by type
(security, bugfix, enhancement) and severity. For incident investigation, analysts need
host-specific errata queries that identify exactly which patches a particular host re-
quires.

Subscription and hostgroup information supports inventory management, though
these represent lower-priority requirements compared to errata visibility.

3.2.5 FR5: Email Pipeline Monitoring

The system shall monitor email ingestion pipelines that feed Splunk indexes. The team
manages automated extraction of emails from shared mailboxes, with ingestion rates
and pipeline health representing key operational metrics.

Mailbox health queries shall return folder statistics including message counts and
size totals. This information supports capacity planning and anomaly detection when
ingestion rates deviate from expected patterns. The system shall retrieve mailbox data
through the Microsoft Graph API instead of legacy Exchange protocols.
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Pipeline status monitoring shall track extraction job execution, reporting success
rates, failure details, and processing timestamps. Ingestion status queries shall verify
that emails are reaching their target Splunk indexes at expected rates, with user-defined
thresholds for alerting on stale data.

3.2.6 FR6: Identity and Access Visibility

The system shall query identity and access information from within Splunk searches.
Security investigations frequently require establishing the organisational context of ac-
counts and hosts involved in an event: who owns a given server, which groups a sus-
pectaccountbelongs to, what systems a user can access, or whether an account remains
active. These queries currently involve switching between Active Directory (AD) ad-
ministration tools, the access governance portal, and HR systems, each with its own
interface and query semantics.

User profile lookups shall return consolidated identity records drawn from Ac-
tive Directory, the access governance platform, and HR records. Group membership
queries shall list the groups a user belongs to and, conversely, the users within a given
group. Access rights lookups shall return the catalogue of systems and permissions
associated with a user through the access governance platform, for access reviews and
audit responses.

Splunk role mapping shall derive the effective Splunk roles for a given user by
matching their Active Directory group memberships against the role-mapping config-
uration. This supports permission troubleshooting and access reviews without requir-
ing Splunk administrator access. Host identity enrichment shall return operational
context for infrastructure hosts, including team ownership, environment classification,
security zone, and support contact, sourced from the internal infrastructure inventory.

Proactive identity monitoring shall detect accounts that have not authenticated
within operator-specified time windows and identify gaps in identity coverage where
hosts or users lack expected records in identity stores. All identity queries operate
against local Splunk lookups and KV stores, requiring no external credentials beyond
the standard command execution context.

3.2.7 FR?7: PII Exposure Detection

The system shall scan indexed data for PII within Splunk search pipelines. Log sources
across the enterprise infrastructure may inadvertently contain personal data such as
tax identifiers, phone numbers, email addresses, and financial account numbers. De-
tecting this exposure is an operational requirement driven by regulatory obligations
under the GDPR and the Network and Information Security Directive (NIS2) (Euro-
pean Parliament and Council of the European Union, 2016; European Parliament and
Council of the European Union, 2022). These mandates are further formalised by inter-
national standards such as ISO/IEC 27701:2019, which extends established information
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security management controls to include specific privacy information management re-
quirements (International Organization for Standardization, 2019). Compliance is also
supported by modern operational frameworks such as the NIST Cybersecurity Frame-
work (CSF) 2.0 (Pascoe et al., 2024), which defines continuous monitoring and data
protection as core functional requirements for critical infrastructure operators. Beyond
regulatory compliance, PII detection prevents accidental disclosure during investiga-
tion workflows.

The detection capability shall cover at least fourteen PII types spanning both
Portuguese-specific identifiers (such as fiscal numbers and IBANs) and universal
patterns (such as email addresses and credit card numbers). Each detector applies
validation logic appropriate to its type, including algorithmic verification and con-
textual keyword matching to suppress false positives in machine-generated log data.
Section 4.7.2 presents the full detector catalogue with its validation strategy.

Three operating modes shall address distinct analyst workflows. A counts mode
augments each event with per-type detection counts for dashboard aggregation. A
detail mode returns matched text and detector metadata for forensic investigation. A
redaction mode replaces detected PII inline, which supports safe data sharing and ex-
port.

Confidence scoring classifies each detection as low, medium, or high based on val-
idator outcomes and contextual evidence. Detectors prone to false positives require
supporting context keywords within a proximity window before reporting a match,
and analysts can filter results by minimum confidence level.

Detection results shall be presented through a dedicated dashboard tab for opera-
tional monitoring. A scheduled search scans selected indexes at regular intervals, in-

dexing summaries for trend analysis and alerting.

3.2.8 FRS: Unified Dashboard

The system shall present a unified dashboard that consolidates infrastructure status
without requiring analysts to execute ad-hoc queries for routine monitoring.
The dashboard shall be organised into sixteen tabs addressing distinct operational

concerns:

1. Summary: At-a-glance metrics showing overall infrastructure health, including
host counts, Splunk component status, database connection status, and recent
activity indicators.

2. Infrastructure: Host monitoring combining Satellite inventory data with real-
time status from Ansible queries. The tab shall display host health, errata status,
disk usage, and pending reboot requirements.

3. Sources and Data: Data ingestion monitoring showing KV store collections,
lookup file freshness, and database extraction configurations. The tab shall sup-
port data quality assurance and troubleshooting of missing data.
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10.

11.

12.

13.

14.

15.

16.

Firewall: Firewall log monitoring and analysis, displaying connection events, pol-

icy violations, and traffic patterns relevant to the managed infrastructure.

. Data Health: Data pipeline integrity monitoring, displaying diagnostic results

from automated health checks across log sources, KV stores, and scheduled
searches.

Vulnerabilities: Patch status visibility sourced from Red Hat Satellite and other
vulnerability management tools, displaying security errata counts, affected hosts,
and remediation priorities.

Suspicious Activity: Correlation of host security logs to detect anomalies includ-
ing failed SSH authentication patterns, brute-force attempts, identification of ex-
ternal IP addresses, and unauthorised sudo activity.

Work Orders: Integration with the organisation’s ticketing system to display ac-
tive work orders affecting infrastructure.

Licenses: Splunk licence consumption metrics with trend visualisation, to iden-
tify capacity issues before violations occur.

Forwarders: Universal forwarder monitoring showing deployment status, ver-
sion distribution, and connectivity health.

Automation: Compliance report pipeline monitoring showing execution status,
validation results, retry history, and failure details.

Performance: Splunk search performance metrics including search head cluster
activity, job completion rates, and resource utilisation.

Logs Status: Data freshness monitoring across all ingested log sources, with
colour-coded indicators for sources that have not received recent events.
Extractor: Database extraction pipeline status showing scheduled jobs, execution
history, and connectivity test results.

Email: Email pipeline monitoring displaying mailbox health, ingestion rates, and
extraction job status for all configured email sources.

PII Exposure: PII detection results across indexed data, showing detection counts
by type, confidence distribution, and affected indexes. The tab shall consume out-
put from scheduled scans and support investigation of data protection exposure.

Interactive elements shall support drill-down investigation. Row expansion capa-

bilities shall reveal detailed information for selected items without navigating away

from the dashboard. Conditional formatting shall highlight items requiring attention

through colour coding for status indicators and threshold-based alerts.

The dashboard shall support periodic refresh at intervals appropriate to each com-

ponent’s update frequency, instead of continuous real-time polling. Infrastructure sta-

tus changes infrequently enough that refresh intervals of several minutes are sufficient,

balancing data freshness against resource consumption.

The Automation tab warrants clarification regarding scope. The compliance report

pipeline operates as an independent subsystem with its own scheduled execution, er-

ror handling, and notification mechanisms. The dashboard observes this pipeline by
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querying its logging output rather than controlling its execution. This loose coupling
means the pipeline functions independently of the USO API; the dashboard delivers
visibility into its status without creating operational dependencies.

Although the compliance report pipeline represents a significant operational deliv-
erable, it is treated as a secondary extension of the main observability platform and is
specified here under FR8 because this chapter defines requirements for the integrated
operational interface rather than specifying every autonomous subsystem in isolation.
The pipeline’s requirement-facing role in this scope is observability: analysts must
monitor execution status, validation outcomes, and failures through the Automation
tab. Its internal processing stages (extraction, transformation, upload, and verification)
are engineered as a standalone subsystem and are detailed in Chapter 4 and Chapter 5.

3.2.9 FR9: Infrastructure Health Diagnostics

The system shall automate infrastructure health diagnostics that validate the integrity
of data pipelines, search operations, and application state. Manual verification of these
components across approximately 50 managed hosts does not scale; the system shall
therefore perform scheduled validation runs that surface anomalies as indexed events

and operator notifications.

The diagnostics capability shall cover three categories of infrastructure health
checks:

e Search job validation: Failed saved searches, excessive runtimes, and abnormal
result counts shall be detected and flagged.

e File integrity monitoring: The system shall verify essential configuration and
data files against expected checksums, sizes, and age thresholds.

e KV Store validation: Collection row counts shall be checked against expected
thresholds to detect data loss or synchronisation failures.

The system shall maintain historical baselines for comparison, so that anomaly de-
tection accounts for normal operational variance rather than relying solely on static
thresholds. Diagnostic results shall be indexed to a dedicated summary index (uso_

diagnostics), separating diagnostic telemetry from operational data.

The system shall support configurable notification channels, allowing operators to
select which channels receive alerts and to distinguish between success and failure
conditions. Reliability mechanisms shall follow the same patterns established in NFR3,
including adjustable retry logic with exponential backoff.

The architectural design of the diagnostics subsystem, including its module dis-
patcher, historical comparison engine, and notification backend model, is described in
Section 4.6.
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3.3 Non-Functional Requirements

Non-functional requirements define the quality attributes that the system must exhibit.
These requirements emerged from operational realities and organisational standards
rather than explicit stakeholder requests.

3.3.1 NFR1: Performance

Command execution shall complete within a timeframe acceptable for interactive use.
The acceptance threshold is 20 seconds for typical queries against a single host or small
host group. In practice, most such queries are expected to return faster, but 20 seconds
defines the upper bound used for evaluation. This constraint reflects both user expec-
tations and practical limitations of the underlying infrastructure.

Network latency dominates execution time for most operations. Queries that in-
voke SSH connections to the Ansible control node, which then connects to target hosts,
accumulate latency at each hop. The system shall not introduce significant additional
overhead beyond these inherent network delays.

Dashboard loading shall prioritise perceived responsiveness. Searches shall exe-
cute in parallel where dependencies permit, and panels shall render progressively as
results become available. Initial page load shall present meaningful content within 20
seconds under normal conditions.

3.3.2 NFR2: Security

The system shall not store credentials in plain text. All authentication materials, includ-
ing API tokens and SSH key references, shall be stored using Splunk’s encrypted cre-
dential storage mechanism. This requirement aligns with organisational security poli-
cies and the credential management controls prescribed by NIST SP 800-53 (Joint Task
Force Interagency Working Group, 2020). Security mechanisms should further align
with industry best practices for API security, such as those defined in the OWASP API
Security Top 10, particularly regarding broken object-level authorisation and insecure
consumption of APIs (OWASP Foundation, 2023). Audit logging shall record all com-
mand executions to maintain accountability and support forensic analysis. Section 4.8
presents the security architecture and its alignment with international standards.

Token-based authentication shall be preferred over service accounts where techni-
cally feasible. Bearer tokens confer several advantages: they inherit user role capa-
bilities automatically, support straightforward revocation, and eliminate the need to
maintain dedicated service accounts across distributed infrastructure.

The system shall operate within the user’s existing permission boundaries. Op-
erations shall fail cleanly when users lack required capabilities rather than attempting
privilege escalation. Error messages shall indicate the exact missing capability for trou-
bleshooting.
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3.3.3 NFR3: Reliability

The system shall handle errors gracefully without crashing or producing cryptic fail-
ures. When external systems are unreachable or return errors, the command shall re-
port the failure clearly and exit normally, allowing subsequent SPL pipeline operations
to process the error indication. Specifically, graceful handling requires that the com-
mand exits with a zero return code and emits at least one result row containing an
error field with a human-readable description identifying the affected target and the
failure category.

The system shall achieve a search completion rate of at least 99% under normal
operating conditions, measured as the ratio of completed search invocations to total
search invocations recorded in Splunk audit logs over a 30-day observation window.

For automated pipelines such as the report processing workflow, reliability require-
ments are more stringent. The pipeline shall implement retry logic for transient failures,
with exponential backoff (Nygard, 2018) to avoid overwhelming recovering systems.
Three attempts (two retries) with exponential backoff delays of two and four seconds
(computed as 2" for each retry) represent the baseline configuration.

Data validation shall prevent silent corruption. The compliance report pipeline
shall verify row counts before proceeding with uploads, blocking transmissions that
fall below expected thresholds. The default minimum threshold shall be 100 rows,
with report-specific validated overrides permitted for legitimate low-volume reports.
This preserves a safeguard against incomplete exports without blocking low-volume
reporting workflows.

3.3.4 NFR4: Scalability

The system shall support batch operations across multiple hosts. Rather than requir-
ing analysts to execute separate queries for each host, the command shall accept host
groups and iterate across members automatically. Results shall aggregate into a single
output set.

The current scope covers approximately 50 hosts and 20 Splunk instances. The ar-
chitecture shall support at least double the current managed inventory (approximately
100 hosts and 40 Splunk instances) without requiring architectural redesign. Growth
beyond this range is not anticipated, and the system is not intended for deployment at
scales significantly beyond the current order of magnitude.

3.3.5 NFR5: Maintainability

The system shall follow a modular architecture that isolates functionality by integration
target. Adding support for a new external system shall not require modifications to ex-
isting modules. Each module shall be independently testable (importable in isolation
with mocked external dependencies) and independently deployable as a separate Tech-
nology Add-on, installable without requiring other application packages to be present.
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A registry pattern shall support dynamic discovery of available actions. New ac-
tions can be added by creating appropriately structured modules without modifying
central dispatch logic. This pattern reduces the risk of introducing regressions when
extending functionality.

Code organisation shall follow established patterns within the Splunk application
development ecosystem. The Technology Add-on naming convention and directory
structure supports deployment through standard Splunk mechanisms.

Adding a new action to an existing module shall require no more than one source
file (the action implementation) and one registry entry, without changes to the module
executor, command parser, or other existing actions.

3.3.6 NFR6: Usability

The command shall present a consistent interface regardless of the target system. All
modules shall follow the invocation syntax:

| usoapi module=<module> action=<action> target=<target>

with no module-specific deviations from this pattern. This uniformity reduces the
learning curve for analysts, who need only learn one command syntax to query any
integrated system.

Help documentation shall be accessible from within the command itself. The com-
mand shall support three help levels:

e General: help=true

e Module-specific: help=true module=<module>

[ ACtiOl’l-SpeCifiC: help=true module=<module> action=<action>
Each level shall return structured output listing the available items, required parame-
ters, and usage examples.

Target resolution shall support meaningful aliases alongside literal addresses. An-
alysts shall be able to specify host groups like collectors or indexers instead of re-
membering IP addresses or fully qualified hostnames.

An analyst familiar with SPL syntax shall be able to construct a valid USO API
query for any supported action within two minutes, given access to the built-in help
system.

3.4 Supplementary Security and Privacy Requirements

To formalise the system’s operational boundaries, the following supplementary re-
quirements govern data protection and credential lifecycle management, aligned with
the controls defined in the Open Web Application Security Project (OWASP) Applica-
tion Security Verification Standard (OWASP Foundation, 2025):



3.5. Constraints and Assumptions 43

e SPR1 (Data Minimisation): The system shall process PII detections in mem-
ory and avoid intentional persistence of raw matches to local application storage.
Success is evidenced by the detector’s stateless processing model, in-stream an-
notation and redaction behaviour, and the absence of implementation paths that
write raw matches to the application workspace.

e SPR2 (Credential Rotation): The system shall support revoking and replacing
stored tokens through Splunk’s encrypted credential store, without requiring
code changes or plaintext credential handling.

e SPR3 (Access Segregation): The system shall enforce Role-Based Access Control
(RBAC) and capability checks for external integrations. Users or service identi-
ties lacking the required capability shall be denied execution or data access.

Table 3.1 summarises all functional, non-functional, and security requirements
identified in this chapter.

Table 3.1: Summary of Functional and Non-Functional Requirements

ID Category Description

FR1 Infrastructure Query host health, disk usage, and status via Ansible

FR2 Splunk Monitor Splunk instances, queues, jobs, and logs

FR3 Database Test database connectivity and list extraction configs

FR4 Vulnerability Query Red Hat Satellite for hosts and errata

FR5 Email Monitor email pipelines, mailbox health, and ingestion status
FR6 Identity Query user, group, host, and access identity from local lookups
FR7 PII Detection Scan indexed data for personally identifiable information
FR8 Dashboard Unified 16-tab interface consolidating all data sources

FR9 Diagnostics Automated infrastructure health diagnostics via alert actions
NFR1 | Performance | usoapi command response within 20 seconds

NFR2 | Security Encrypted credential storage, token-based auth

NFR3 | Reliability Graceful errors, retry logic, data validation

NFR4 | Scalability Batch operations across host groups

NFR5 | Maintainability | Modular architecture, registry pattern

NFR6 | Usability Consistent syntax, built-in help, target aliases

SPR1 | Minimisation In-memory PII scanning without local persistence

SPR2 | Rotation Event-driven token revocation

SPR3 | Segregation RBAC enforcement for all integrations

3.5 Constraints and Assumptions

Technical Constraints The system operates within Splunk’s Python execution envi-
ronment, which imposes restrictions on available libraries and execution context. Cus-
tom search commands execute in a sandboxed environment with limited network ac-
cess and restricted file system operations. The implementation must work within these
boundaries.

Network connectivity is required to the Ansible control node, Red Hat Satellite API
endpoint, and target Splunk instances. Firewall rules permitting this connectivity are
assumed to be in place or obtainable through standard change management processes.
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The Splunk deployment uses a search head cluster configuration. Custom com-
mands execute on a single cluster member rather than distributed across all members.

This affects how commands interact with local state and credentials.

Organisational Constraints Credential provisioning differs by system. Access cre-
dentials for Red Hat Satellite and Open Authorisation (OAuth) 2.0 client credentials
for the Microsoft Graph API require requests to the respective platform administrators.
By contrast, the SSH key used for the Ansible control node connection is managed
within the Splunk infrastructure team rather than requested from an external platform
administrator.

The code will not be released publicly. This relaxes certain requirements around
documentation completeness and generalisation that would apply to open-source

projects.

Assumptions Authentication to remote Splunk instances uses bearer tokens from
a dedicated service account with the necessary capabilities (1ist_health, list_
introspection, and related monitoring capabilities). A separate token is stored per
remote host in Splunk’s storage/passwords endpoint and synchronised automatically
across search head cluster members. Regular users do not require elevated capabilities;
they need only the ability to execute the custom search command.

Target hosts are registered in Ansible’s inventory and accessible via SSH from the
control node. The team’s existing Ansible infrastructure supplies this foundation.

Red Hat Satellite contains current inventory and patch status information. The ac-
curacy of vulnerability visibility depends on the timeliness of Satellite’s data, which is
managed outside this project’s scope.

With these requirements, constraints, and assumptions established, Chapter 4
presents the system architecture that translates them into concrete design decisions
across USO API, the dashboard, and the credential management subsystems. The ver-
ification approach, including functional completeness assessment and non-functional
property evaluation through production telemetry, is documented in Chapter 6.
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4.1 Architecture Overview

The architecture of USO API follows a layered structure that separates concerns
across four distinct tiers: presentation, application, integration, and infrastructure
(Buschmann et al., 1996).

At the presentation layer, Splunk Web serves the unified dashboard through XML
form definitions. Analysts interact with tabbed views that display host health, Splunk
instance status, vulnerability data, and automation pipeline states. Each panel issues
SPL queries that invoke the custom command, receiving results as standard Splunk
table data suitable for rendering in charts, tables, or status indicators.

The application layer consists of a single custom search command, usoapi, imple-
mented as a GeneratingCommand using the Splunk SDK for Python. This command
accepts parameters specifying the target module, action, and hosts, then dispatches
execution to the appropriate integration module.

Six integration modules connect the command layer to operational data sources.
The Ansible module executes ad-hoc commands against managed hosts via SSH, col-
lecting system metrics such as uptime, disk usage, and service health. For platform
observability, the Splunk module queries remote instances through their REST APIs,
retrieving server information, queue status, index metadata, and job history. Vulner-
ability and compliance data flow through the Satellite module, which interfaces with
the Red Hat Satellite API to obtain host inventory, errata status, and subscription data.

The remaining three modules address data-oriented concerns. Database connectiv-
ity monitoring spans Oracle, Microsoft SQL Server, and Sybase instances through the
Extractor module, whilst the Mail module presents a unified view of email data flows,
authenticating against Microsoft Graph API to check mailbox health. It combines these
checks with Splunk index ingestion statistics and Extractor log analysis to present an
end-to-end view of the email processing pipeline. Unlike the preceding five modules,
the Identity module operates entirely within the local Splunk environment, querying

45
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existing lookups and KV Store collections to resolve user profiles, group memberships,
and host ownership from Active Directory, access management, and human resources
data.

The infrastructure layer covers the target systems themselves: a fleet of Linux hosts
managed through Ansible, multiple Splunk instances from development through pro-
duction, and the Red Hat Satellite server that tracks host compliance. Communication
protocols vary by target: SSH for Ansible operations, HTTPS for Splunk REST and
Satellite APIs, and native database protocols for Extractor tests.

Not all dashboard data flows through the custom command. Where data is al-
ready indexed in Splunk or queryable through native platform features such as tstats,
mstats, rest, or federated search, native SPL is preferred, as it avoids the overhead of
the command framework and executes with lower latency. The custom command is
reserved for integrations with external systems that Splunk cannot query natively, or
for complex data-fusion tasks, such as those performed by the Identity module, that
would be syntactically unwieldy in pure SPL. The Forwarders tab illustrates this princi-
ple: itretrieves deployment server metadata through Splunk’s federated search feature,
which allows a search head cluster to query saved searches on remote Splunk instances.
A federated provider connects the cluster to the deployment server using a dedicated
service account, and the dashboard pulls forwarder status via the | from federated:
command. This avoids embedding deployment server queries in the custom command
framework whilst still presenting the data within the unified dashboard.

Three separate subsystems extend the platform beyond the synchronous query in-
terface. The diagnostics subsystem, deployed as uso_TA_diagnostics, remains tightly
aligned with the main observability contribution by monitoring infrastructure health
through search-job, file, and KV Store validation before indexing diagnostic events
and dispatching notifications. Alongside it, two secondary extensions broaden the
platform’s operational reach. The compliance report pipeline, deployed as uso_TA_
compliance, executes scheduled searches that extract monthly compliance data, trans-
form results into partner-specified formats, and upload artefacts to external servers.
Deployed as uso_TA_piifinder, the PII detection subsystem scans event data for per-
sonally identifiable information through a hybrid Rust and Python streaming com-
mand, complemented by a scheduled search that periodically indexes exposure met-
rics.

All three subsystems operate independently of the synchronous query infrastruc-
ture, communicating state through shared summary indexes that the main dashboard
queries for visualisation. This summary-index integration model recurs throughout the
architecture: each subsystem writes structured events to a dedicated index without
shared code or coupling to the dashboard, and failures in any subsystem do not affect
the presentation layer. Figure 4.1 illustrates the overall system architecture and the
relationships between these layers.
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Figure 4.1: USO API system architecture overview. Six integration modules connect the unified dash-
board to heterogeneous infrastructure backends through protocol-specific adapters.

4.2 Component Relationships

The command architecture implements a registry-based dispatch mechanism, drawing
on the Factory Method and Strategy patterns (Gamma et al., 1994), where the main
command class delegates execution to specialised module handlers. When an analyst
invokes a query such as | usoapi module=ansible action=health target=indexers, the com-
mand parses the parameters, loads the requested module dynamically, and passes con-
trol along with a context object containing all relevant options. This dispatch logic fol-
lows the Content-Based Router pattern (Hohpe et al., 2003) introduced in Section 2.7:
the module parameter determines which handler receives the request, without requir-
ing callers to know the underlying transport or authentication details.

Each module maintains its own action registry mapping action names to handler
classes. This registry pattern supports extension without modifying core command
code: adding a new action requires creating a handler class that implements the stan-
dard interface and registering it within the appropriate module’s action map. The dis-
patch mechanism discovers available actions at runtime, supporting both built-in doc-
umentation generation and error messages that enumerate valid options. Figure 4.2
depicts this dispatch process from command invocation through module selection to

action execution.

Parse Load Registry Execute Result
Query Parameters " module | Module action Lookup " handier Act1on yield Rows

| usoapi module=ansible action=health target=indexers

Figure 4.2: Command Dispatch Flow
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4.2.1 Technology Stack

Python 3.13 is the primary implementation language. The Splunk SDK for Python ex-
poses the GeneratingCommand base class and handles protocol-level communication
with the search pipeline. Dashboard visualisations use Splunk’s Simple XML frame-
work extended with custom JavaScript for interactive features such as row expansion,
which reveals additional detail when an analyst clicks a table row. Simple XML was
chosen over the newer Dashboard Studio framework for its JavaScript extensibility, as
discussed in Section 4.11.1.

4.3 Core Components Design

The core components form the runtime backbone of the USO API command, handling
dispatch, module isolation, and credential access.

4.3.1 Command Framework

The usoapi command extends Splunk’s GeneratingCommand base class, positioning it
as a data source at the start of search expressions instead of a transformation that pro-
cesses pipeline input. The command produces result rows by querying external sys-
tems, yielding data that downstream SPL commands can filter, aggregate, or visualise.

Each integration module implements a domain-specific exception hierarchy that
lets callers differentiate between configuration errors, authentication failures, permis-
sion denials, and transient service issues. This classification permits differentiated er-
ror handling: dashboard panels can retry on rate-limit responses whilst immediately
surfacing permission errors to administrators.

All actions within a module inherit from an abstract base class that defines the stan-
dard interface, validates parameters, formats results, and resolves targets. This pattern

maintains consistent behaviour across actions whilst reducing code duplication.

4.3.2 Integration Modules

The six integration modules described in Section 4.1 share a common architectural foun-
dation. Each module extends a common action base class that standardises param-
eter validation, result formatting, and error propagation. Actions raise typed excep-
tions (ActionError, ModuleError, AuthenticationError, USOConnectionError) that
the command framework catches and translates into structured error events, isolat-
ing callers from transport-level failures. Five modules authenticate against remote sys-
tems using credentials retrieved from the credential management system described in
Section 4.3.3; the Identity module is the exception, operating entirely within the local
Splunk environment through the SDK’s self.service connection and requiring no

external credentials.
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4.3.3 Credential Management System

The Splunk module’s authentication requirements drove development of a dedicated
credential management system. Remote Splunk instances require authentication for
API access, and traditional approaches using service account passwords introduce op-
erational overhead: password rotation policies force regular updates across all config-
ured hosts, and password storage in configuration files raises security concerns during
code reviews and deployments. The implemented solution uses bearer tokens gener-
ated through Splunk’s authentication token API, which encode user identity and role
capabilities in JWT format. The system accommodates permanent tokens with no expi-
ration, eliminating rotation overhead whilst maintaining the ability to revoke individ-
ual tokens when required.

Machine-to-machine authentication uses dedicated service accounts with defined
capability requirements. A representative naming pattern such as svc.secmon-m2m
reflects organisational conventions: a service-account prefix, a team-scope identi-
tier, and a suffix denoting the machine-to-machine purpose. The service account
requires particular monitoring capabilities: 1ist_health for health endpoint access,
list_introspection for queue monitoring, search for executing SPL queries, and
rest_properties_get for metadata retrieval. Section 5.8.1 documents the full capa-
bility set. Role membership inheritance means that adding a capability to the role
automatically extends to all tokens derived from accounts holding that role.

Target resolution handles multiple methods for translating analyst-friendly identi-
fiers into actionable host references, including direct IP addresses, mnemonic labels,
wildcard patterns, and predefined group shortcuts. A separate credential type accom-
modates OAuth 2.0 client credentials (Hardt, 2012) for Microsoft Graph API access,
stored in a distinct namespace within the credential store. Chapter 5 details the cre-
dential storage mechanisms, token lifecycle management, and administrative tooling
that support this architecture.

4.4 Dashboard Architecture

The dashboard architecture translates the module data flows into an interactive analyst
interface built on Splunk’s Simple XML framework.

4.4.1 Tab Structure and Layout Patterns

The unified dashboard uses Splunk’s Simple XML framework with form inputs that
drive panel queries through token substitution. Form inputs at the top establish shared
filtering context: a host selector populates from credential store queries, a time range
picker constrains searches, and a scope filter switches between all hosts and production
systems. These inputs bind to tokens that panels reference in their SPL queries, so that

filtering remains consistent across all visible data.
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The sixteen tabs catalogued in Section 3.2.8 are organised into four thematic
groups: Overview (Summary), Platform (Infrastructure, Performance, Forwarders,
Logs Status, Sources/Data), Security (Suspicious Activity, Vulnerabilities, Firewall,
Data Health, PII Exposure), and Services (Work Orders, Licenses, Automation, Extrac-
tor, Email). The resulting tab structure is shown in Figure 4.3.

Summary Infrastructure Suspicious Activity Work Orders
Performance Vulnerabilities Licences
Forwarders Firewall Automation
Logs Status Data Health Extractor
Sources/Data PII Exposure Email
Y

Summary Overview

Splunk Health Stale Sources Licence Today Data Health

Figure 4.3: Dashboard tab structure with sixteen tabs organised into four thematic groups. The Sum-
mary tab (highlighted) shows the first row of KPI panels; the full layout is visible in Figure 5.2.

Each tab applies a consistent layout pattern: summary statistics appear as single-
value visualisations across the top, followed by detailed tables or charts in the main
content area. The architectural patterns governing shared tab structure are presented
below; individual tab content is catalogued in Section 3.2.8.

4.4.2 Visualisation Components

Three visualisation types serve different data characteristics. Single-value panels high-
light core metrics such as total hosts, active alerts, or licence utilisation percentages. Ta-
bles present detailed records with inline status indicators using icon formatting rules.
Charts plot trends over time, particularly useful for licence usage patterns and queue
depth monitoring.

Row expansion extends table functionality by surfacing additional detail when an
analyst clicks a table row, executing a secondary search scoped to that row’s context
and injecting results into an expandable region below the clicked row. Section 5.4.2
describes the implementation.

4.4.3 Data Refresh Strategy

The refresh strategy balances data freshness against search head load by combining
token-gated execution with mixed refresh cadences. Many panels do not execute im-
mediately at dashboard load; instead, searches are released only when the relevant tab
or prerequisite token becomes active, and refresh intervals vary by workload rather
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than following a single five-minute cycle. By reading from lookup or summary-index
materialisations, these panels reduce interactive search cost compared to recomputing
the same results from raw events.

Panels requiring relatively current values, such as Splunk health indicators, current
event-rate counters, and running-job views, issue live SPL queries on their refresh cy-
cle. Where the data model permits it, these queries use commands such as tstats,
Splunk’s accelerated statistics command, for efficient access to recent data. Heavier de-
rived views rely on the materialised snapshot pattern described below, which moves
more expensive computations away from the user-facing refresh cycle.

A complementary pattern, referred to as materialised snapshotsl, uses scheduled
saved searches to compute derived data and write the results to storage targets (pri-
marily CSV lookup tables and, where appropriate, summary indexes) at fixed intervals.
Dashboard panels then query these datasets rather than executing live searches, trad-
ing bounded staleness? for predictable render times. This two-tier arrangement also
allows the dashboard to present broader security context without reaching external
APIs or cache-refresh limits; for example, the index-status monitor consumes materi-
alised CSV lookups (Appendix C.5), whilst selected source-IP reputation views consult
an AbuselPDB?® (AbuselPDB, 2025) cache (Appendix C.7). Two further implementa-
tions of this pattern appear in Section 5.4.4 and Section 5.7.4, which use lookup and
summary-index storage respectively.

4.4.4 Tab Priority Controller

A sixteen-tab dashboard with dozens of panels presents a search scheduling challenge:
executing all searches simultaneously on page load overwhelms the search cluster and
delays rendering of the tab the analyst is viewing. The tab priority controller addresses
this through token-based dependency gating. A JavaScript component monitors tab
selection events and manipulates dashboard tokens that panel searches depend upon,
preventing execution until the analyst selects a given tab. Once visited, tokens persist
so that returning to a tab does not re-execute its searches. This mechanism prioritises
the active tab whilst deferring background tabs for progressive loading.

4.5 Compliance Report Pipeline

The compliance report pipeline is a complementary operational extension that auto-
mates monthly delivery of compliance reports to external partners, replacing a manual
process that previously required operator intervention at each stage.

1 The term materialised snapshot as used in this work denotes a scheduled saved search that pre-computes
a derived dataset and writes the result to a CSV lookup or summary index for later dashboard consump-
tion.

2 Bounded staleness describes a state where data lags behind reality by a fixed, known interval. In this
architecture, that interval corresponds to the duration between scheduled background materialisation
runs.

3 AbuseIPDB is a collaborative IP address reputation database used to identify and report malicious ac-
tivity such as hacking attempts, spam, and DDoS attacks.
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4.5.1 Architecture Overview

The pipeline executes as a standalone Splunk application, uso_TA_compliance, with its
own scheduled searches and alert actions. Operating independently of the USO API], it
follows the summary-index integration model defined in Section 4.1. The alert action
pattern decouples pipeline logic from search scheduling: the saved search defines what
data to extract, whilst the processor script handles how the data is transformed and
delivered.

4.5.2 Pipeline Components

The processing pipeline begins with a scheduled search that executes against source
indexes on the first day of each month. Upon completion, Splunk’s alerting subsystem
invokes a custom alert action that manages four sequential runtime stages: validated
CSV export, transformation into the required output format, upload to the external
partner’s server using rsync* over SSH, and post-upload verification. Logging to the
summary index and operator notifications span all four stages rather than forming a
separate processing step. Figure 4.4 illustrates this flow from scheduled-search trigger
through verification.

Scheduled Export Transform Upload Verify
Search Csv Data to Partner Delivery

Figure 4.4: Compliance Report Processing Pipeline

4.5.3 Integration Points

Each pipeline stage emits a log entry to the uso_compliance summary index, record-
ing pipeline telemetry. The dashboard’s Automation tab queries this index to display
recent processing runs, highlight failures, and provide drill-down access to error de-
tails. Notification hooks extend this logging model with active alerting: the proces-
sor dispatches webhook messages to Mattermost, a self-hosted messaging platform
(Mattermost, Inc., 2026), and sends email notifications over Simple Mail Transfer Pro-
tocol (SMTP) to designated recipients at critical stages, informing operators of vali-
dation outcomes, upload success, or retry exhaustion. This three-channel approach
(summary-index logging, Mattermost webhooks, and email) suits a pipeline that runs
once monthly, where failures must be caught promptly rather than discovered during
the next scheduled execution.

4 rsync is a Unix utility for efficient incremental file transfer over SSH.
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4.6 Diagnostics Subsystem

The diagnostics subsystem is packaged as a further Technology Add-on, uso_TA_
diagnostics, and follows the same deployment pattern as the compliance report
pipeline. Its purpose differs, however: where the pipeline delivers data to external
partners, the diagnostics subsystem turns Splunk’s alerting infrastructure inward,
monitoring the health of search jobs, filesystem artefacts, and KV Store collections that
the broader platform depends upon.

4.6.1 Module Architecture

The subsystem employs a dispatcher with registry-driven module discovery. When
a saved search triggers the uso_diagnostics alert action, the dispatcher iterates over
registered modules, executes those enabled in the alert configuration, and aggregates
results. Three modules handle diagnostic checks. The job diagnostics module captures
search metadata and flags anomalies such as zero-result searches or unusually long du-
rations. The file diagnostics module validates filesystem artefacts against configurable
size and row count thresholds. The KV Store diagnostics module verifies collection ex-
istence, accessibility, and row counts to detect both data loss and unexpected growth.

4.6.2 Historical Comparison Engine

Both the file and KV Store modules support an optional historical comparison mode.
When enabled, the engine queries previous diagnostic results to compute statistical
baselines, then calculates the percentage deviation of the current measurement from
the historical average. This approach distinguishes genuine problems from normal
variation without requiring administrators to hard-code absolute thresholds for every

monitored resource.

4.6.3 Notification Architecture

Notifications follow a pluggable backend model. A BaseNotifier abstractclass defines
the notification interface, with concrete implementations for three channels: Matter-
most webhooks, Splunk bulletin board messages, and SMTP email delivery. A fan-out
handler dispatches notifications to all registered backends, applying level-based gat-
ing: error notifications are sent by default, whilst success notifications require explicit
opt-in, preventing alert fatigue during normal operation.

4.6.4 Integration Model

The diagnostics subsystem follows the summary-index integration model (Section 4.1),
writing events to the uso_diagnostics index. Because it shares no code with the
USO AP], the subsystem can monitor artefacts across any Splunk application.
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4.7 PII Detection Subsystem

The Personally Identifiable Information (PII) detection subsystem is a secondary
privacy-monitoring tool addressing a complementary security concern: identifying
personally identifiable information exposed within Splunk event data. Deployed as
uso_TA_piifinder, this subsystem introduces a streaming command, piifinder, that
scans event fields for patterns matching fourteen categories of personal data, with
particular attention to Portuguese regulatory identifiers. Unlike the compliance and
diagnostics subsystems, which operate exclusively through scheduled searches and
alert actions, piifinder also functions as an interactive command that analysts invoke

directly within search expressions.

4.7.1 Architecture Overview

The subsystem adopts a hybrid architecture combining Python and Rust. The Python
layer implements a StreamingCommand via the Splunk SDK, handling integration with
the search pipeline: parameter parsing, event routing, and result formatting. The
compute-intensive pattern matching delegates to a compiled Rust binary that commu-
nicates with the Python wrapper via newline-delimited JSON Inter-Process Communi-
cation (IPC). Each event passes to the Rust process as a JSON object; the binary applies
all configured detectors and returns match summaries.

This separation reflects a deliberate trade-off: Python remains responsible for
Splunk command registration and pipeline communication, whilst a native compiled
core handles the performance-critical scanning workload (Lavrijsen et al., 2016). The
Splunk SDK mandates Python for command registration and pipeline communica-
tion, yet Python’s regex engine lacks the throughput needed for scanning large event
volumes. The choice of Rust over alternatives such as C or C++ is motivated by its
combination of systems-level performance with compile-time memory safety guaran-
tees that do not rely on garbage collection (Jung et al., 2021), which suits production
data-processing components where predictable throughput and memory safety both
matter. By isolating detection logic in a compiled binary, the architecture achieves a
fourfold improvement in processing speed at scale, as evaluated in Chapter 6, whilst
retaining full compatibility with Splunk’s command infrastructure.

Graceful degradation preserves availability when the Rust binary is absent or fails
to start. The Python wrapper contains an equivalent detection implementation and
falls back to it transparently, accepting reduced throughput instead of failing the search.
The Python fallback ensures that deployment to environments where the compiled
binary cannot run (new operating system versions, restrictive filesystem policies) does
not prevent PII scanning entirely.
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4.7.2 Detection Pipeline

The detection pipeline processes each event through fourteen specialised detectors
organised into two groups. Six target Portuguese-specific identifiers: fiscal numbers
(NIF) checked for structural consistency, international bank account numbers (IBAN)
verified by the modulo-97 check digit algorithm (Banco de Portugal, 2024), social se-
curity numbers (NISS), citizen card numbers, vehicle registration plates, and postal
addresses matching Portuguese street-type patterns. Eight handle universal patterns:
email addresses, credit card numbers validated by the Luhn algoritth, credentials
such as passwords and API keys, structured personal names, IPv4 addresses, dates of
birth, JWT and bearer tokens, and telephone numbers in Portuguese and international
formats.

Six of these detectors are context-gated: they fire only when relevant keywords ap-
pear within a configurable character window around the candidate match. This mech-
anism suppresses false positives for patterns that frequently occur in non-PII contexts,
such as nine-digit numeric sequences resembling fiscal numbers but originating from
log identifiers or trace IDs.

Confidence scoring assigns each detection a three-tier rating (low, medium, or
high). Context keywords within the surrounding text boost confidence by one tier,
whilst negative keywords suppress it by one tier or discard the match entirely. The
same pattern may therefore produce different confidence levels depending on textual
context, giving analysts a filtering parameter to control detection sensitivity.

Two algorithmic choices underpin the Rust backend’s throughput. A RegexSet pre-
filter compiles all fourteen detector patterns into a single finite automaton; for each
input text, only detectors whose patterns matched in the set proceed to individual eval-
uation. Keyword matching for context and negative terms uses Aho-Corasick automata
(Aho et al., 1975), reducing matching cost from linear in the number of keywords to
linear in the length of the text.

4.7.3 Integration Points

The subsystem integrates with the broader platform through three channels. As a
streaming command, piifinder can be appended to any search expression, allow-
ing analysts to scan arbitrary data on demand. Three operating modes serve different
use cases: counts mode adds aggregate PII statistics to each event for dashboard con-
sumption, detail mode exposes individual match locations for investigation, and redact
mode replaces detected PII inline for data sanitisation.

A saved search executes every thirty minutes, scanning application indexes and
writing exposure metrics to the uso_diagnostics summary index. This scheduled
component tracks PII exposure trends historically without requiring analyst interven-

tion.

5 The Luhn algorithm is a checksum formula used to validate identification numbers such as credit card
numbers (Luhn, 1960).
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The dashboard’s PII Exposure tab queries this summary index to present detec-
tion statistics, confidence distributions, and per-type breakdowns, as described in Sec-
tion 4.4.1, following the same summary-index integration model as the compliance and

diagnostics subsystems (Section 4.1).

4.8 Security Architecture

4.8.1 Authentication and Authorisation

Authentication flows depend on the integration module invoked. Local Splunk op-
erations authenticate through the self.service property, which the SDK populates
automatically from the search context session. Because the command inherits the in-
voking user’s session and permissions, no additional credential handling is required
for local queries.

Remote Splunk queries authenticate using bearer tokens retrieved from the creden-
tial store. The module resolves the target host, looks up its associated token, and in-
cludes the token in the Authorization header. The remote instance validates the token
and applies the associated role capabilities to the request.

Ansible operations use SSH key-based authentication: the Splunk service account
on the search head holds an SSH private key whose matching public key is installed
in the Ansible control node’s authorised keys file, allowing ad-hoc commands to exe-
cute without password prompts. The application assumes this key pair has been pro-
visioned and is maintained through the team’s operational SSH procedures.

4.8.2 Secure Communication

Remote Splunk REST calls, Satellite requests, and Microsoft Graph requests target
HTTPS endpoints. In the current implementation, however, peer certificate verifica-
tion is disabled for the Splunk and Satellite code paths, so those integrations rely
on encrypted transport but do not yet enforce full end-to-end certificate validation
on every remote connection. This choice was accepted for the current environment
because those endpoints reside on organisation-managed private networks and are
accessed through constrained service identities for monitoring operations only. En-
crypted transport, least-privilege roles, and audit logging reduce the residual risk; full
certificate-chain validation, whilst outside this project’s scope, remains a hardening
requirement rather than a completed control.

Report processing file transfers use rsync over SSH, encrypting both the control
channel and data stream. Unlike the internal Ansible connections, the compliance
pipeline enforces a strict host key verification policy (StrictHostKeyChecking=yes),
requiring target host keys to be pre-provisioned in the search head’s known_hosts file
to prevent man-in-the-middle attacks during external transfers. The stricter setting is
deliberate: the upload destination crosses a stronger trust boundary than the internal
Ansible estate, so the extra operational burden of key pre-distribution is justified there.
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4.8.3 Credential Storage Security

Splunk’s storage/passwords API encrypts secrets, stores them in passwords.conf,
and replicates updates automatically across search head cluster members (Splunk Inc.,
2026g). In this deployment, the application’s entries are created under the search app
namespace and protected through role capabilities and knowledge-object permissions
(Splunk Inc., 2026d). Three credential categories organise the stored secrets: one for
per-host Splunk bearer tokens, one for Red Hat Satellite username-and-password cre-
dentials, and one for the Microsoft Graph client-credential configuration used to obtain
short-lived access tokens at runtime.

4.8.4 Audit and Logging

Command executions generate log entries that flow to Splunk’s internal logs through
a designated log file processed by the _internal index, with each entry recording the
timestamp, invoking user, target hosts, action requested, and execution outcome. Se-
curity teams can query these logs to audit USO API usage patterns.

Token Manager Command-Line Interface (CLI) operations log separately, captur-
ing administrative actions such as credential creation, deletion, and test invocations.
These logs support forensic investigation if credential misuse is suspected, establish-
ing baselines for normal administrative activity.

4.8.5 Principle of Least Privilege

Service accounts follow a least-privilege model, possessing only the capabilities re-
quired for monitoring (Section 4.3.3). Tokens inherit these constrained permissions,
limiting blast radius if a token is compromised.

Dashboard access respects Splunk’s role-based access model. Because roles deter-
mine which indexes, dashboards, apps, and capabilities a user can access, the dash-
board presents only data that the current user is already permitted to search or view
(Splunk Inc., 2026a).

4.8.6 Security Considerations

This section identifies the principal trust boundaries and threat vectors relevant to the
system architecture, complementing the mechanism-level descriptions in the preced-
ing subsections.

Trust Boundaries The architecture spans three trust zones with distinct security pos-
tures. The trusted zone comprises the Splunk search head cluster, where authenticated
users execute queries and the application’s remote-API credentials reside in encrypted
storage. The semi-trusted zone covers the organisation-managed infrastructure: Ansible
targets, remote Splunk instances, and the Red Hat Satellite server, all accessible over
SSH or REST API channels that the organisation controls but that reside outside the
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SIEM perimeter. The untrusted zone covers the Microsoft Graph API, where trust is es-
tablished only through provider-issued credentials and the organisation has no control
over the service endpoint.

Key Threats and Mitigations A systematic threat assessment using the STRIDE
methodology (Shostack, 2014), conducted in accordance with the risk management
principles of ISO/IEC 27005:2022 (ISO/IEC, 2022), formalises the evaluation of the
system’s trust boundaries (Van Landuyt et al., 2021) and its automated infrastructure
(Tran et al., 2024). The architecture shown in Figure 4.5 illustrates the boundaries

separating the core SIEM components from external endpoints.
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‘g ~ soC 1\‘ seL_ | Splunk Search Head | Retrieval stor;ge / 1
| Analyst | sh-01.example.com  passwords |
5 BN
ocPQf)' y iz ; \(/16

2’ e o o
& G N 3
- g % ¢
Semi-Trusted Zone (192.0.2.x) = ¢ o)
. = . >
, ¥ ; \/ Y ; 3
Ansible Control Node Remote Splunk Red Hat Satellite -

ansible-01.example.com idx-01.example.com sat.example.com
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Figure 4.5: Trust boundaries isolating the Splunk core platform from external components. The diagram
highlights the SSH TOFU enforcement and external API connections.

Table 4.1 details the application of the STRIDE model across these boundaries, eval-
uating the specific risks and their corresponding technical mitigations.

These mitigations include deliberately bounded trade-offs. Internal Ansible traffic
uses TOFU because the monitored host set is relatively small, remains on restricted pri-
vate subnets, and rejects subsequent host-key changes, whereas pre-distributing keys
to the full estate would have added recurring operational overhead. Explicit query rate
limiting was likewise deferred because the user population is small and authenticated,
whilst token caching and search scheduling already reduce avoidable external load.

Command Abuse Analysis and Defences

The introduction of a custom search command that exposes commands executed as
Ansible ad-hoc operations through a fixed registry introduces a risk of command injec-
tion and unauthorised enumeration. To mitigate this, the architecture enforces strict
execution allowlists at the API layer. Analysts cannot specify arbitrary Ansible mod-
ules or targets; they are restricted to the registered action set—comprising actions such
as test, health, services, and disk—executed as Ansible ad-hoc commands against
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Table 4.1: STRIDE Threat Model and Risk Assessment

STRIDE
Category

Threat & Mitigation

Asset

Prob.

Impact

Spoofing

Threat: SSH man-in-the-middle
interception between search heads and
target hosts.

Mitigation: Enforced TOFU
(accept-new) for internal Ansible
connections; strict verification (yes) for
external compliance transfers.

SSH
Channels

Low

High

Tampering

Threat: Parameter injection through
user-supplied SPL arguments.
Mitigation: splunklib SDK validates
and constrains query inputs before
evaluation.

Search Head

Low

High

Repudiation

Threat: Actions executed via API cannot
be traced to origin.

Mitigation: All custom search
executions are logged persistently to the
_internal index.

Audit Logs

Low

Medium

Information
Disclosure

Threat: Credential exposure during rest
or transit.

Mitigation: Credentials stored in
Splunk’s encrypted storage/passwords.

Credentials

Med

High

Denial of
Service

Threat: API rate limit exhaustion
against Microsoft Graph.

Mitigation: In-memory token caching
avoids repeated authentication requests;
query access is limited to a small
authenticated analyst group.

Ext. API

Low

Medium

Elevation of
Privilege

Threat: Unauthorised access to system
endpoints.

Mitigation: Service account uses
least-privilege capabilities.

Endpoints

Low

High

registered inventory groups. The system also masks sensitive operational errors from

the end-user. If an underlying infrastructure component returns a detailed error trace

containing internal network paths or stack traces, the executor intercepts and sanitises

this output, returning only generic failure codes to the Splunk interface to prevent in-

formation disclosure.
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4.9 Deployment Architecture

Development occurs against a standalone Splunk instance isolated from production
infrastructure. This environment mirrors production configuration, with the same
Splunk version, comparable index structures, and equivalent access patterns, so that
changes can be tested locally before submitting to version control.

Production deployment targets the search head cluster through a dedicated de-
ployer host, which distributes application bundles to all cluster members through the
standard SHC bundle push mechanism.

The wider core Splunk estate monitored by the platform comprises multiple collec-
tors, several indexers, and the search head cluster, with separate deployment-server
and cluster-manager roles supporting configuration distribution.

Beyond the Splunk platform itself, the system depends on the Ansible control
node’s inventory reflecting current host configurations, network paths to Red Hat
Satellite and remote Splunk instances, and SSH key distribution for report upload
servers managed separately from the main application deployment.

4.10 Alignment with International Security Standards

The architecture and its operational workflows have been designed to align with indus-
try best practices, specifically the NIST Cybersecurity Framework (CSF) 2.0 (Pascoe et
al., 2024) and its underlying control families defined in NIST Special Publication 800-
53 Revision 5 (Joint Task Force Interagency Working Group, 2020). Table 4.2 maps the
core system components to these formal security and privacy controls.

4.11 Alternative Approaches Considered

4.11.1 Design Alternatives

Five architectural alternatives were evaluated, each rejected for introducing complexity
disproportionate to the team’s operational constraints.

SOAR Platform vs Custom Integration The project’s scope aligns superficially with
Security Orchestration, Automation, and Response (SOAR) platforms surveyed in
Chapter 2. Deploying Splunk SOAR (or an equivalent) would provide a mature play-
book framework and pre-built connectors for some target systems. However, SOAR
platforms solve a different problem: they orchestrate incident response workflows
(containment, remediation, case management) rather than providing ad-hoc query-
time infrastructure visibility within SPL searches. The security operations team’s core
need was to embed external data retrieval into Splunk’s native search language so that
host investigation, vulnerability triage, and pipeline health checks execute as standard
SPL queries, composable with other commands, embeddable in saved searches, and
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Table 4.2: High-Level Alignment with NIST SP 800-53 Rev. 5 Control Families

Control Family Implementation Strategy System Component

Capability-based

authorization enforces

AC (Access Control) 1 . Splunk RBAC
east-privilege access
(sec-mon-access).
Centralised, immutable

AU (Audit & Accountability) logging of all custom Audit Logging

command executions to the
_internal index.

Token-based authentication
and encrypted credential
management via
storage/passwords.

IA (Identification & Authentication) Credential Store

Internal transport encryption
SC (System & Communications) over SSH and HTTPS API Integrations
protocols.

Automated vulnerability
enrichment and continuous

monitoring of infrastructure
health.

SI (System & Information Integrity) Threat Intelligence

displayable in dashboard panels without middleware. A SOAR deployment would
also introduce additional infrastructure, separate RBAC, and licensing costs dispropor-
tionate to the team’s use case. The custom search command addresses the query-time
integration gap directly, without the operational overhead of a separate orchestration

layer.

External API Service vs Embedded Command One option was to implement the in-
tegration layer as an external REST API service that Splunk would call via HTTP. This
approach would decouple the integration logic from Splunk, potentially easing main-
tenance and making it available to other consumers. It would, however, introduce ad-
ditional infrastructure requirements (a dedicated server, deployment pipeline, mon-
itoring) and add network latency to every query. The embedded custom command
approach keeps all logic within the Splunk application package, which simplifies de-
ployment and reduces operational complexity.

Direct SSH vs Ansible Orchestration Infrastructure queries could connect directly
to target hosts via SSH rather than routing through Ansible. Direct connections would
reduce latency by eliminating the intermediate hop but would require managing SSH
keys and known hosts entries on every search head cluster member. Routing through
Ansible centralises SSH management on a single control node and reuses existing in-
ventory and authentication infrastructure. The latency overhead proved acceptable for

the monitoring use case.
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Polling vs Event-Driven Dashboard Updates The dashboard uses polling-based re-
fresh as opposed to event-driven updates. A WebSocket-based approach could offer
real-time updates when monitored data changes. Yet the underlying data sources
(infrastructure status, vulnerability scans) change infrequently enough that periodic
polling at multi-minute intervals yields sufficient freshness. Implementing real-time
updates would add complexity without proportionate benefit.

Simple XML vs Dashboard Studio A related decision was the use of Simple XML
over Splunk’s newer Dashboard Studio framework for the unified dashboard. The op-
erations team had existing familiarity with Simple XML, and the JavaScript extensibil-
ity it offers was essential for implementing custom interactive panels such as the row
expansion architecture described in Appendix A.2.1. Dashboard Studio does not sup-
port this level of JavaScript customisation, which would have prevented several core
dashboard features.

4.11.2 Decision Rationale

The consistent thread through these decisions was prioritising operational simplicity.
Each alternative that was rejected introduced additional infrastructure, dependencies,
or complexity that the use case did not justify. The selected approaches minimise oper-
ational overhead whilst meeting functional requirements, aligning with the constraint
that the solution must be maintainable by a small team without dedicated development
resources.

The architectural decisions and component designs presented in this chapter form
the blueprint that Chapter 5 translates into working code.
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5.1 Development Environment

5.1.1 Version Control Strategy

Development follows a feature branch workflow hosted on GitLab. The main develop-
ment branch receives changes through merge requests, with each feature occupying its
own branch until ready for integration. This separation permits parallel development
of dashboard enhancements and new module actions without blocking ongoing work.
The repository structure separates application code from environment-specific con-
tfiguration. The default/ directory contains production-ready settings, whilst 1ocal/
directories hold developer-specific overrides excluded from version control through
.gitignore entries. This arrangement prevents accidental deployment of development
configurations and keeps production settings under explicit version control.

5.1.2 Development Tools

Development occurred with the Visual Studio Code editor via SSH on the develop-
ment server, with direct access to the Splunk instance and immediate deployment of
changes during development cycles. This arrangement permitted rapid iteration on
both command implementation and dashboard layouts.

The Python toolchain uses uv (Astral Software Inc., 2026) for deterministic depen-
dency resolution and project management, which guarantees identical dependency
trees across development and production. Code quality is enforced through ruff (As-
tral Software Inc., 2026) for linting and formatting, whilst ty (Astral Software Inc.,
2026) performs type checking across all four Python codebases; all three tools share
a single configuration file, pyproject.toml, and are developed by the same vendor.
This automated verification supports maintainable, production-ready code practices
(Martin, 2008).

63
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An Al coding assistant supported unit test development, most notably by scaffold-
ing test files. All generated code was reviewed, corrected, and adapted to match project
conventions before being included in the test suite.

The main command file bin/usoapi.py contains the core command class and base
module definitions. Integration modules reside in bin/usoapi_modules/, each with
its own submodule directory containing action implementations, registry definitions,

and shared utilities.

5.2 Core API Implementation

The architectural components from Chapter 4 materialise as Python modules sharing a
common base class, registry pattern, and credential access layer. Appendix A contains
supplementary implementation details, whilst Appendix C documents representative
SPL invocation patterns.

5.2.1 Base Command Class

The USOAPICommand class extends Splunk’s GeneratingCommand (Splunk Inc., 2024c;
Splunk Inc., 2026e), registered in commands.conf and decorated with configuration
specifying reporting type and local execution. Versioning and visibility metadata for
the broader package reside in app . conf. The class defines options for module selection,
action specification, and target identification, along with module-specific parameters
such as thresholds, filters, and output preferences. A legacy object parameter remains
available for backwards compatibility, but module is the canonical parameter name.

The command communicates with the search pipeline through the SDK’s protocol
version 2, reading search parameters from standard input and writing results as CSV.

The generate () method is the execution entry point. It first checks whether help
should be displayed, either due to missing parameters or explicit help requests. For
actual queries, it builds a context dictionary containing all relevant options, loads the
requested module dynamically, validates the action against the module’s registry, and
iterates the module’s results to yield enhanced result dictionaries. Appendix C.1shows
a minimal dashboard search invoking this command.

5.2.2 Module Registry Pattern

Module discovery occurs during command initialisation. The _discover_modules()
method scans the usoapi_modules/ directory for Python files, building a registry that
maps module names to their file paths and class names, following the design patterns
described in Section 4.2. This approach permits extension without modifying core com-
mand code, as described in Section 4.2: adding a new module requires creating the
appropriately named file with the expected class structure. The USOAPICommand class
caches module instances in a _module_cache dictionary after first instantiation, avoid-
ing repeated module imports during the same command execution.
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Each module maintains its own action registry (Gamma et al., 1994) through a
standardised interface. The registry.py file in each submodule directory defines an
ActionFactory that maps action names to handler classes, and an ActionRegistry
that allows introspection for documentation generation and error messages. The
ActionRegistry caches resolved action classes in an internal _cache dictionary after
the first dynamic import via import1lib. import_module (). Subsequentlookups return
the cached class directly, bypassing repeated module resolution. Figure 5.1 shows this
registry structure across the codebase.

Dynamic
modules/ Iz;nport
"health" — HealthAction

| ansible/ ] { splunk/ J tsatellite/} "uptime” — UptimeAction
healthpy Registry "errata_list" — ErratalistAction
uptime.py Lookup

Figure 5.1: Module Registry Pattern

Action Registry

Execute

Listing 1: Module discovery scanning the usoapi_modules/ directory

def _discover_modules(self) -> None:
module_dir = Path(MODULE_PATH)
if not module_dir.exists():

return

for module_file in module_dir.glob("*.py"):
if module_file.name.startswith("__"):

continue

object_type = module_file.stem
class_name = f"{object_type.title()}Module"

self._available_modules[object_type] = {
"module_name": object_type,
"class_name": class_name,
"file_path": str(module_file),

5.2.3 Action Base Class

Actions inherit from a common base class with consistent interfaces for execution, re-
sult formatting, and credential access. The base class constructor receives a reference to
the parent module, which gives actions access to logging facilities, the Splunk service
object, and module-level utilities.

The execute () method receives the command context and returns an iterable of
result dictionaries. Actions may yield results incrementally for streaming output or
collect all results before returning. Error conditions produce error result dictionaries
instead of exceptions. No stack traces reach the search bar. Instead, the command
presents diagnostic information within the normal search results interface.
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Listing 2: Abstract base class defining the action interface

class CommonActionBase(ABC):

def __init__(self, module_instance: Any) -> None:

self .module = module_instance

Q@property
Qabstractmethod

def action_name(self) -> str:

"""Return the action name (e.g., 'test', 'hostname')"""
Q@property
def required_params(self) -> List[str]:

return []
Q@property

def optional_params(self) -> List[str]:
return ["debug"]

5.2.4 Self-Documenting Help System

The command framework includes a built-in help system that generates documentation
dynamically from action metadata. The help system employs a two-tier architecture
that keeps documentation synchronised with code: a centralised USOAPIDocumentation
classhandles overview and module-level help, whilst each action’s get _help() method
supplies action-specific documentation.

When analysts invoke the command without parameters or with a help=true op-
tion, the USOAPIDocumentation class iterates through all registered modules and their
actions. For each action, it retrieves the action name, required parameters, optional pa-
rameters with their defaults, and a description of the action’s purpose. This metadata
assembles into formatted output that displays directly in search results, so analysts
discover capabilities without leaving the Splunk interface.

The help output structure follows a consistent format across all modules. Each
action listing includes a usage example showing the minimum viable invocation, a de-
scription paragraph explaining what the action does, and tables enumerating parame-
ters with their types and purposes.

When analysts specify an invalid action name, the error message includes the list
of valid alternatives, guiding them toward correct usage.

5.2.5 Ansible Executor

The AnsibleExecutor class handles execution of Ansible ad-hoc commands through
SSH. The executor establishes an SSH connection to the Ansible control node and runs
commands remotely, keeping all Ansible configuration and inventory on a dedicated
host. The search head triggers operations through this relay rather than invoking An-
sible locally.
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Command construction follows a specific pattern. The executor builds an SSH com-
mand specifying the private key path, strict host key checking set to accept-new (Trust
On First Use), and password authentication disabled. The remote command changes to
the Ansible configuration directory and executes the requested Ansible command with
JSON output formatting. The executor sets ANSIBLE_FORKS=30 to control fan-out con-
currency, alongside host-level (10-second) and subprocess-level (120-second) timeout
constants that bound execution duration.

Return code handling accommodates Ansible’s semantics. Exit code 0 indicates
success across all hosts. Exit code 2 signals that some hosts experienced failures whilst
others succeeded. Exit code 4 indicates unreachable hosts alongside successful results.
The executor parses output for all these cases, extracting per-host results from the
JSON structure. Special handling applies to the needs_restartingand health actions,
which treat exit code 1 as a valid non-error result. For needs_restarting, this code in-
dicates that a reboot is required.

Host targeting defaults to native multi-target execution. When an action spans sev-
eral host groups, the executor passes a comma-separated pattern (e.g., collectors,
search-heads, indexers) directly to Ansible, which resolves and contacts all match-
ing hosts within a single SSH invocation to the control node. This approach replaced
an earlier design that split groups into sequential per-target calls, each requiring a sep-
arate SSH round-trip. Observed timings from the migration showed the Host Status
query dropping from roughly 30 seconds to around 15 seconds, a reduction of 50%.
Other multi-host actions showed similar improvements: needs_restarting fell from
approximately 15 seconds to around 5 seconds, with reductions ranging from 40-70%
depending on the number of target groups. The sequential mode remains available
through a native_multi_target=False parameter for actions that require per-host re-
sult isolation.

5.2.6 Splunk SDK Wrapper

The Splunk module wraps the Splunk SDK for Python and gives consistent access to
remote Splunk instance APIs. Authentication uses bearer tokens retrieved from the
credential store based on target host resolution. The executor constructs a service
connection using the SDK’s connect () function with the splunkToken parameter for
token-based authentication. The executor caches hostname lookups, resolved from the
service.info.serverName attribute, in an in-memory dictionary to avoid repeated
REST calls when multiple actions query the same host within a single command ex-
ecution.

Actions query designated REST endpoints depending on their purpose. The health
action queries /services/server/health/splunkd to retrieve the health tree structure.
The queue status action queries /services/server/introspection/queues for inter-
nal queue metrics. Each action class encapsulates the endpoint knowledge and re-

sponse parsing appropriate to its data source.
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5.2.7 Target Resolution Implementation

Target resolution transforms user-provided identifiers into addressable hosts with as-
sociated credentials. The implementation handles several resolution methods that the
system attempts in sequence until one succeeds.

Direct IP addressing bypasses resolution entirely: inputs matching IP address pat-
terns proceed directly to credential lookup. Label-based resolution searches the cre-
dential store for entries matching the provided label string. Wildcard patterns ex-
pand against all stored labels, returning multiple hosts for patterns such as host*colx.
Group shortcuts resolve to predefined host lists, with names such as collectors orall
expanding to their constituent members.

5.3 Individual Action Implementations

Each integration module contains domain-specific actions that implement the query

patterns described in Section 4.3.

5.3.1 Infrastructure Health Monitoring

The Ansible module implements actions for system-level diagnostics. The health ac-
tion collects memory usage, load averages, and process counts from remote hosts, ag-
gregating several shell commands into a single health assessment. Each action con-
structs an Ansible command that pipes system statistics through text processing, pars-
ing the structured output into fields suitable for Splunk visualisation. A related action,
needs_restarting, identifies hosts requiring reboots after package updates by invok-
ing the operating system’s needs-restarting utility. This utility signals a required
reboot through exit code 1, which under normal shell and Ansible conventions would
indicate failure; the executor override described in Section 5.2.5 accommodates this for
both needs_restarting and health, the latter embedding the same utility at the end
of its compound command.

Disk monitoring warrants special treatment. The disk action collects filesystem util-
isation with support for threshold-based filtering: analysts may specify a percentage
threshold to surface only partitions exceeding a certain fullness level. Partition selec-
tion uses a comma-separated parameter that narrows output to particular mount points
such as root filesystems or data volumes. Results include usage percentages, free space,
and size class indicators that drive dashboard colour coding.

5.3.2 Splunk Monitoring Actions

Splunk monitoring actions query remote instance REST APIs through the SDK wrap-
per. The health action retrieves the health tree from the splunkd/health endpoint,
parsing the hierarchical structure into flat results that indicate feature-level health sta-
tus. The detailed mode expands this tree, yielding a row per health indicator with
disabled state, status level, and any attached messages.
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Queue monitoring addresses ingestion performance. The queue status action
queries introspection endpoints to retrieve internal queue depths and fill percentages.
When indexer pipelines fall behind, these queues grow; persistent high fill percent-
ages indicate capacity problems that may lead to event loss. Results surface queue
names, current sizes, maximum sizes, and percentage calculations that dashboard
visualisations use for alerting thresholds.

Index metadata retrieval reveals data governance details. The index info action enu-
merates indexes with size statistics, event counts, and configuration details. Wildcard
filtering allows analysts to focus on specific index patterns, such as internal indexes or
application-specific indexes. The action calculates fill percentages relative to maximum
size limits and surfaces bucket count metrics that indicate index health.

5.3.3 Satellite Integration

The Satellite module queries the Red Hat Satellite API for vulnerability and compliance
data. Host enumeration retrieves managed systems with their patch status, operating
system versions, and hostgroup memberships. The host listing action accepts search
patterns for filtering by hostname, reducing result sets when investigating individual
systems.

Errata reporting adds vulnerability context. The errata_list action retrieves avail-
able patches across the infrastructure, categorised by type (security, bugfix, enhance-
ment) and severity level. Results include CVE identifiers where applicable, affected
package counts, and reboot requirements. The errata_by_host action narrows this
view to patches applicable to individual systems, populating the dashboard’s vulnera-
bility indicators.

5.3.4 Database Monitoring

The Extractor module tests connectivity to database sources used by the data collection
infrastructure. Enterprise data extraction depends on scheduled connections to oper-
ational databases; silent failures interrupt data flows without generating alerts until
derived metrics become unavailable.

The db_test action attempts connections to configured database endpoints, report-
ing success, failure, or timeout for each. Connection parameters reside in a separate
configuration system tied to the extraction infrastructure. Connectivity tests cover Or-
acle, Microsoft SQL Server, and Sybase database types through appropriate Python
database libraries.

To reduce load on the extraction infrastructure, the module employs a file-based
caching layer, ResultCache, which stores query results as JSON files within the
local/cache/ directory with a configurable time-to-live of 1800 seconds (30 min-
utes). On each read, stale entries are purged automatically. A force=true parameter
bypasses cached results when analysts require fresh data. Routine queries therefore
read from the cache, and on-demand investigations always retrieve current state.
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The db_test action discovers all configured extraction stanzas!, distributes them
round-robin across multiple collector IP addresses, and tests connectivity concurrently
using a ThreadPoolExecutor with one worker per collector. Results are collected via
as_completed and merged into the output stream, which reduces total execution time
from the sum of individual timeouts to the duration of the slowest single collector.

5.3.5 Graph Client Implementation

The GraphClient class encapsulates all interaction with Microsoft’s Graph API (Mi-
crosoft Corporation, 2026), handling authentication, request construction, response
parsing, and error classification. Authentication implements the OAuth 2.0 client cre-
dentials grant (Hardt, 2012): the client constructs a POST request to Azure AD’s token
endpoint and caches the returned access token until it approaches expiry, refreshing
lazily to avoid blocking application startup. An optional proxy URL routes all traffic
through the corporate proxy for environments lacking direct internet access.

Error handling distinguishes between recoverable and terminal failures. Rate limit
responses (HTTP 429) raise GraphRateLimitError with the Retry-After header value
for caller-managed backoff. Authentication errors (HTTP 401) and permission errors
(HTTP 403) raise distinct exceptions that signal credential or configuration issues. Pag-
ination handling follows @odata.nextLink references until the complete result set has

been accumulated.

5.3.6 Email Pipeline Monitoring

The Mail module coordinates several data sources to present unified email pipeline
status. Instead of implementing direct integrations, the module delegates to existing
modules and aggregates their results. This composition pattern reduces code duplica-
tion whilst offering a single point of access for email-related queries.

The mailbox_health action uses the Graph client library to verify mailbox accessi-
bility. The action retrieves Graph credentials, instantiates the GraphClient, and enu-
merates mail folders for each configured mailbox. Results confirm that authentication
succeeds and the mailbox remains accessible. Through this pattern, the Mail module
can present Graph functionality without duplicating authentication or API interaction
logic.

The ingestion_status action queries Splunk indexes for email event volumes. The
implementation constructs an SPL search that counts events in configured email in-
dexes over the past twenty-four hours and identifies the timestamp of the most recent
event. These values feed into threshold checks: event counts below expected baselines
trigger warning or critical status, as do excessive gaps since the last event.

1 A stanza is a named configuration block in Splunk’s . conf files, delimited by square brackets.
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Threshold configuration uses module-level constants that permit adjustment with-
out code modification. The implementation defines INGESTION_WARNING_THRESHOLD at
0.5 (50 per cent of expected volume) and INGESTION_CRITICAL_THRESHOLD at 0.1 (10
per cent). A single staleness constant, INGESTION_STALE_HOURS, set to six hours, flags
sources whose most recent event exceeds the configured window. Operations teams
can tune these values based on observed email volumes and acceptable detection la-
tency.

The pipeline_status action examines Extractor execution logs stored in a sum-
mary index. The implementation queries for recent extraction script runs, checking exit
codes and completion timestamps. Failed extractions surface immediately, whilst miss-
ing scheduled runs trigger alerts based on expected execution frequency. This check
catches both explicit failures and silent scheduling issues where extraction scripts fail

to run entirely.

5.3.7 Identity and Access Queries

As described in Section 4.3.2, the Identity module operates locally within the Splunk
environment, querying lookups and KV Store collections through the inherited self.
service connection without external credentials. These collections are defined in
collections.conf, whilst lookup files are mapped to field names in transforms. conf.

All eleven identity actions share a LookupExecutor class that wraps Splunk’s
service. jobs.oneshot () method into a reusable query interface. The executor ac-
cepts a lookup name, optional where clauses, field selections, and a configurable
max_results limit. It validates lookup names against a strict regex pattern before con-
structing SPL, which prevents injection through malformed input. An enrich_lookup ()
method extends this base capability with multi-lookup joins, building a single SPL
pipeline that queries a base lookup and enriches rows with fields from additional
lookups.

Six data sources feed the identity actions:

Active Directory User accounts and group memberships from the directory accounts
and directory groups lookups, synchronised from the organisation’s Lightweight
Directory Access Protocol (LDAP) directory.

Access Governance Platform Access management records from the access records, ac-
cess catalogue, and user records lookups.

HR System Employee records, department assignments, and manager chains from the
HR data lookup.

Infrastructure Inventory Host records from the internal infrastructure inventory,
with ownership, environment classification, and support contacts.

Splunk Accounts A Splunk role-mapping lookup that links Active Directory groups
to Splunk roles.

Host Resolver A host resolution lookup mapping IP addresses to hostnames, used by
the host_identity action.
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Group queries use substring matching through SPL’s 1ike () function in place of
exact equality, so analysts can search for partial group names without knowing the full
distinguished name. Manager resolution follows a two-step lookup: the action first
retrieves the manager’s common name from the user’s Active Directory record, then
searches the accounts lookup by email alias or CN to return the manager’s full profile.
This approach handles the common case where the manager field stores a distinguished
name rather than a username.

The module exposes eleven actions. user_profile and identity_resolve return
consolidated views by fusing records across Active Directory, the access governance
platform, the HR system, and Splunk accounts. user_groups and group_members
query group membership in both directions. user_access retrieves access governance
entitlements. group_profile returns metadata about a group itself. host_identity
enriches an IP address or hostname with ownership and environment data from the
internal infrastructure inventory. managed_users lists direct reports for a manager.
splunk_roles derives a user’s Splunk role assignments by matching their Active Di-
rectory groups against the role-mapping table. inactive_accounts identifies accounts
where the last logon exceeds a configurable threshold. identity_gaps cross-references
Active Directory accounts against HR records to detect orphaned identities or missing
access reviews.

5.4 Dashboard Implementation

The dashboard combines a single Simple XML definition with JavaScript extensions
that support its interactive features.

5.4.1 Dashboard XML Structure

The unified dashboard uses Splunk’s Simple XML framework to define panel layouts
and query bindings. Simple XML constrains each dashboard to a single monolithic
XML file; accordingly, all sixteen tabs and their associated panels reside in one doc-
ument. The performance optimisations described in Section 5.4.3 keep load times ac-
ceptable despite this scale. The dashboard consists of form inputs that establish global
filtering context, followed by tabbed sections that organise content by monitoring do-
main. Each panel specifies its data source as either an inline search or a reference to a
saved search, with results rendered through configured visualisation types.

Token variables link form inputs to panel queries. When an analyst selects a host
from the dropdown, the selection value populates a token that panel searches reference
in their SPL. This binding permits dynamic filtering without requiring each panel to
implement its own input controls. Token inheritance cascades through the dashboard
hierarchy, which maintains consistent filtering across all visible panels.

Simple XML does not include a native tab component. The original dashboard
used a dropdown <input> element where each selection triggered hundreds of XML
<change> conditions, making modifications error-prone and navigation cluttered as the
view count grew.
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A custom two-tier tab bar, implemented in JavaScript (tabs.js) and CSS (tabs.
css), replaced this dropdown. The component organises sixteen pages into four the-
matic groups (Overview, Platform, Security, and Services) using a primary bar for
group selection and a secondary bar for pages within each group. The JavaScript man-
ages all tab_x and show_* dashboard tokens directly, eliminating the verbose XML
condition blocks. Because Splunk re-renders HTML panel contents on search comple-
tion (wiping inline DOM attributes), the component injects its styles through dynamic
<style> elements that persist across these re-renders.

This three-level navigation hierarchy (group overview, individual tab, and row ex-
pansion for detail) realises the visual information-seeking mantra of “overview first,
zoom and filter, then details on demand” discussed in Section 2.5 (Shneiderman, 1996).

Table 5.1 lists all sixteen tabs with their group membership, primary data sources,
and analytical purpose.

Appendix A.1 documents each tab’s panel layout and data sources, including the
Vulnerabilities tab’s Satellite errata integration, chart configuration conventions, and
the filtering controls available to analysts. Figure 5.2 presents the anonymised overview
tab as rendered in the production deployment.

Figure 5.2: Dashboard overview tab with high-level operational metrics

5.4.2 Interactive Elements

Three interaction patterns were implemented to support exploratory analysis within
the dashboard: drilldown navigation from summary KPIs to detail tabs, row expansion
that surfaces secondary data inline beneath table rows, and cell tooltips that reveal
truncated content on hover.

The Summary tab is the dashboard’s entry point, presenting aggregated KPIs
across all monitored subsystems. Clicking any summary panel triggers a drilldown
that routes the analyst directly to the relevant detail view. Each panel configures a
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Table 5.1: Dashboard tab inventory by group, data source, and purpose
Tab Group Data Source Purpose
. Native SPL + custom JS Cross-dashboard KPI
Summary Overview . ) )
drilldowns landing view
) Host inventory and
Infrastructure Platform | usoapi platform health
Performance Platform Native SPL / mstats HOSt. resource trend
monitoring
Forwarder fleet coverage
Forwarders Platform Federated search .
and inventory
Logs Status Platform Saved search + custom JS Log—sgurce freshness
overview
Sources/Data Platform Native SPL + snapshots +  Index freshness gnd
| usoapi data-asset oversight
Suspicious Activit Securit Native SPL + reputation SSH brute-force and
p y y lookup external IP anomaly triage
Tegs . Lookup-backed Managed vulnerability
Vulnerabilities Security vulnerability dataset backlog review
Firewall Security Native SPL Blocked.— traffic an(?l
connection analysis
Data Health Security Dlagnostlcs summary Validation status for data
index assets
PII Exposure Security D1agnost1cs summary PII hit trends by
index index/type
Work Orders Services Lpokup snapshot T¥cket backlog and ageing
(inputlookup) view
) . Native SPL on licence Licence consumption and
Licenses Services . . .
index spike analysis
Automation Services Summary index + custom Compha.nce pipeline run
JS monitoring
. Hybrid | usoapi + native  Extractor reliability and
Extractor Services SPL stanza health
Email Services Hybrid | usoapi + native  Email ingestion and

SPL

mailbox status

Simple XML drilldown that sets a summary_nav_target token with the identifier of
the destination. A navigation coordinator module listens for changes to this token and
resolves the target through a mapping table that associates identifiers with particular
tab and panel combinations. For targets that specify only a tab, the coordinator acti-
vates that tab and scrolls to the top of the page. For targets that reference a given panel
within a tab, the coordinator activates the tab and delegates to a utility module that
locates and highlights the target element.

The panel location logic accounts for lazy-loaded content by polling the DOM at
200-millisecond intervals for up to fifteen attempts after an initial 500-millisecond de-
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lay, which ensures that panels rendered by deferred searches are found reliably. Once
located, the target element is brought into view using scrollIntoView with smooth
scrolling centred vertically in the viewport. A two-pulse CSS animation based on
panel-glow keyframes then draws attention to the target panel through a transient
glow effect. For users who have activated reduced-motion preferences, the animation
is replaced with a static accent-coloured border. This drilldown pattern extends the
information-seeking principle discussed in Section 2.5, giving analysts a single-click
path from aggregate indicators to the corresponding detail panels across the dash-
board’s sixteen tabs.

Whilst drilldowns navigate between views, row expansion surfaces detail within
the current view. When an analyst clicks a table row, JavaScript code intercepts the
click event, extracts identifying information from the row’s data, and executes a sec-
ondary search to retrieve additional detail. The script then injects the results into an
expandable region below the clicked row, displaying the detail alongside the summary
view.

This pattern applies across several tabs, each surfacing different detail when ex-
panded:

Infrastructure Host metadata, disk usage, Splunk health features, applicable errata,
critical services, and essential ports.

Vulnerabilities Vulnerability details, ownership, CVE references, errata summaries,
and remediation guidance.

Automation Retry performance, data quality metrics, validation errors, and file paths.

Forwarders Application inventories, server class memberships, and Domain Name
System (DNS) resolution results.

Extractor Stanza configuration details and recent error history.

Each expansion uses the same underlying JavaScript framework with tab-specific con-
figuration. Figure B.1 presents the Infrastructure tab’s host status view, and Figure B.2
illustrates the expanded detail panel for a selected host; both are reproduced at land-
scape scale in Appendix B.

The full implementation details of the row expansion architecture, including the
caching strategy, cache invalidation mechanism, and chevron injection, are docu-
mented in Appendix A.2. Appendix C.3 presents the Infrastructure tab’s host-status
search, which fuses data from three modules and a forwarder lookup through succes-
sive joins.

The third interaction pattern addresses cell overflow in table rendering. The
cell_tooltip.js module truncates overlong cells at a configurable character thresh-
old, appending an ellipsis and a corner indicator. Hovering over a truncated cell
displays the complete value in a positioned overlay using a <pre> element to preserve
monospace formatting; clicking the indicator pins the overlay for text selection. A com-
panion configuration file, cell_tooltip_tables.js, declares per-column truncation
limits for thirteen tables across the dashboard.
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5.4.3 Dashboard Performance Optimisation

Executing all searches simultaneously strains the search cluster and produces an un-
predictable loading experience. The implementation addresses this through three com-
plementary strategies: priority-based search sequencing, tab-aware search gating, and
staggered autorefresh intervals.

Search Priority Queue

The dashboard implements a seven-stage priority queue using Splunk’s token de-
pendency system. Hidden base searches execute in sequence, each setting a token
upon completion that gates the next tier. Panels declare dependencies on these tokens
through the depends attribute, preventing execution until prerequisite stages complete.

The priority stages order searches into three broad categories by typical execution
time. Fast searches (lookups and metadata queries completing in under one second)
execute first, followed by moderate searches (REST API calls and licence queries requir-
ing five to sixty seconds), and finally slow searches (accelerated tstats and vulnera-
bility scans that may require several minutes). Each stage’s sentinel search releases a
token upon completion, gating the next tier.

Beyond priority ordering, the dashboard employs base search reuse to eliminate
duplicate query execution. Named base searches each execute once and supply their
results to several downstream panels through Splunk’s base= attribute. Query con-
struction favours pre-indexed data structures (tstats, mstats) over raw event scans,
querying pre-built Time-Series Index (TSIDX) summaries and metric store structures
instead.

Panels on the Licenses tab illustrate the dependency pattern. Instead of loading
immediately, licence charts display a “Waiting for other searches to complete” message
until the license_queries_done token appears. This feedback informs analysts that
loading is progressing rather than stalled.

Figure B.6 in Appendix B presents the Licenses tab, including its licence-usage
gauges, trend panels, and per-index and per-sourcetype breakdowns. The per-index
and per-sourcetype panels use a third-party treemap visualisation add-on available on
Splunkbase.?

2 Treemap Viz: https://splunkbase.splunk.com/app/7890
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Listing 3: Priority queue token chain gating search execution

<!-- Priority 1: FAST - Lookup-based searches (~0.5s) -->

<search id="priority_fast_lookup" depends="$workorders_ready$">
<query>| inputlookup vulnerability_lookup | stats count</query>
<done><set token="fast_lookups_done">1</set></done>

</search>

<!-- Priority 2: MODERATE - REST API calls (~5-10s) -->

<search id="priority_moderate_stats" depends="$fast_lookups_done$">
<query>| rest /services/server/info | head 1</query>
<done><set token="moderate_stats_done">1</set></done>

</search>

<!-- Priorities 3-5 follow the same chaining pattern -->

<!-- Priority 6: SLOWEST - Vulnerability timechart (~260s) -->

<search id="priority_vuln_scan_timechart" depends="$tstats_queries_done$">
<query>| tstats count WHERE (...) earliest=-1d@d | head 1</query>
<done><set token="vuln_timechart_done">1</set></done>

</search>

Appendix C.4 presents the full token dependency chain, including the <fail> handler
that prevents stalls when a gated search fails.

Staggered Autorefresh

Continuous monitoring requires periodic data refresh, but simultaneous refresh of all
panels creates the same load spikes that priority queuing addresses at page load. The
implementation therefore uses no single global freshness interval. Instead, refresh ca-
dences are assigned per data source according to volatility and acquisition cost. The
refreshType=delay configuration ensures countdown begins after search completion
rather than from a fixed timestamp, avoiding pile-ups caused by searches finishing at
the same time.

The Logs Status materialiser runs every five minutes and writes amaterialized_at
timestamp into log_sources_status.csv; the dashboard then refreshes the corre-
sponding base search every 300 seconds and recomputes age from the stored times-
tamp instead of rerunning the underlying dbinspect and tstats queries. The Sources/-
Data tab consumes a 30-minute index-status snapshot alongside a daily profile job that
recalculates day-of-week baselines from the previous four weeks, separating current
freshness from historical expectation. The PII exposure summaries are rebuilt ev-
ery thirty minutes, which is sufficient for operational monitoring without imposing
continuous regex scans on production indexes.

Each panel exposes its data age directly to analysts. The Sources/Data table shows
Last Event, Age, and Health fields, classifying freshness as healthy below one hour,
delayed below six hours, and missing thereafter unless a source is baseline-suppressed
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as low volume. The PII tab includes a Last Scan panel that displays minutes since the
most recent scheduled scan, whilst the Logs Status grid shows the age of the latest
event and exposes the last-event timestamp in its tooltip. Analysts therefore see both
the current status and the recency of the evidence behind it.

Tab Priority Controller

The token-gating mechanism described in Section 4.4.4 is implemented in tab_priority_
controller. js. Eachtab’s panels depend on a token following the <tabname>_visited
naming convention; the controller sets only the active tab’s token on page load, block-
ing all other tabs from dispatching searches.

An earlier iteration unloaded tabs on navigation, forcing analysts to wait for fresh
searches on every switch. The current implementation uses progressive loading in-
stead: once the initial tab completes, background tabs activate at five-second intervals
in the order defined by the priority queue from Section 5.4.3. User navigation, how-
ever, takes absolute priority. When an analyst clicks a tab that has not yet loaded, the
controller intercepts the event, cancels any pending background activation timers, and
immediately triggers the activate_tab sequence for the selected view. This “queue-
jumping” behaviour ensures that the dashboard remains responsive to active investi-
gation needs whilst still warming the cache for secondary views during idle periods.
Once all tabs have loaded, subsequent tab switches complete without delay since re-

sults remain cached in memory.
Listing 4: Progressive tab-activation and search-prioritisation algorithm

def activate_tab(target_tab):
# Pre-populate filters to avoid unresolved token errors
populate_defaults(target_tab)
set_token(f"{target_tab}_visited", True)

# Dispatch searches in priority order
for priority in [FAST, MODERATE, SLOW]:
searches = get_searches(target_tab, priority)

# ... logic to dispatch searches based on token dependencies ...

def on_tab_click(selected_tab):
# User interaction takes priority over background queue
cancel_background_timers()
activate_tab(selected_tab)
# Resume background queue after a short delay

resume_background_queue (delay=5000)

def dashboard_init(initial_tab):
activate_tab(initial_tab)
# Background activation of other tabs to warm cache
for tab in other_tabs:
wait (5000) # Staggered 5s background delay
if not is_visited(tab):
activate_tab(tab)
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5.4.4 Logs Status Grid

The Logs Status tab employs a custom JavaScript visualisation, logs_status_grid. js,
to display log source health as a grid of status boxes. Traditional table layouts scale
poorly when monitoring dozens of log sources; a grid presentation delivers immediate
status overview without scrolling.

The logs_status_grid. js module renders status boxes directly into the dashboard
Document Object Model (DOM), bypassing the base view class pattern. Cascading
Style Sheets (CSS) Grid layout positions these boxes in a responsive grid that adjusts
column count based on container width. Each status box displays the log source name,
a colour-coded status indicator, and optional metrics such as event counts or most re-
cent event time.

A scheduled saved search, Logs Status Materialiser, runs every five minutes
and writes freshness metrics to the log_sources_status.csv lookup. It computes
these metrics from dbinspect and tstats queries, stamps each row withmaterialized
_at=now(), and hands the dashboard a pre-computed dataset instead of forcing
render-time recalculation. The dashboard panels then join this lookup with thresh-
old definitions, recompute age_seconds from materialized_at, and render both
an age_display string and the underlying last-event timestamp. Sources exceeding
threshold counts render as green; those below threshold but non-zero render as amber;
sources with zero events or missing entirely render as red. This CSV-driven design
also simplifies maintenance: adding a new log source requires only appending a row
to the lookup file with the source’s index, category, and threshold values, rather than
modifying long SPL queries.

The grid monitors 41 log sources across 14 categories spanning different indexes,
sourcetype filters, and wildcard patterns. Sequential map subsearches, consolidated
tstats queries, and REST/dbinspect hybrid strategies each introduced either exces-
sive query time or edge cases with metadata accuracy. Moving all computation into
the scheduled saved search resolved these trade-offs and reduced perceived dashboard
load time to sub-second levels.

Sort ordering prioritises critical and warning states, placing sources requiring at-
tention at the top left of the grid. Figure B.5 in Appendix B presents the complete Logs
Status tab, including the status grid and ingestion trend panels.

Several additional tabs use native SPL rather than | usoapi. The Forwarders tab
uses Splunk’s federated search feature to retrieve deployment server metadata via |
from federated:forwarders_dsO1, extracting application inventories and computing
polling recency from lastPhoneHomeTime. Version visualisations are derived at search
time from the reported splunkVersion field, with one chart grouping full version
strings and another extracting major versions for operating-system comparison. This
avoids hardcoded full-version lists and reduces the maintenance burden as new ma-
jor releases appear. Performance and Firewall tabs query indexed metrics and native
firewall logs directly. The | usoapi command is reserved for tabs bridging external
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systems not natively queryable from Splunk, or for the multi-source record fusion re-
quired by the Identity module. Appendix A.1 documents the panel layouts and query
strategies for each tab, whilst Appendix B includes screenshots of the Logs Status,

Performance, and Forwarders tabs (Figures B.5, B.3, and B.4).
Listing 5: Materialised saved search computing log source freshness

[Logs Status Materialiser]
search = | inputlookup log_sources_lookup
| rename source_id as title
| eval has_st_filter=if (isnotnull(sourcetype), 1, 0)
| join type=left title
[| dbinspect index=infra_* OR index=security_x*
| stats max(endEpoch) as latest by index
| rename index as title]
| append [| inputlookup log_sources_lookup
| where isnotnull(sourcetype) AND source_type="index"
| map maxsearches=20 search="| tstats latest(_time)
as st_latest WHERE (index=%$title$
sourcetype=$sourcetype$) by index"]
| stats first(label) as index_label ... by title
| eval materialized_at=now()

| outputlookup log_sources_status.csv

5.5 Compliance Report Pipeline

The compliance report pipeline uses a Python alert action and a pair of shell scripts to
implement four processing stages triggered by the scheduled search.

5.5.1 Processor Implementation

The central component is a Python script, compliance_processor.py, registered as
a custom alert action in alert_actions.conf. When a scheduled search completes,
Splunk invokes this script with a JSON payload containing the search results file path,
session credentials, and user-defined parameters such as the report name and destina-
tion environment.

After initialising a Splunk SDK connection for summary-index logging, the proces-
sor reads search results from the temporary file that Splunk provides, counts rows,
and writes validated data to a dated CSV file within a local staging directory. Subse-
quent stages delegate to external scripts: compliance_transform.sh converts comma-
separated values to pipe-delimited format using the csvformat utility and compresses
the output as a ZIP archive, whilst compliance_upload_prd.sh transfers the archive
via rsync over SSH with explicit host key verification and ownership flags. Each file
also receives an Message-Digest Algorithm 5 (MD5) checksum, recorded alongside
the outcome in the summary index to maintain an audit trail linking pipeline runs to
delivered artefacts.
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5.5.2 Robustness Mechanisms

Fault tolerance relies on a decorator-based retry mechanism (Gamma et al., 1994) and
threshold-driven validation, shown in Listings 6 and 7 respectively.

The retry decorator wraps network-dependent functions (upload, post-upload veri-
fication) and re-invokes them on failure up to a configurable maximum, with the delay
computed as base“™* (Nygard, 2018). Module-level constants MAX_RETRY_ATTEMPTS
and RETRY_BACKOFF_BASE govern the bounds, defaulting to three attempts with a base
of two seconds.

To handle varying data volumes, the system uses a per-report threshold dictionary,
REPORT_ROW_THRESHOLDS, for row-count validation, which falls back to a global mini-
mum defined by MIN_ROW_COUNT_THRESHOLD. This dictionary-based approach accom-
modates reports whose volumes differ by an order of magnitude without requiring

separate logic.
Listing 6: Retry decorator with exponential backoff for network operations

def retry_with_backoff (
max_attempts: int = MAX_RETRY_ATTEMPTS,
backoff_base: int = RETRY_BACKOFF_BASE,
) -> Callable[..., Any]:
def decorator(func: Callable[..., Any]) -> Callable[..., Any]:
Quraps (func)
def wrapper(*args: Any, *+*kwargs: Any) -> Any:
for attempt in range(l, max_attempts + 1):
try:
return func(*args, **kwargs)
except Exception as e:
if attempt == max_attempts:
raise
backoff_time = backoff_base ** attempt
logger.warning(
f"{func.__name__} failed "
f"(attempt {attempt}/{max_attempts}): {e}")
time.sleep(backoff_time)
return wrapper

return decorator

Listing 7: Row-count validation blocking upload of incomplete reports

min_rows = REPORT_ROW_THRESHOLDS.get(
report_name, MIN_ROW_COUNT_THRESHOLD)
if validation_results["total_rows"] < min_rows:
is_valid = False
errors.append(
f"Row count {validation_results['total_rows']} "

f'"below minimum threshold {min_rows}")
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To verify these mechanisms without affecting production partners, the pipeline in-
cludes a dedicated test report configuration. This test report exercises the full pipeline
path against a staging SFTP environment isolated from production, using a system
index that produces approximately one hundred rows. A reduced validation thresh-
old confirms that row-count checks, retry logic, and notification channels function cor-
rectly. A second test configuration intentionally produces empty result sets, validating
that the pipeline detects and marks zero-row reports through its marker mechanism
rather than attempting delivery. Both configurations are disabled by default and dis-
patched manually when changes to the pipeline require validation.

5.5.3 Dashboard Integration

The Automation tab described in Section 4.5.3 displays a table of recent pipeline ex-
ecutions, colour-coded by outcome, with expandable rows that reveal failure details
(Figure B.7 in Appendix B).

The row expansion behaviour is implemented in JavaScript, compliance_row_
expansion. js, using Splunk’s Web Framework. When an analyst expands a row, the
script executes a secondary search against the summary index to retrieve the full log
entry for that execution, including error messages and validation metrics. This in-
formation appears inline within the table, so analysts can diagnose issues without
navigating away from the dashboard or accessing server logs directly.

5.6 Diagnostics Implementation

Automated health checking runs through a separate Splunk application, uso_TA_
diagnostics, which monitors scheduled search outputs, file system artefacts, and KV
Store collections. Splunk invokes the entry point script, uso_diagnostics.py, as a
custom alert action with the --execute flag, passing a JSON payload through stan-
dard input that contains the alert’s session key, search metadata, and user-configured
parameters (Figure B.9). Once the script initialises a Splunk SDK connection from the
session key, it delegates execution to the module dispatcher.

5.6.1 Module Dispatcher

Implemented in dispatcher.py, the module dispatcher uses a MODULES registry dictio-
nary that maps module names to their handler classes. Module discovery is static: each
handler class is imported and registered at the module level, which keeps the mapping
explicit and avoids dynamic import complexity. When invoked, the dispatcher iterates
through the modules that the alert configuration has enabled, wrapping each execution
in an optional retry loop with configurable exponential backoff. If a module raises an
exception on its first attempt, the dispatcher waits 2" seconds before retrying, up to a

maximum number of attempts defined in the alert parameters.
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Each module receives the alert payload and configuration parameters, executes its
checks, and returns normalised result dictionaries containing a status code, a human-
readable summary, and metric-specific fields. After all modules complete, the dis-
patcher logs every result as an event in a configurable summary index, then assembles
a consolidated notification summary from the individual module outcomes, grouping

findings by severity level before forwarding them to the notification subsystem.
Listing 8: Diagnostics module registry with per-module configuration

@dataclass

class ModuleConfig:

name: str # Module tdentifier (job, file, kustore)
module: Any # Module with run_diagnostics() method
enable_key: str # Config key to check if enabled

default_enabled: bool

MODULES = [
ModuleConfig("job", job_diagnostics,
"enable_job_diagnostics", True),
ModuleConfig("file", file_diagnostics,
"enable_file_diagnostics", False),
ModuleConfig("kvstore", kvstore_diagnostics,

"enable_kvstore_diagnostics", False),

5.6.2 Diagnostic Modules

Three diagnostic modules address distinct monitoring concerns. Of these, job di-
agnostics operates closest to Splunk’s internal APIs: it captures the search identi-
fier from the alert payload and enriches this data by querying the REST endpoint
search/v2/jobs/{sid}. Configurable checks include search string capture, zero-
result warnings when a scheduled search produces no events, and maximum-duration
warnings when execution time exceeds a threshold.

File validation addresses a different concern: confirming that generated artefacts
on disk meet configurable expectations. Input accepts three formats (a single file path,
a semicolon-delimited list, or glob patterns for dynamic resolution) and for each re-
solved path, the module checks existence, readability, size, row count, MD5 check-
sum, and file age. Two batch modes govern aggregation across multiple files. Under
all_required, a single absent or invalid file fails the entire check; under any_required,
the check succeeds when at least one file passes validation. Summary statistics then
report total files checked, pass and fail counts, and aggregate size.

Unlike the job module, which queries transient search artefacts, KV Store diag-
nostics validates persistent collection health through Splunk’s REST interface. After
confirming that a collection exists and is accessible, the module counts rows using
paginated reads against the /storage/collections/data endpoint. Configurable
minimum and maximum thresholds flag collections that have grown unexpectedly or
shrunk below operational minimums. Both the file and KV Store modules support

optional historical anomaly comparison, described below.
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5.6.3 Historical Comparison Engine

Beyond static threshold checks, the subsystem detects gradual drift through historical
comparison. Implemented in historical.py, this engine queries the diagnostics sum-
mary index for previous execution results and requires at least three historical records
before computing baselines. From those records, it derives average and median values
for each tracked metric, then applies configurable per-metric deviation thresholds to

determine whether a current value exceeds acceptable deviation.

Listing 9: Historical baseline anomaly detection algorithm

def check_anomaly(current_val, history, threshold_pct):
if len(history) < 3:
return PASS # Insufficient data for baseline

baseline_mean = sum(history) / len(history)
deviation = abs(current_val - baseline_mean)
max_allowed = (threshold_pct / 100) * baseline_mean

if deviation > max_allowed:
return ANOMALY (
observed=current_val,
expected=baseline_mean,
diff_pct=(deviation/baseline_mean)*100
)
return PASS

5.6.4 Notification System

The notification subsystem implements the pluggable architecture specified in Sec-
tion 4.6.3 and extends it with a third channel and transport-level resilience. Beyond the
WebhookNotifier and SplunkBulletinNotifier backends defined in the architecture,
an EmailNotifier delivers HTML-formatted diagnostic summaries over SMTP via
Python’s smtplib with configurable server, port, and recipient list; the email_enabled
parameter gates dispatch and restricts it to error, warning, and success conditions.

Each transport backend applies retry logic through the shared retry library (Sec-
tion 5.9.4). Webhook delivery retries on HTTP 403, 429, and 5xx responses with ex-
ponential backoff, bulletin board writes recover from transient REST errors, and email
delivery handles connection failures. All notification parameters (module toggles, per-
metric thresholds, historical comparison settings, retry counts, and notification pref-
erences) reside in alert_actions.conf alongside the output index and sourcetype
configuration. Figure B.9 shows the resulting configuration interface as rendered by

Splunk.
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5.7 PII Detection Implementation

A separate Splunk application, uso_TA_piifinder, implements the secondary privacy-
monitoring extension. The architecture reflects privacy-by-design considerations
(Spiekermann et al., 2009; Giirses et al.,, 2011) and can be read against privacy-
engineering frameworks such as LINDDUN (Deng et al., 2011; Wuyts, 2015), though
no formal LINDDUN threat modelling process was conducted. In particular, the
stateless nature of the detector enforces data minimisation—it scans, annotates, and

forwards events without retaining any PII in persistent memory or local storage.

5.7.1 Streaming Command Architecture

The PIIFinderCommand class extends Splunk’s StreamingCommand with four config-
urable options: fields (which event fields to scan, defaulting to _raw), types (which
PII categories to detect), mode (output format corresponding to the three modes de-
fined in Section 4.7.3), and min_confidence (filtering threshold). Splunk passes events
one at a time through the stream () method, which annotates each event with detection
results and yields it back into the pipeline.

Each mode produces distinct output fields. In counts mode, the command appends
pii_total, per-type counters such as nif_count and email_count, and confidence-
level tallies. In detail mode, pii_detail entries list each match with its type, matched
text, and confidence level. In redact mode, detected values are replaced inline with
[REDACTED: TYPE] markers.

A safety limit of one million characters per field prevents catastrophic regex back-
tracking on oversized events. Fields exceeding this threshold are skipped with a
pii_skipped marker, and fields shorter than six characters bypass detection entirely
as they cannot contain meaningful PII patterns.

5.7.2 Rust Core and Python Wrapper

The Python wrapper communicates with the Rust binary through a newline-delimited
JSON protocol over standard input and output, using two protocol modes. In counts
mode, an initialisation handshake configures the Rust process with the active detector
list and minimum confidence level; subsequent messages send batches of 256 events
as JSON objects, and the Rust process returns summary counts. In detail and redact
modes, each request contains a complete batch with all configuration, and the response
includes per-field detection hits.

The RustBackend class manages the subprocess lifecycle. At startup, it verifies bi-
nary existence and executability; if either check fails, or if the process crashes mid-
session, the wrapper activates the pure-Python fallback path transparently. Beyond
the RegexSet prefilter and Aho-Corasick optimisations discussed in Section 4.7.2, the
Rust backend applies a further optimisation in counts mode: it avoids constructing
individual hit structures and returns only aggregate counters, eliminating allocation
overhead for the most common use case.
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5.7.3 Detection Engine

The fourteen detectors defined in Section 4.7.2 are implemented as Detector dataclass
instances, each specifying a compiled regex pattern, an optional validator function,
context and negative keyword lists, a default confidence level, and a requires_context
flag.

Per-detector negative keyword lists suppress known sources of noise; the phone
detector, for instance, carries over forty negative keywords including session identi-
fiers, build numbers, and trace identifiers. Quick-reject functions perform inexpensive
pre-checks before invoking expensive regex evaluation; the email detector skips fields
lacking an @ character, and the credit card detector skips fields with fewer than thirteen
digits. IPv4 detection is excluded from the default detector set because proxy and load-
balancer logs generate excessive matches; analysts opt in explicitly with types=ipv4.

5.7.4 Dashboard and Scheduled Scanning

The PII Exposure tab on the unified dashboard presents detection results through four
KPI panels (total PII hits, events containing PII, distinct PII types, and high-confidence
findings), three trend charts (PII hits over time by type, confidence distribution, and
index-level exposure), and a summary table listing all fourteen PII categories with per-
index hit counts.

A scheduled saved search, PIT Exposure Scanner,runsevery thirty minutes, as de-
fined in savedsearches.conf. It samples a bounded subset of events from each moni-
tored index group, pipes them through | piifinder mode=counts min_confidence=
medium, aggregates the counts by source index, records the applied sample_cap and
scan_time in the output, and writes the results to the diagnostics summary index
(uso_diagnostics) with sourcetype uso_piifinder_summary. The dashboard reads
from this summary index rather than scanning raw data at render time, which keeps
panel load times under one second. A dedicated Last Scan panel computes elapsed
minutes from the most recent scan_time, and the positive-findings table surfaces Last
PII Seentimestamps for each index and detector combination. Appendix C.6 presents
the full saved search. Figure B.8 in Appendix B shows the complete tab.

5.8 Authentication and Security Implementation

5.8.1 Service Account Provisioning

Before token-based authentication could operate, the service account had to be config-
ured in both Active Directory and Splunk’s authentication layer. The dedicated moni-
toring service account, following the naming convention and capability requirements
described in Section 4.3.3, already existed in the organisation’s Active Directory as a
machine-to-machine identity. Gaining access to it for use within Splunk required a
formal request through the IT governance process, which granted the cybersecurity
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operations team authorisation to bind it to the search head cluster’s authentication
configuration. Because service accounts reside in a different directory subtree from
standard user accounts, the cluster’s LDAP configuration also required adjustment so
that Splunk could resolve the identity during authentication (Splunk Inc., 2026h).

A dedicated Splunk role, sec-mon-access, was created with a least-privilege capa-
bility set scoped to health monitoring and introspection endpoints. A role mapping
stanza then linked the corresponding Active Directory group to this role, completing
the authentication chain: group membership in Active Directory, LDAP resolution by
Splunk, and role mapping to capabilities. Because all configuration resides in the de-
ployer’s cluster app, changes propagate consistently to every search head without per-
node intervention. Appendix A.3.5 documents the LDAP configuration, capability list,
and role mapping.

5.8.2 Token-Based Authentication Implementation

Building on the credential architecture designed in Section 4.3.3, the implementation
uses bearer token authentication with JWTs. When the Splunk SDK module connects
to a remote instance, it retrieves the target’s token from the credential store and passes
it to the SDK’s connect () function via the splunkToken parameter. Remote queries
therefore execute under the service account identity associated with the stored bearer
token, rather than the invoking analyst’s credentials.

Token detection relies on JWT format recognition. The _is_jwt_token() method
examines credential values for the characteristic “ey]” prefix that indicates Base64-
encoded JSON header data. This heuristic distinguishes tokens from other credential
types that might exist in the storage APIL

Storage uses Splunk’s native storage/passwords endpoint, which encrypts creden-
tial values within passwords.conf and replicates entries across search head cluster
members. The username field encodes structured metadata following a defined for-
mat that includes the target IP address, an optional human-readable label, the cre-
ation timestamp, and a service identifier. This structure permits retrieval by IP address
for programmatic access whilst also supporting label-based queries for analyst conve-

nience.

Target no no no Group
Input Expand

yes yes yes

!
Credential |  Execute
Lookup Action

Figure 5.3: Target Resolution and Credential Flow
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Three command-line tools manage application credentials: a token manager for
Splunk bearer tokens, a Satellite credential manager for Red Hat Satellite username/-
password credentials, and a Graph credential manager for OAuth 2.0 client credentials.
Appendix A.3 documents these three credential-management tools alongside the sep-

arate SSH key procedure.

5.8.3 Error Handling and Security

Error messages balance diagnostic utility with security considerations. When authen-
tication fails, the system reports that authentication was denied without revealing
whether the target exists, the credential was wrong, or the account lacks permissions.
Connection timeout messages indicate network or availability issues without exposing
internal addressing.

Credential handling follows secure practices throughout execution. Tokens appear
in memory only during active use and pass to SDK functions through parameters rather
than command-line arguments that might appear in process listings. Log messages
redact full token values, displaying only abbreviated prefixes.

5.9 Iterative Refinement

The implementation took shape incrementally as operational feedback exposed weak-

nesses in each subsystem.

Lifecycle Management While operational stability necessitates long-lived bearer to-
kens for uninterrupted monitoring, a formal revocation procedure mitigates the risk
of credential compromise. Rather than relying on fixed-timer expiration which could
disrupt critical observability workflows, token rotation is event-driven—triggered by
personnel changes, suspected compromise, or periodic audits. Revocation is executed
by deleting the compromised entry directly from the storage/passwords endpoint,

immediately severing access without requiring service restarts.

5.9.1 Bearer Token Security Evolution

Authentication for remote Splunk instances began with a migration from a custom se-
crets workflow to the platform’s native storage/passwords API This initial implemen-
tation still accepted inline username and password parameters through the command
interface, preserving backward compatibility with analyst workflows that predated
token-based authentication. Operational review revealed that this flexibility was itself
a vulnerability: analysts could inadvertently pass plaintext credentials through search
history, job artefacts, or shared saved searches.

A subsequent refactoring enforced token-only authentication for remote targets.
Inline authentication parameters were removed from the command syntax, and the
search grammar definitions in searchbnf.conf were updated to reflect the narrower
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interface. A final pass eliminated all remaining backward-compatibility code paths
that had handled username and password credentials, leaving bearer tokens as the
sole authentication mechanism. Each iteration removed an attack surface rather than
adding defensive controls around it.

5.9.2 Mail and Graph Module Consolidation

Because the email pipeline spanned two concerns (querying Microsoft Graph API end-
points for mailbox health and checking internal ingestion pipelines), the initial design
created separate modules: graph for OAuth2 client-credential flows and API queries,
mail for pipeline status checks. In practice, the barrier proved artificial. Mail actions
needed Graph API internals to verify mailbox folder statistics, whilst Graph actions
depended on mail pipeline context to interpret their results meaningfully. Rather than
introducing cross-module imports that would have created circular dependencies, the
two modules were consolidated into a single mail module with the Graph client li-
brary and OAuth2 credential management retained as shared internal utilities in a sib-
ling graph_submodules package. The merged module better reflected the actual de-
pendency structure and eliminated the duplicated action registries, base classes, and
constant definitions that the split had required.

5.9.3 Compliance Report Pipeline Modularisation

All report processing logic originally resided in a single processor file. This monolithic
design was adequate for the initial scope of extracting, transforming, and uploading
compliance data. When email notification capabilities were added, however, the pro-
cessor grew to accommodate CSV attachment generation, recipient management, and
delivery confirmation alongside the existing pipeline logic.

The resulting file mixed concerns at every level: SSH upload functions sat adjacent
to notification formatting, and indexing logic sat alongside validation checks. A ded-
icated refactoring split the processor into focused modules for pipeline orchestration,
SSH operations, notifications, indexing, constants, and shared utilities.

A bug in the anomaly detection logic for reports configured to skip the CSV header
row required a targeted fix in a single pipeline module, a change that would have been
considerably harder to isolate and verify in the original monolithic processor.

5.9.4 Diagnostics Retry Centralisation

Retry logic in the diagnostics subsystem started as a local concern. Job diagnostics, file
diagnostics, and KV Store diagnostics each implemented their own exponential back-
off when queries against the Splunk REST API failed due to transient errors. Whilst
each implementation was correct in isolation, the three copies diverged in their back-

off parameters, maximum attempt counts, and error classification logic.
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Recognising this duplication, a refactoring introduced a dispatcher pattern with a
shared library that centralised retry behaviour. Each diagnostic module registered it-
self with the dispatcher and delegated retry decisions to the common library, which
applied consistent backoff timing and error classification across all modules. This cen-
tralisation then extended naturally to the notification transport layer: when webhook
delivery to Mattermost encountered HTTP 403, 429, or 5xx responses, Splunk bulletin
board writes failed due to transient REST errors, or email delivery encountered connec-
tion failures, the same shared retry logic handled recovery. The shared retry library
now serves both diagnostic modules and the notification layer.

5.9.5 PII Detection Architecture Evolution

The PII detection command began as a monolithic Python script with inline regex pat-
terns and a simple risk-scoring system. Production deployment against over 400 in-
dexes revealed that the initial approach generated excessive false positives, particularly
from name, NIF, and phone detectors. After disabling name detection entirely and ap-
plying targeted fixes, development paused for three months.

The second iteration redesigned the architecture around a detector registry pattern
with fourteen independent detectors, three operating modes, and a three-tier confi-
dence scoring system. Context gating and negative keyword suppression brought
false-positive rates to production-acceptable levels across the full index catalogue. This
rewrite also introduced a pytest suite covering individual detectors, confidence helpers,
the detection engine, and end-to-end streaming behaviour.

The third iteration ported the detection logic to Rust for up to a fourfold throughput
improvement for batches exceeding 50,000 events (Section 6.6.5). The Python wrapper
retained identical detection logic as a fallback, and behavioural equivalence was veri-
fied against the existing test suite.

5.10 Challenges and Solutions

Tables 5.2 and 5.3 synthesise the implementation phase. Specifically, Table 5.2 cate-
gorises the technical challenges encountered, whilst Table 5.3 outlines the resulting
design decisions and the trade-offs accepted to meet the system requirements.

The preceding sections presented the implementation of all system components,
from the core API framework and its six integration modules to the compliance report
pipeline, diagnostics subsystem, and PII detection engine, each deployed and validated
in the production environment. Chapter 6 assesses the degree to which this implemen-
tation fulfils the requirements defined in Chapter 3, drawing on production metrics,
usability observations, and an analysis of remaining limitations.
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Table 5.2: Implementation challenges and solutions

Challenge Problem Solution Section
GeneratingCommand vs
StreamingCommand USO API uses
Command tvpe semantics determine GeneratingCommand;
. yp API design; piifinder uses 52.1,5.7.1
selection . . .
infrastructure queries  StreamingCommand for
fetch state rather than  event enrichment
transform events
needs—res.tarting Executor treats codes 1
returns exit code 1 for and 2 as valid
Ansible return codes  “reboot needed”, responses for specific 5.25
which Ansible P p
. actions
propagates as failure
External APIs return .
Per-action
nested structures transformation layer
Data source mismatch incompatible with . . Y 5.3
, isolates display from
Splunk’s flat table . .
API interaction
model
REST endpoints
require dedicated
capabilities (e.g., Service account role
SDK permissions list_healthvs updated with 5.8.1
list_health_subset)  monitoring capabilities
discovered through
403 errors
AbuselPDB daily Lookup-table cache
R limits exhausted under with staleness
APl rate limiting frequent dashboard threshold and periodic 443
refreshes maintenance
Name detection: 85% Context-gated
false-positive rate; NIF  detectors, negative
PII false positives matched timestamps; keyword lists (40+ 5.7.3,5.9.5
phone matched trace terms), field-label
IDs requirements
Rust subprocess with
fﬁf{f}yf}z’t“ JSON-line IPC; Python
Python-to-Rust ) &P fallback retained;
insufficient for 5.7.2

migration

scheduled scans within
search time limits

equivalence verified
against the existing test
suite
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Table 5.3: Technical decision matrix: design choices, rejected alternatives, and trade-offs
Decision Chosen Rejected Trade-off Evidence
Increased Splunk coupling o
. Embedded External but eliminated external 100./0
Integration Splunk search . uptime
Flask/FastAPI  service dependency,
model command (no . over 5
middleware) service network hop, and separate months
deployment
Cenerating Structured table output vs
Command Command fo% Streaming- raw event enrichment; 501
type USO API Command composability with SPL -
pipelines preserved
_ . 30 forks balance parallel
Ansible fggj{lsz_gso with Higher fork speed against Search Head 505
concurrency .o counts (50+) CPU/memory pressure for =~
~50 managed hosts
Hybrid adds IPC
. complexity but yields 4x
. Rust core with Pure Python; throughput whilst
PII engine Python . Table 6.12
fallback pure Rust preserving SDK
integration and graceful
degradation
7-stage priority Added implementation
Dashboard queue with Simultaneous complexity in J5 token
loading tab-aware panel dispatch management; reduced 543
Atin initial load from >120s to
gatng ~15s
. Higher latency (30s-5min)
fsocl}l::dgule d Real-time but predictable resource
Data refresh . consumption and no 5.4.3
searches, streaming . h sl
autorefresh) persistent search slots

consumed




Evaluation and Discussion

This chapter evaluates the implemented system against its requirements, assesses oper-
ational impact, and reflects on the lessons learned during development. The evaluation
follows the Design Science Research (DSR) framework introduced in Section 1.4, and
draws on case study methodology (Yin, 2018) as adapted for software engineering re-
search by Runeson et al. (2009).

6.1 Evaluation Methodology

Hevner etal. (2004) identify seven guidelines for DSR, of which guideline three (design
evaluation) requires demonstrating the artefact’s utility, quality, and efficacy through
well-executed methods. Peffers et al. (2007) position evaluation as the fifth phase of
the DSR process model, where the artefact is observed and measured against the ob-
jectives defined during problem identification. Table 6.1 maps each DSR phase to the
corresponding project chapter.

Table 6.1: Mapping of DSR process phases to project structure

DSR Phase Chapter Evidence Source

Problem identification ~ Section 1.2 Operational workflow analysis

Objectives definition Section 1.3 Stakeholder requirements

Design & development Chapters 4-5 Architecture decisions and implemented artefact
Demonstration Sections 6.6.1-6.6.4 Production use scenarios

Evaluation This chapter Metrics below

Communication This project Documented artefact

The evaluation employs three complementary methods (Table 6.2), each targeting
a distinct research question from Section 1.3:

e Workflow comparison (RQ1): analyst-attested time estimates for representative
scenarios before and after deployment, supported by process decomposition of
the manual steps involved.

93
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e System measurement (RQ2): browser-observed time to first usable active-tab
dashboard content and infrastructure-level telemetry from the priority queue
controller during routine production use.

e Production telemetry (RQ3): structured diagnostic events from a dedicated
Splunk summary index, measuring deviation rates against historical baselines

over a four-week monitoring period.

Table 6.2: Research question to evaluation evidence mapping

RQ Evidence Section Method

Workflow comparison, context-switching  6.6.1-6.6.2, Analyst attestation,

RQ1 reduction, usability assessment 6.6.7 g{rjo; ess decomposition,
RQ2 Tlme.to first usable gctlve—tab content, 651 543 PI‘OdLICthI.l observatlon
priority queue metrics (browser timing)

Diagnostics baseline comparison, Production telemetry
RQ3 2 . 6.6.4 .
deviation rates (summary index)

RQ3 in particular rests on observational production telemetry from the diagnostics
summary index; no controlled threshold-versus-baseline experiment was performed.

Three methodological constraints bound the validity of these findings. First, no
controlled experiment with randomised participants was conducted; workflow time
estimates derive from analyst attestation rather than timed trials. Second, no formal
baseline measurement was recorded before deployment, so before-and-after compar-
isons rely on retrospective process analysis instead of pre-registered metrics. Third,
production telemetry reflects a single organisational context with approximately 50
hosts, 20 Splunk instances, and a five-month observation window (November 2025 to
April 2026). These constraints are discussed further in Section 6.7.3.

6.1.1 Requirements Traceability

Table 6.3 traces each functional requirement from its specification through architecture,
implementation, and evaluation, mapping the end-to-end coverage across project chap-
ters; Table 6.4 provides the same view for non-functional and supplementary security
and privacy requirements, keeping the quality-attribute traceability explicit without
repeating the fuller fulfilment discussion in Section 6.3.

6.2 Testing Approach

The project adopted a dual validation strategy that evolved during development. Early
phases relied on production-centric validation: changes were tested in a dedicated
Splunk development instance and then deployed to the production environment used
by the team. This approach suited tools that query live infrastructure and process real

security data.
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Table 6.3: Requirements traceability matrix across project chapters

Req. Component (Ch.4) Architecture (Ch.5) Implementation (Ch.6) Evaluation

FR1 ansible 4.3.2 5.3.1 6.6.1,6.5.1
FR2  splunk 4.3.2 5.3.2 6.3.1
FR3  extractor 4.3.2 5.3.4 6.6.6
FR4  satellite 432 5.3.3 6.6.6
FR5 mail 432 5.3.6 6.3.1
FR6  identity 4.3.2 5.3.7 6.6.6
FR7  piifinder 4.7 5.7 6.6.5
FR8  dashboard 4.4 5.4 6.6.1
FR9 diagnostics 4.6 5.6 6.6.4

Table 6.4: Compact traceability matrix for non-functional and supplementary requirements

Req. Implementation Anchor Evaluation Evidence Status

NFR1 5.2.5,54.3,5.4.3 6.5.1 Achieved

NFR2 4.8,5.9.1 6.3.2 Achieved with residual risks
NFR3 5.5.2,5.6.1 6.3.2,6.6.3 Achieved

NFR4 5.2.5,534 6.5.2 Partial

NFR5 5.2.2,59.3 6.3.2 Achieved

NFR6 5.24,4.4.1 6.6.7 Achieved

SPR1 5.7,5.74 6.3.2,6.6.5 Achieved

SPR2 4.3.3,59.1 6.3.2 Achieved

SPR3 4.8.1,4.85 6.3.2 Achieved

As the codebase grew, the need for regression protection became apparent. An
automated unit test suite was introduced during the later stages of development to
complement operational validation. Initial test scaffolding was accelerated by an Al
coding assistant, after which each generated file was inspected, adjusted, and extended
to cover project-specific edge cases and mocking patterns. The combination caught dis-
tinct defect classes: unit tests surfaced parsing regressions, whilst production testing
exposed environment-dependent failures such as authentication mismatches and API
response changes. A local development helper guards against this by refusing to pro-
ceed if any automated test fails.

6.2.1 Automated Test Suite

The automated test suite comprises 1,466 tests across four project components: 1,114
for the core USO API, 82 for the diagnostics subsystem, 43 for the compliance report
pipeline, and 227 for the PII detection tool (222 Python unit tests plus five Rust inte-
gration tests). The combined Python suites execute in under five seconds, supporting
rapid feedback during development.

The USO API tests follow a consistent per-module pattern. Four of the six integra-
tion modules (Ansible, Splunk, Satellite, and Extractor) have dedicated test files cov-
ering four aspects: registry integrity checks confirm that all actions are correctly reg-
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istered and discoverable; base class tests validate shared functionality inherited from
CommonActionBase; action parsing tests verify that each action correctly handles its
expected output formats; and executor tests exercise the module’s execution pipeline
including error handling and dispatch. The Mail module covers three of these aspects,
omitting executor tests because it aggregates results from multiple subsystems rather
than following a single execution pipeline. Beyond the integration modules, the Graph
library has targeted tests for the GraphClient class and credential manager. Root-level
tests cover the custom search command class, CLI utilities, secret masking, and the
self-documenting help system.

The mocking strategy isolates tests from external dependencies entirely. The
Splunk SDK (splunklib) is mocked at import time through a shared conftest.py
module, removing the need for a running Splunk instance. A FakeBaseAction stub
supplies the authentication and service context that actions expect, whilst SSH connec-
tions, HTTP calls, and database queries are intercepted through pytest-mock patches.
Each module’s test fixtures supply representative response data modelled on produc-
tion outputs, which ensures that parsing logic is validated against realistic formats
instead of synthetic placeholders. This approach guarantees deterministic execution:
the full suite passes regardless of network state or infrastructure availability.

The diagnostics subsystem has 82 tests across nine modules, covering the dis-
patcher and entry point, file monitoring, KV Store validation, job diagnostics, historical
baseline comparison, results processing, and notification formatting. Twenty-eight of
these tests target the notification classes (WebhookNotifier, SplunkBulletinNotifier,
EmailNotifier, and NotificationHandler), mocking HTTP requests and Splunk ser-
vice connections to verify message formatting, delivery logic, fan-out handling, and
error recovery.

The PII detection tool (uso_TA_piifinder) has 227 tests: 222 Python unit tests ex-
ercising all 14 detectors, the confidence scoring system, false positive regression cases,
and end-to-end streaming command behaviour across all three operating modes. Five
Rust integration tests verify the binary’s JSON protocol and batch processing. The
Python tests cover detector-specific validation logic (Luhn checks for credit cards, mod-
11 verification for Portuguese tax identifiers, mod-97 validation for IBANs) alongside
context-gated detection, negative keyword suppression, and the graceful fallback path
when the Rust backend is unavailable.

The test toolchain uses pytest (Pytest Contributors, 2026) with multiple extensions:
pytest-cov for coverage measurement, pytest-mock for patching, pytest-randomly
for execution order randomisation to surface hidden state dependencies, and pytest-
sugar for improved output formatting.

6.2.2 Integration Testing

Each module underwent integration testing against its target systems. Tests for the An-
sible module verified SSH connectivity and command execution against the production
control node, along with output parsing. The Splunk and Satellite modules were vali-
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dated in a similar fashion: Splunk tests covered both the development instance and a
subset of production instances, exercising REST API access, token authentication, and
response handling, whilst Satellite tests targeted the staging server before production
deployment. Error conditions were simulated, including network timeouts, authenti-
cation failures, and malformed responses, to verify that the system reports the failing
host, HTTP status code, and endpoint URL instead of exposing raw stack traces.

6.2.3 User Acceptance Testing

Analysts from the security operations team conducted acceptance testing by exercis-
ing the dashboard and search commands during their normal operational workflows.
Their feedback addressed functionality, usability, and performance. Confusing output
formats, unintuitive parameter names, and performance problems at realistic query
volumes all emerged through operational use.

Issues identified during user acceptance testing were addressed iteratively; for in-
stance, ambiguous parameters were renamed and inline error descriptions added after
analysts reported confusion with raw exception output.

6.2.4 Testing Limitations

The testing approach carries four acknowledged limitations. The automated suite is
dominated by unit tests and mocked component-level checks; no end-to-end tests ver-
ify behaviour against live systems. Whilst these tests confirm that individual actions
parse expected output formats correctly, they cannot detect changes in external API
responses or infrastructure configuration that would cause failures in production.

Coverage spans all four project components, though depth varies with component
complexity. The core USO API has extensive test coverage across all six integration
modules and the Graph library, and the PII detection tool covers all 14 detectors with
dedicated false positive regression cases. The compliance report pipeline (uso_TA_
compliance) covers entry-point dispatch, input validation and retry logic, pipeline or-
chestration, SSH verification, and notification formatting, with external dependencies
(SSH File Transfer Protocol (SFTP) uploads, Mattermost webhooks, file system opera-
tions) isolated through mocking. The diagnostics subsystem’s test suite covers all mod-
ules, spanning the dispatcher and entry point, file monitoring, KV Store validation, job
diagnostics, historical baseline comparison, results processing, and notification format-
ting.

This allocation reflects deliberate prioritisation. The USO API contains the most
complex parsing and dispatch logic across six integration modules, making it the
highest-value target for regression testing. The compliance report pipeline’s heavy
dependence on external I/O (file system operations, SFTP transfers, webhook calls)
is addressed through mocking, which isolates the pipeline logic from infrastructure
variability. The diagnostics subsystem covers its full runtime path through mocked
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unit tests; the primary opportunity for further coverage is integration-level validation
against live Splunk summary indexes.

Development introduced the test suite late in the cycle, after the core implementa-
tion was substantially complete. Tests were written retrospectively rather than driving
design decisions through test-driven development; consequently, certain architectural
choices did not account for testability, and some internal interfaces are less amenable
to isolated testing than they might otherwise be.

6.3 Feature Completeness

6.3.1 Requirements Fulfilment

Table 6.5 maps each functional requirement from Chapter 3 to its implementation status
and evidence of completion.

The implementation satisfies all functional requirements identified during require-
ments analysis. Among the non-functional requirements, NFR1, NFR3, NFR5, and
NFR6 are achieved, NFR2 is achieved with documented residual risks, and NFR4 is
partially achieved because the 2x growth target has not been tested empirically (Sec-
tion 6.5.2). The supplementary security and privacy requirements are also evaluated
explicitly and are achieved through the implemented credential, permission, and PII-
processing controls. Three requirements were introduced during the development cy-
cle as operational priorities emerged: FR6 (Identity and Access Visibility), FR7 (PII
Exposure Detection), and FR9 (Infrastructure Health Diagnostics).

6.3.2 Evaluation of Non-Functional, Security, and Privacy Requirements

Whilst Table 6.5 confirms that the performance, reliability, maintainability, and usabil-
ity requirements are achieved, NFR2 (Security) carries documented residual risks and
NFR4 (Scalability) remains only partially achieved. NFR1 and NFR4 receive dedicated
analysis in subsequent sections. The remaining requirements, including the supple-
mentary security and privacy requirements, are evaluated below with cross-references
to the architectural and implementation evidence that supports each claim.

Security requirements are addressed through architecture and implementation con-
trols rather than through ad hoc operational practice. The design specifies encrypted
credential storage and least-privilege boundaries (Section 4.8), with dedicated treat-
ment of credential protection (Section 4.8.3) and constrained role capabilities (Sec-
tion 4.8.5). Implementation evidence further shows migration to token-only remote
authentication, removing inline username and password paths and reducing credential
exposure in routine workflows (Section 5.9.1). These measures satisfy the core require-
ment to avoid plaintext credential storage and to operate within permission bound-
aries. They do not, however, constitute a formal adversarial security assessment, and
selected internal Transport Layer Security (TLS) paths still rely on an accepted residual
risk where peer verification is disabled.



Table 6.5: Requirements Fulfilment Assessment

Requirement Status Evidence Section
FR1: Infrastructure Querying Achieved 14 Ansible actions 53.1
FR2: Splunk Integration Achieved 11 Splunk actions 53.2
FR3: Database Monitoring Achieved 8 Extractor actions 53.4
FR4: Vulnerability Management Achieved 9 Satellite actions 53.3
FR5: Email Pipeline Monitoring Achieved 4 Mail actions 5.3.6
FR6: Identity and Access Achieved 11 Identity actions querying local lookups 3.2.6,5.3.7
FR7: PII Exposure Detection Achieved 14 detectors, 3 modes, scheduled scanning 3.2.7,5.7
FR8: Unified Dashboard Achieved 16-tab dashboard 5.4
FRO: Infrastructure Diagnostics Achieved Three diagnostic modules 4.6.1
NFR1: Performance Achieved Most | usoapi queries complete well below 20s in routine use 6.5.1
NFR2: Security Achieved with residual risks Eéiﬁ:i?sig ;:tt}}; EEﬁr zg;f}grfgocrje%e{ezuii;g)fiiigi(seleded 4.8
99.67% search completion rate across approximately 29,000
NFR3: Reliability Achieved invocations (30-day window); errors returned as structured rows  6.3.2
by design
NFR4: Scalability Partially Achieved Batch operations supported; 2x scale untested 6.5.2
NFR5: Maintainability Achieved Modular architecture, registry pattern 522
NERG6: Usability Achieved E:I\c;nzsigjcecr;; Zirsv;ax, built-in help, exploratory pilot SUS mean 93.3 6.6.7
SPR1: Data Minimisation Achieved f;iferlr:fcigsprocessing with no intentional local persistence of 5.7.6.65
SPR2: Credential Rotation Achieved ittg;eej;gkﬁgﬁefrﬁzi;eg‘g1:531?;;}) laced through the credential 59.1
SPR3: Access Segregation Achieved Capability-based access checks and least-privilege service 185,48

identities
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SPR1 (Data Minimisation) is satisfied by the PII subsystem’s stateless processing
model. The detector scans, annotates, and redacts event content in memory without
introducing an intentional local persistence path for raw matches, and the implemen-
tation further constrains processing through per-field size limits and streaming output
(Section 5.7). Evaluation of the subsystem therefore focuses on detection quality and
throughput rather than on a separate disk-forensics experiment (Section 6.6.5).

SPR2 (Credential Rotation) is achieved. The implementation supports token dele-
tion and replacement through Splunk’s credential store and the Token Manager tooling,
so administrators can revoke or rotate stored credentials without changing application
code or exposing plaintext secrets in routine workflows (Section 5.9.1).

SPR3 (Access Segregation) is achieved through capability-based access control.
Queries execute within the invoking user’s Splunk permissions, sensitive remote op-
erations rely on constrained service identities, and missing capabilities lead to denied
execution rather than privilege escalation (Sections 4.8.5 and 4.8).

Both automation subsystems employ explicit retry and validation mechanisms. The
compliance pipeline applies bounded exponential backoff and pre-upload data valida-
tion before transmission (Section 5.5.2), whilst the diagnostics dispatcher wraps mod-
ule failures in configurable retry behaviour (Section 5.6.1). Together, these controls
limit transient-failure impact and prevent silent propagation of incomplete outputs.

Production audit logs record over 28,000 completed searches out of approximately
29,000 total invocations over a 30-day observation window, yielding a 99.67% search
completion rate that exceeds the 99% target specified in NFR3. The remaining out-
comes comprise 77 cancellations and 17 failures at the Splunk scheduler level (time-
outs, concurrency limits, or user-initiated cancellation), not framework-level crashes.
At the application layer, the command framework returns errors as structured result
rows with exit code zero by design, so a code-level defect would typically manifest
as a malformed row rather than a search failure. This two-layer distinction separates
platform-level search completion from application-level graceful degradation: the for-
mer is measured empirically, whilst the latter is an architectural property validated
through the retry and error-handling mechanisms described above.

Maintainability is supported by a modular, registry-driven design that localises
change impact. The core command and modules use registry patterns for discoverabil-
ity and extension (Section 5.2.2), and shared abstractions are reused across dashboard
and diagnostics components. The iterative refinements in Section 5.9 yield empirical ev-
idence that this structure allowed targeted refactoring without destabilising unrelated
functionality.

Usability is evidenced by a consistent command syntax and integrated guidance,
supported by analyst feedback from production use. The command framework in-
cludes self-documenting help output with uniform parameter presentation (Sec-
tion 5.2.4), whilst the requirements mandate a stable syntax across modules (Sec-
tion 3.3.6). User acceptance testing confirmed that interface and naming issues were
identified through iterative feedback and corrected during the deployment period
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(Section 6.2.3). An exploratory usability pilot study conducted after two months of
production use yielded a mean System Usability Scale (SUS) score of 93.3 (N = 3,
census sample), placing the system in the “Excellent” to “Best Imaginable” range
(Section 6.6.7).

6.4 Comparison with Alternatives

The decision to build a custom integration layer within Splunk, rather than adopting
external SOAR platforms or middleware, was guided by the operational constraints
of the security operations team. Table 6.6 compares the proposed framework against
three primary alternatives based on the criteria identified during requirements analysis
(Chapter 3).

Table 6.6: Comparison with alternative platforms and integration strategies

Criteria Proposed Splunk SOAR MS Sentinel Grafana
SPL-native High (Direct) Low (External) N/A (Azure) None
Maintenance Low (Python) High (Complex) Medium (Cloud) Medium
Security High (JWT) High (Vault) High (Managed) Low (Plugins)
Licence Cost Included High (Seat/Vol) Volume-based Low/OSS
Flexibility High (Custom) High Medium (Logic)  High (Visual)
(Playbooks)
Scalability ?ﬁfﬁ;‘;f; (Pgig::ﬂbute 4  High(Cloud)  High

The embedded approach eliminates the need for a separate platform, preserving the
team’s existing SPL skill set and avoiding the substantial licensing and maintenance
overhead associated with enterprise SOAR solutions. Whilst platforms like Splunk
SOAR or Microsoft Sentinel offer greater out-of-the-box scalability and playbook or-
chestration, the proposed framework’s alignment with the team’s “no-middleware”
constraint (Section 3.5) made it the most viable choice for the target environment.

6.5 Performance Analysis

6.5.1 Response Time Characteristics

The non-functional requirement NFR1 specified that | usoapi command execution
should remain within 20 seconds for typical interactive use. Observational data from
production use confirms that typical queries stay well below this ceiling.
Ansible-based queries exhibit the highest latency because they traverse several net-
work hops (search head to Ansible control node to target host). Simple status checks
complete in 2—4 seconds, whilst disk usage queries that parse filesystem output require
4-6 seconds; the find action, which may scan large directory structures, can exceed the

10-second target for broad search patterns. By contrast, Splunk SDK queries involve
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a single REST API call and return faster: instance information and health queries typ-
ically complete in 1-2 seconds, whilst KV store enumeration and search job history
queries may take 3-5 seconds depending on the volume of results.

Dashboard panel loading benefits from the priority queue system (Section 5.4.3).
Fast lookup queries complete first, allowing analysts to see partial results whilst longer-
running queries execute. The staggered autorefresh intervals prevent search cluster
congestion during periodic updates.

6.5.2 Scalability Observations

The current deployment monitors approximately 50 hosts and 20 Splunk instances. At
this scale, sequential query execution yields acceptable performance. Extrapolating to
larger deployments suggests that the 20-second target could be exceeded for substan-
tially larger host groups, given the per-host overhead observed at the current scale.

The compliance report pipeline handles workloads of up to 3.2 million rows per
report without performance degradation. File transformation and upload operations
complete within seconds for typical report sizes, scaling to just over two minutes for
the largest reports (Section 6.6.3).

6.6 Operational Impact

6.6.1 Workflow Comparison

Table 6.7 compares six operational scenarios that span daily monitoring, periodic re-
porting, and investigative tasks reflecting the team’s routine workload. These scenar-
ios capture three categories of improvement: consolidation of multi-tool workflows
into single queries, full automation of previously manual pipelines such as compli-
ance reporting, and introduction of monitoring for subsystems that were previously
unobserved. To account for variability in network latency and infrastructure load, the
post-deployment metrics include both the median (ps9) and 90th percentile (pgg) du-
rations, derived from system logs over a 30-day observation window. Section 6.6.2
discusses the interface fragmentation that these consolidations address.

Process Decomposition: Daily Health Check

To validate the “Before” state estimates from Table 6.7, a process decomposition was
performed for the Daily Health Check scenario. This task involves verifying the opera-
tional status of approximately 50 hosts and 20 Splunk instances. Table 6.8 breaks down
the manual effort required before the implementation of the unified dashboard.

This decomposition confirms that the approximately 20-minute estimate for the pre-
deployment state is evidence-based, accounting for multiple authentication steps, con-
text switching between tools, and manual inspection of heterogeneous data formats.
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Table 6.7: Workflow comparison across representative operational scenarios

Scenario Before After (Avg) p50 p90 Reduction Method?
Daily health check ~20 min 58s 555 655 >95% AA,SL
Vulnerability lookup ~3-5min 24s 22s 31s >83% AA,SL
Monthly compliance report ~1hr 22s¢ 13s 105s 100% PD, SL
Anomaly detection Hours—-days <3min N/A N/A N/AP AA, PT
Database connectivity ~30+ min' 32s  30s  45s >98% AA,SL
Email pipeline health N/A 28s 255  35s N/AP PO, SL
Comparable daily subtotal® >48-55min ~5min - - >95%4

2 AA = analyst attestation; PD = process decomposition; SL = system logs; PT = production telemetry;
PO = production observation. Controlled timing experiments were not performed (Section 6.7.3).

b No pre-deployment baseline exists for anomaly detection or email monitoring.

¢ Covers health check, vulnerability lookup, and database connectivity. Excludes scenarios without pre-
deployment baselines and the monthly compliance report (automated, not daily interactive).

d Estimated reduction derived from approximate time ranges, not controlled measurements.

€ Average across 36 runs; duration varies significantly with report volume (Section 6.6.3).

f No proactive pre-deployment workflow existed; the cited duration estimates the systematic per-stanza
checking that would have been required (Section 6.6.6).

Table 6.8: Process decomposition: manual daily health check (Pre-deployment)

Step Description Est. Time
1 Login to Ansible control node and inventory filter 1.5min
2 Execute ad-hoc disk space checks across host groups 3.0min
3 Manually review Ansible output for 50 hosts 4.0min
4 Login to Satellite and filter for critical errata 4.0min
5 Review separate dashboards for system resources and log health 4.0min
6 Scan Extractor logs for script failures and data-load errors 4.0min
Total 20.5min

The “After” state reduces this to a single dashboard load, with the automated back-
ground queries completing in under one minute.

Time estimates in Table 6.7 derive from analyst attestation based on operational
experience with the pre-existing workflow. The compliance report estimate of approxi-
mately one hour per monthly cycle was corroborated by process decomposition (N = 4
monthly cycles): executing several search queries, exporting each result set to CSV,
running transformation scripts, uploading files via secure transfer, and verifying de-
livery. Pipeline execution data from the diagnostic index (36 production runs across
seven report types) provides corroborating system-level timing. Some report types
lacked saved searches, adding cognitive overhead from recalling the correct query syn-
tax each month.

6.6.2 Context-Switching Reduction

Before the USO API deployment, a typical morning infrastructure check required
switching between an SSH terminal on the Ansible host, several Splunk dashboards
covering different operational concerns, and the Red Hat Satellite web User Interface
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(UI) for vulnerability data. For some workflows, additional portals were needed for
identity or email-pipeline data. For newer team members, part of the overhead lay in
knowing which dashboard exposed a given metric and when a check required Ansible
syntax rather than a saved search. Each context switch carried authentication over-
head, navigation cost, and the cognitive burden of recalling tool-specific syntax such
as Ansible ad-hoc command flags or Satellite API navigation paths.

The dashboard consolidates these data sources into a single tabbed interface within
Splunk. An analyst’s morning health check, previously distributed across multiple
tools over approximately 20 minutes, now completes in roughly a minute on a single
screen. This reduction from several operational views and external interfaces to one
unified view addresses the tool fragmentation identified as a core problem in Chapter 1.

Consolidating multiple data sources into a single interface extends beyond indi-
vidual lookup speed. During an investigation, an analyst can cross-reference a host’s
health status, outstanding vulnerability errata, pending reboot requirements, and
database connectivity data within a single dashboard session, without switching tools
or re-authenticating. This concurrent visibility allows analysts to correlate issues faster
than sequentially consulting separate systems, each with its own query syntax and au-
thentication overhead. The advantage grows with investigation complexity: the more
sources an analyst needs to consult, the greater the cumulative overhead that a unified

interface eliminates.

6.6.3 Compliance Pipeline Metrics

The compliance report pipeline was operational for roughly five months (November
2025 to April 2026) at the time of evaluation. During this period, the pipeline executed
36 runs across seven production report types. Table 6.9 summarises execution charac-
teristics for each report type. Metrics were extracted from a dedicated diagnostic index
that records structured events for each pipeline stage.

Table 6.9: Compliance pipeline execution metrics by report type

Report Runs AvgRows Avg Duration (s) Steady-State Success Rate

Report A 5 3,017,000 104.5 100%
Report B 6 440,000 14.9 100%
Report C 5 350,000 12.8 100%
Report D 5 194,000 12.7 100%
Report E 5 141,000 6.0 100%
Report F 6 25,000 1.6 100%
Report G 4 58 1.1 100%

Table 6.9 reports run counts and average row volumes and durations across the
full 36-run observation window, whereas the success-rate column refers only to the
steady-state subset from January to April 2026.

The full observation window (November 2025 to April 2026) encompasses 36
pipeline runs across seven production report types, including the commissioning pe-
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riod when report schedules and row-count thresholds were being established. From
January 2026 onward, the pipeline operated at steady state with 30 runs; all seven re-
port types achieved a 100% success rate across this period, confirming fully automated
delivery. The validation mechanisms described in Section 5.5.2 were verified through
the dedicated test infrastructure detailed in Section 5.5. These results confirm that the
fault tolerance mechanisms function under production conditions.

Across a typical monthly cycle, the pipeline processes roughly 4.2 million rows.
Execution durations range from 0.93 seconds for the smallest report (58 rows) to a
peak of 135 seconds for the largest (approximately three million rows), confirming
that processing time scales with data volume without exhibiting unexpected bottle-
necks. No retry attempts were triggered during the steady-state period, which indi-
cates stable network connectivity between the search heads and the partner upload
server. Monthly event distribution confirms this trajectory: commissioning-phase fail-
ure and validation-block events, concentrated in November—December 2025, dropped

to zero from January 2026 onward.

6.6.4 Diagnostics Subsystem Performance

The diagnostics subsystem, deployed in early February 2026, performed 358 diagnostic
checks during the first 28-day production observation window, defined as the first 28
days after the earliest production diagnostics event, across six data stores belonging to
an internal inventory management application. Once the schedules settled, the config-
ured steady-state cadence was 12 checks per day, comprising one job health check and
one file or KV Store validation per data store. Table 6.10 breaks down check activity by
module.

Table 6.10: Diagnostics subsystem check distribution (first four weeks of production operation)

Module Checks Proportion
Job health 180 50.3%
File monitoring 116 32.4%
KV Store validation 62 17.3%
Total 358 100%

Of 358 checks, 357 passed and one failed. The single failure was an intentional neg-
ative test targeting a nonexistent KV Store collection to verify that the system correctly
detects and reports errors; excluding this test, the operational pass rate was 100%. The
historical comparison engine applies to file and KV Store diagnostics using a rolling
10-run lookback with a minimum of three historical records before activating; job diag-
nostics use static warning thresholds rather than learned baselines. During the first 28-
day observation window, baseline-enabled comparisons covered 161 checks across six
monitored entities, recording row-count deviations between 0.0% and 0.40% and size
deviations between 0.0% and 0.42%. These figures, drawn from the uso_diagnostics
summary index, fall well within the configured 20% deviation threshold and indicate

stable data volumes across the monitored estate.
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Across the full available window, 484 baseline-enabled comparisons continued to
yield zero historical anomalies, with maximum row and size deviations of 1.61% and
0.54% respectively, which indicates that this low-noise behaviour persisted beyond the
initial 28-day window. No genuine anomalies occurred during either observation pe-
riod, so the system’s ability to detect real failures remains unverified in production.

Should a genuine anomaly occur, the automated checks would surface it on the
next scheduled run, which means it would normally become visible within minutes
rather than after hours of ad-hoc manual review. This remains a design property rather
than an empirically measured outcome, given the absence of real failures during the

observation period.

Static Thresholds versus Historical Baselines

The diagnostics subsystem supports static threshold checks (file_max_rows, file_
max_size_bytes, file_age_max_seconds, job_max_duration_seconds) configurable
per saved search alongside the historical comparison engine. The two approaches ad-
dress different failure modes and impose different operational costs. Table 6.11 con-

trasts them along the dimensions encountered during deployment.

Table 6.11: Static thresholds versus historical baselines: qualitative comparison

Dimension Static threshold Historical baseline

Per-metric absolute value chosen Derived from a rolling 10-run
Calibration window with a configurable

b t -
y an opetator deviation percentage

Requires at least three historical

Cold start Effective from the first execution ..
records before activating

Rolling window absorbs gradual
drift; may mask slow degradation
if change is below the deviation
threshold

Absolute bound; manual
Drift handling recalibration when normal data
shape evolves

Detected through deviation

Detected if the value crosses the .
percentage against the recent

Sudden anomaly

bound
average
: . . Each monitored entity (host, file
Per-resource Single value applies uniformly . .
i . path, or collection) computes its
sensitivity unless replicated per saved search .
own baseline
Configuration Recurring as the monitored estate .
: One-time per saved search
burden or its data shape changes

This trade-off reflects findings in operational-monitoring research. D. Liu et al.
(2015) report that hand-tuning detector parameters and thresholds for production key-
performance indicators consumes more than ten days of operator effort per service in
a large-scale internet deployment, identifying the calibration burden as the principal
obstacle to wider adoption of static-threshold alerting. The historical baseline engine
sidesteps this cost by deriving the reference from the metric’s own recent history. Two



6.6. Operational Impact 107

limitations apply: Katz et al. (2023) characterise the cold-start problem for newly cre-
ated monitored objects, where insufficient historical data delays effective anomaly de-
tection; and J. Liu et al. (2023) show that rolling baselines absorb gradual drift unless
paired with explicit change-point detection. The current implementation addresses
cold start through the MIN_HISTORICAL_RECORDS guard (Section 5.6.3) but does not in-
clude drift detection.

During the four-week observation window, both approaches would have produced
identical alert counts: zero. Row-count deviations remained between 0.0% and 0.4%,
far below either the 20% deviation threshold or any reasonable absolute bound. The
qualitative difference emerges in calibration cost over time: activating the baseline en-
gine for a new monitored resource requires only the historical-comparison flag and
an identifier field, whilst static thresholds require operators to estimate appropriate
maximum row counts, file sizes, and age limits for each new monitored artefact and to
revise these estimates when the underlying data shape changes. The Data Health tab in
the dashboard surfaces historical anomalies separately from current failures, allowing
operators to distinguish baseline deviations from immediate data-delivery problems
at a glance. A controlled comparison through synthetic anomaly injection was not
performed within the project timeline; Section 6.8 discusses the resulting evidential

constraints on RQ3.

6.6.5 PII Detection Metrics

The privacy-monitoring extension scans production Splunk indexes on a 30-minute
schedule, applying 14 detector types against event data to identify exposed personal
information. Table 6.12 summarises throughput benchmarks measured on the uso_
identity index, comparing the pure Python implementation against the Rust hybrid
backend.

Table 6.12: PII detection throughput: Python baseline vs Rust hybrid backend

Events Python (s) Rust Hybrid (s) Speedup

10,000 11.1 4.8 2.3%
50,000 42.8 11.1 3.9%
100,000 73.9 18.7 4.0x

Peak observed throughput reaches approximately 5,400 events per second with the
Rust backend, compared to roughly 1,400 events per second in the pure Python imple-
mentation. These benchmarks were measured on a production Splunk Search Head
cluster node equipped with 24 vCPUs and 46 GB of RAM. Throughput was averaged
over N = 10 runs for each data point, with a measured standard deviation of less than
3.5% across all trials. The test dataset was sampled from the uso_identity index with
a typical event size of 800 bytes and a PII hit rate of approximately 15%. The speedup
increases with volume because the Rust process amortises its startup cost and bene-
tits from better cache locality during sustained processing. At 100,000 events the Rust
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backend completes in under 19 seconds, well within acceptable limits for scheduled
background scanning.

Detection coverage spans the fourteen PII types catalogued in Section 4.7.2, six tar-
geting Portuguese-specific identifiers and eight handling universal patterns. Each de-
tector applies the algorithmic and context-gated validation described in Section 4.7.2.

False positive management required over ten production tuning rounds against
more than 400 indexes. Context-gated detection, where six high-noise detectors fire
only when supporting keywords appear within a 50-character window, proved the
most effective mitigation strategy. Negative keyword lists per detector suppress com-
mon false matches: UUIDs misidentified as credit cards, build numbers matching tax
identifier patterns, and session identifiers resembling phone numbers. The three-tier
confidence scoring system (low, medium, high) with context-based promotion and
suppression gives analysts tunable sensitivity through the min_confidence parameter.

Detection Accuracy

The PII detection subsystem underwent significant refactoring to improve precision
without sacrificing performance, following established patterns for improving soft-
ware design (Fowler, 1999). To evaluate these improvements, a synthetic evaluation
corpus of 25 labelled cases was constructed: 15 positive cases embedding known PII
instances across all 14 detector types (18 gold-standard spans), and 10 negative cases
designed to test false-positive patterns (timestamps matching tax identifiers, localhost
addresses, placeholder phone numbers) and validator edge cases (invalid NIF check-
sums, non-standard date formats). The evaluation uses exact span-and-type matching:
a detection counts as a true positive only when the predicted span boundaries and PII
type match the gold label precisely.

Table 6.13 presents per-detector precision, recall, and F1-score on this corpus. The
email detector recorded one false positive on an internal-domain address (admin@
internal.corp.example.com), exposing a limitation in the domain rejection logic that
checks for exact .internal. matches but not subdomain patterns. All other detec-
tors achieved perfect precision and recall, with validators correctly rejecting invalid
NIF checksums, non-standard date formats, and placeholder telephone numbers. The
Rust and Python backends produced identical outputs across all 25 parity test cases,
confirming behavioural equivalence between the two execution paths.

These results establish a correctness baseline for the detector implementations but
carry important caveats. The corpus is small and synthetic, designed to exercise each
detector’s core pattern and false-positive guards rather than to characterise perfor-
mance on the heterogeneous enterprise data described in Section 5.9.5. Production de-
ployment against over 400 indexes revealed false-positive challenges that the synthetic
corpus does not fully represent, particularly for detectors operating without context
gating on unstructured log data. A sample-based review protocol has been developed
for estimating precision and recall on real operational data; executing this protocol
against production indexes remains as future work (Section 7.3). Appendix E presents
the complete evaluation corpus with input texts and expected detections.
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Table 6.13: Per-detector precision, recall, and F1-score on the synthetic evaluation corpus (n = 25 cases,
18 gold spans)

Detector Scope TP FP FN Precision Recall F1
Email Universal 2 1 0 0.67 1.00 0.80
Phone PT 1 0 0 1.00 1.00 1.00
NIF PT 1 0 0 1.00 1.00 1.00
Credentials Universal 2 0 0 1.00 1.00 1.00
Address PT 1 0 0 1.00 1.00 1.00
Structured Name Universal 1 0 0 1.00 1.00 1.00
Credit Card Universal 2 0 0 1.00 1.00 1.00
IBAN PT/EU 2 0 0 1.00 1.00 1.00
NISS PT 1 0 0 1.00 1.00 1.00
1Pv4 Universal 1 0 0 1.00 1.00 1.00
Citizen Card PT 1 0 0 1.00 1.00 1.00
Vehicle Plate PT 1 0 0 1.00 1.00 1.00
Date of Birth Universal 1 0 0 1.00 1.00 1.00
JWT Bearer Universal 1 0 0 1.00 1.00 1.00
Micro Total 18 1 0 0.95 1.00 0.97

6.6.6 Visibility Improvements

The dashboard also surfaces data that was previously inaccessible or difficult to obtain.
Pending reboot status, which requires SSH access to each host, is now visible at a glance,
as are Splunk queue depths useful for diagnosing ingestion problems.

The integration of vulnerability data from Red Hat Satellite into the Splunk environ-
ment (Section 5.3.3) allows analysts investigating alerts to check whether the affected
host has outstanding errata, informing their assessment of the incident. Database con-
nectivity monitoring through the Extractor module (Section 5.3.4) replaces a previ-
ously reactive workflow with proactive visibility: before deployment, no systematic
verification existed across the full set of extraction stanzas, and analysts detected fail-
ures only after error noise accumulated in Splunk logs; the Extractor dashboard tab
now surfaces reachability issues across all stanzas in a single query, reducing the gap
between a collection failure and its detection.

The identity module consolidates user, group, and host information from six pre-
viously separate data sources into queries accessible from the SPL search bar. These
sources comprise Active Directory, the access governance platform, the HR system,
the Splunk accounts table, the internal infrastructure inventory, and a host resolver
lookup. Before this integration, resolving a user’s group memberships, access rights,
and associated host information required navigating separate web portals, each with
its own authentication and query syntax. An analyst can now run a single command
to retrieve a user’s full organisational context, including Splunk role mappings and
managed host assignments, without leaving the SIEM interface.
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Email pipeline health, previously unmonitored, became observable through Mi-
crosoft Graph APl integration that reports mailbox folder statistics and message counts.
The PII Exposure dashboard tab and its scheduled search present privacy risk data that
was also previously unmonitored. Production indexes are scanned every 30 minutes
for exposed personal information, with results aggregated into KPI panels showing
detection counts by type, confidence distribution, and affected indexes.

6.6.7 Exploratory Usability Pilot Study

To supplement the operational evidence presented in the preceding sections, an ex-
ploratory usability pilot study was conducted using the SUS (Brooke, 1996), a stan-
dardised 10-item questionnaire widely adopted for usability evaluation (reproduced
in Annex L). The study adopted a census-sampling strategy: the Splunk infrastructure
core team has four members, and the author was excluded to avoid self-assessment
bias, leaving three eligible participants (N = 3, representing the complete eligible pop-
ulation). All three responded, yielding a 100% response rate. The questionnaire was
administered after approximately two months of regular production use, during which
each analyst incorporated the dashboard and | usoapi command into their daily work-
flows.

Table 6.14 presents individual SUS scores, adjective ratings per Bangor et al. (2009),

and group statistics.

Table 6.14: System Usability Scale results (N = 3)

Participant SUS Score  Adjective Rating

P1 85.0 Excellent (A)

P2 95.0 Best Imaginable (A+)
P3 100.0 Best Imaginable (A+)
Mean 93.3 Best Imaginable (A+)
SD 7.6

Range 85.0-100.0

Industry benchmark 68 (Sauro, 2011)

The mean score of 93.3 places the system in the “Best Imaginable” category on Ban-
gor et al. (2009)’s adjective scale. For reference, the cross-study industry average is 68
(Sauro, 2011), though direct comparison is limited given the small sample size. Even
the lowest individual score (85.0) qualifies as “Excellent.” All ten questionnaire items
received uniformly high ratings, with one exception: the learnability item (“I think
that most people would learn to use this system very quickly”), where two partici-
pants scored 4 (“Agree”) rather than 5. This pattern is consistent with the system’s
reliance on SPL syntax and infrastructure domain knowledge, which present an initial
learning curve for analysts unfamiliar with custom search commands or the underlying
managed systems.
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As an exploratory pilot study, these results characterise the perceptions of the com-
plete eligible expert population rather than a statistical sample drawn from a larger
pool. Tullis etal. (2004) recommend 8-12 participants for stable SUS estimates, a thresh-
old that exceeds the total team size and places conventional statistical generalisation
out of reach. The 100% response rate from the constrained population nevertheless pro-
vides stronger indicative evidence than a partial response from a larger cohort would,
because it eliminates non-response bias entirely (Runeson et al., 2009). The scores are
best interpreted as triangulated evidence alongside the operational metrics and work-
flow comparisons presented in the preceding sections, consistent with the single-case
DSR evaluation tradition (Wieringa, 2014).

6.7 Limitations and Constraints

6.7.1 Technical Limitations

Several technical boundaries constrain the current implementation.

Scale Constraints The scalability characteristics described in Section 6.5.2 constrain
the current deployment to its target scale. The extractor module already addresses se-
quential execution through ThreadPoolExecutor-based parallelism for database con-
nectivity tests, demonstrating that the same registry-based architecture can support
concurrent execution with O(1) amortised latency per host. Extending this pattern
to the Ansible and Splunk modules is identified as a near-term enhancement in Sec-
tion 7.3: the architectural prerequisites (independent per-host queries, stateless action

execution) are already satisfied.

Platform Dependency The solution is tightly coupled to Splunk Enterprise. The
custom search command framework, credential storage mechanism, dashboard XML
format, and summary index patterns all depend on features native to Splunk (Sec-
tion 4.2.1). Migration to an alternative SIEM platform would require substantial reim-

plementation, not simple adaptation.

Network Assumptions The implementation assumes reliable network connectivity
between the Splunk search heads and target systems. Intermittent connectivity is-
sues, whilst handled through retry logic in the compliance report pipeline, can still
cause query failures for interactive dashboard use. Environments with restrictive fire-
wall policies or unreliable network segments would require connection pooling, local
caching, or circuit-breaker! patterns.

LA circuit-breaker is a software resilience pattern that temporarily halts requests to a failing service to
prevent cascading failures (Nygard, 2018).
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SSH Host Key Policy The Ansible executor establishes SSH connections using a
TOFU policy (StrictHostKeyChecking=accept-new). Under this configuration, the
system accepts an unknown host key on first connection and stores it locally; subse-
quent connections reject any key change, which detects potential man-in-the-middle
attacks against previously contacted hosts. This approach trades initial trust against op-
erational convenience: full host key pre-distribution would require a key management
infrastructure beyond the project’s scope. Mitigating factors include the restricted net-
work environment (all targets reside on private subnets with controlled SSH access)
and the limited set of approximately 50 managed hosts. Section 7.3 identifies migration
to pre-provisioned host key verification as a future enhancement.

Rate Limiting The USO API does not implement rate limiting on query execution.
In the current deployment, access is restricted to authenticated analysts within a small
team, which bounds the risk of resource exhaustion. Scaling to a broader user base
without rate controls could allow excessive concurrent queries to degrade search head

performance.

Retry Backoff Jitter The compliance report pipeline’s exponential backoff strategy
uses a deterministic 2" delay (Section 5.5.2) without random jitter. If concurrent
pipeline executions retry after a shared upstream failure, their retry intervals align,
which could amplify load on the upload endpoint.

6.7.2 Organisational Limitations

Change Management Overhead Production deployment required working through
the organisation’s change management process, which imposes scheduling constraints
on updates. This made iterative deployment cycles longer than ideal for an agile devel-
opment approach.

Credential Provisioning Overhead Adding new monitored Splunk hosts requires
two manual steps: generating a bearer token for each target instance, then registering
itin the credential store through the token manager CLI. This sequential process creates
a per-host operational cost that accumulates as the monitored environment grows. To-
kens configured with expiration periods introduce additional recurring regeneration
and re-registration labour. Automating token generation and registration would re-
duce this friction but lies outside the project’s scope.

6.7.3 Methodological Limitations

Informal Requirements Gathering Requirements emerged through ongoing conver-
sations instead of formal elicitation techniques. This approach worked well given the
close collaboration with stakeholders, but it means the requirements documentation
reflects retrospective analysis rather than upfront specification.
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Limited Formal Testing As discussed in Section 6.2.4, the automated test suite was
introduced late in the development cycle and covers only unit-level behaviour through
mocked dependencies. Integration and end-to-end testing against live systems was
performed manually.

Formal security assessment of the USO API itself, such as penetration testing or
structured code audit, was outside the scope of this project. Section 7.3 identifies thor-
ough security analysis as a direction for future work.

A further limitation is the absence of formal peer review by domain experts external
to the project. The architectural decisions and design trade-offs were validated through
supervisor feedback and operational deployment, but a structured expert review by
senior security engineers (such as the Likert-scale protocol described by Wohlin et al.
(2012)) would strengthen confidence in the solution’s design quality and applicability
to other contexts.

The exploratory usability pilot (Section 6.6.7) is constrained by the small partici-
pant pool. Tullis et al. (2004) recommend 8-12 respondents for stable SUS estimates;
the team size of four imposes a hard ceiling of three eligible participants. However,
the 100% response rate from the complete eligible population (census sample) yields
stronger indicative evidence than a partial response from a larger cohort. The resulting
scores are treated as exploratory rather than statistically generalisable.

Beyond testing methodology, security operations work constrains how precisely ef-
ficiency gains can be measured. Most analyst tasks (host investigations, vulnerability
triage, incident response) follow context-dependent paths that vary with the nature
and severity of each case. Unlike the monthly compliance report pipeline, whose fixed
sequence of steps permits direct before-and-after comparison, interactive workflows re-
sist averaging because no two investigations traverse the same sequence of tools or re-
quire the same depth of analysis. Real incidents cannot be reproduced under controlled
conditions, which further limits the feasibility of repeated-measures experimental de-
signs.

6.8 Answering the Research Questions

This section synthesises the evidence presented in the preceding sections to address
each research question from Section 1.3.

RQ1: Unified Query Interface and Context-Switching The workflow comparison
in Table 6.7 shows that representative tasks previously requiring several operational
views—most commonly an SSH terminal, several Splunk dashboards, the Satellite web
UL and additional portals for selected workflows—now complete through a single SPL
query or dashboard tab. For the daily health check, analysts estimate the workflow
reduced from approximately 20 minutes across multiple interfaces to approximately
one minute on a single screen (Section 6.6.2). The identity module consolidates six
previously separate data sources into SPL-accessible queries (Section 6.6.6), removing
the need to navigate distinct web portals for user, group, and host information.
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Table 6.15: Research question evidence synthesis
RQ Evidence summary Main finding Key limitation Answer
status
Workﬂqw Daily health check
comparison (6 reduced from
scenarios), process ~20 min across Analyst attestation;
RQ1 decomposition, o no pre-deployment Supported
oo multiple interfaces to |, )
context-switching 1 min: mean timed trials
analysis, SUS pilot SUS 93’3
(N =3, census) '
B.rowserjobserved First usable active-tab  Informal browser
time to first usable .
RQ2 active-tab content content in ~10s measurement, Supported
rlority quele ’ versus >120s before uncontrolled network PP
P yd optimisation conditions
telemetry
358 diagnostic checks Stable low-noise
(initial 28-day baseline operation: No genuine
window), 484 devia tionspwell bellow anomalies observed;
RQ3 basehng—enabled 20% threshold; lower no contl."olled Qualified
comparisons (full calibration burden comparison
window), zero performed

historical anomalies than static approach

Subject to the methodological constraints noted in Section 6.1, the current evidence
satisfies the success criterion defined in Section 1.3. An exploratory usability pilot study
using the SUS yielded a mean score of 93.3 from the complete eligible expert population
(N = 3, census sample; Section 6.6.7), corroborating the operational evidence that the
unified interface is well received by the target user population. Appendix C.2 presents
a concrete invocation with anonymised representative output, illustrating how a single
SPL expression replaces manual per-host inspection.

RQ2: First Usable Dashboard Content Production observations indicate that time to
tirst usable active-tab dashboard content decreased from over 120 seconds (all panels
loading simultaneously) to approximately 10 seconds in routine use after implement-
ing the search priority queue (Section 5.4.3) and tab priority controller (Section 5.4.3).
These measurements were obtained through browser developer tools during routine
production use, not through systematic benchmarking with controlled network condi-
tions.

These observations support the success criterion defined in Section 1.3, though load
times vary with network latency, Splunk cluster load, and concurrent user count. A
controlled evaluation would repeat measurements under varying conditions and re-
port confidence intervals.
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RQ3: Historical-Baseline Anomaly Detection Section 6.6.4 reports that 357 of 358
checks passed in the first 28-day observation window, with the sole failure correspond-
ing to the intentional negative test described earlier in the section. Within the same
window, row-count deviations remained between 0.0 and 0.40%, and size deviations
remained between 0.0 and 0.42%, both well below the configured 20% deviation thresh-
old. Across the full available window, 484 baseline-enabled comparisons yielded zero
historical anomalies, with maximum deviations of 1.61% (rows) and 0.54% (size).

The evidence supports two specific claims. First, the historical comparison engine
operated in a stable, low-noise manner throughout the observation period, accommo-
dating natural data-volume variance without generating spurious alerts—the success
criterion from Section 1.3. Second, activating the baseline engine for a new monitored
resource requires only a single configuration flag and an identifier field, suggesting
lower calibration effort than estimating and maintaining per-metric static bounds,
which is consistent with the calibration-burden findings reported by D. Liu et al.
(2015).

The evidence does not support a claim that baseline alerting outperforms static
thresholds in detection sensitivity: no genuine anomalies occurred during either ob-
servation window, and no controlled comparison through synthetic anomaly injection
was performed. The cold-start (Katz et al., 2023) and drift (J. Liu et al., 2023) limi-
tations of rolling baselines therefore remain uncharacterised in this deployment. The
qualitative comparison in Table 6.11 contrasts the two approaches along the dimensions
encountered during deployment. The answer to RQ3 is qualified: stable low-noise op-
eration and lower calibration burden are supported, but demonstrated detection im-

provement over static thresholds requires further investigation.

6.9 Threats to Validity

This section maps the methodological constraints discussed in Section 6.7.3 to the stan-
dard validity categories established by Wohlin et al. (2012) and Runeson et al. (2009).

Internal Validity. Internal validity concerns whether the observed effects can be
attributed to the intervention rather than to confounding factors. The absence of a
controlled baseline measurement before deployment prevents establishing a rigor-
ous causal link between the framework and the reported efficiency gains. Workflow
time estimates derive from analyst attestation rather than timed trials, introducing
recall bias. The iterative development process, during which requirements, implemen-
tation, and evaluation overlapped, may further confound the attribution of specific
improvements to specific design decisions. These threats are partially mitigated by
the five-month observation window and the consistency of telemetry data across the

entire deployment period.
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External Validity. External validity concerns the extent to which findings generalise
beyond the study context. All evidence originates from a single organisational unit
(the organisation’s security operations team) with a specific infrastructure profile (ap-
proximately 50 managed hosts, 20 Splunk instances). Organisations with substantially
different scales, tool ecosystems, or operational cultures may experience different out-
comes. The registry-dispatch architecture is not inherently Splunk-specific, but its
portability to other SIEM platforms remains unvalidated. Replication in a second or-
ganisational context would strengthen external validity.

Construct Validity. Construct validity concerns whether the metrics and instruments
measure what they claim to measure. The exploratory usability pilot (N = 3, census
sample) employs a validated instrument (SUS), but the sample size precludes statisti-
cal generalisation. The “context-switching reduction” metric relies on workflow com-
parison rather than direct observation of analyst behaviour, and the “dashboard load
time” metric was measured through browser developer tools during production use
rather than through systematic benchmarking under controlled conditions. The diag-
nostics pass rate captures operational correctness but does not directly measure detec-
tion quality in terms of precision and recall against a ground-truth anomaly set.

Conclusion Validity. Conclusion validity concerns whether the relationship be-
tween intervention and outcome is statistically supported. The small population
size (Neligible = 3) and single-case deployment preclude statistical hypothesis test-
ing. The quantitative evidence (approximately 29,000 invocations, 36 pipeline runs,
358 diagnostic checks in the initial 28-day observation window) provides operational
confidence through volume and consistency rather than through inferential statistics.
These constraints are inherent to applied DSR projects evaluated in production environ-
ments (Wieringa, 2014) and do not diminish the practical validity of the engineering
contributions.

6.10 Lessons Learned

6.10.1 Technical Lessons

Command Type Selection in Splunk SDK The choice of GeneratingCommand over
StreamingCommand (Table 5.2) proved essential for usability: streaming commands
render results as raw events rather than structured table columns. Command chain-
ing remains possible through Splunk’s native map command, preserving composability
without sacrificing output quality.

Non-Standard Return Code Semantics External tools sometimes assign non-standard
meanings to return codes (Table 5.2). The broader lesson is that integration code must
treat return code semantics as tool-specific instead of assuming Unix conventions; doc-

umenting such edge cases in action-level comments prevents repeated misdiagnosis.
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Capability Requirements Discovery Splunk REST endpoints require particular capa-
bilities that vary by endpoint and are often underdocumented (Table 5.2). The practical
lesson is to record discovered capability requirements in deployment documentation
immediately, preventing repeated troubleshooting when onboarding new monitored

instances.

Action Composition for Email Pipeline The Mail module’s evolution from indepen-
dent integrations to shared library composition (Section 5.9.2) demonstrated that cross-
module actions benefit from reusing existing client libraries, avoiding the duplication
of authentication and connection handling. Bug fixes to the Graph client library now
propagate automatically to all consumers, and adding a new email data source requires
only a thin action wrapper around an existing library.

Graph API Authentication Patterns Microsoft Graph API authentication using client
credentials required different handling than Splunk bearer tokens. Splunk tokens, once
created with no expiration, remain valid indefinitely unless revoked. Graph access
tokens expire after configurable periods, often one hour, requiring refresh logic that
Splunk integrations never needed.

The GraphClient implementation caches tokens and checks for expiration before
every API call. To avoid mid-load stalls, it refreshes tokens sixty seconds before they
become invalid, rather than reacting to 401 errors. This preemptive strategy proved
effective, as early versions only refreshed on failure, which caused multiple dashboard
panels to hang simultaneously when a token expired.

Credential storage also differed: Splunk tokens are simple strings stored directly
in the password field, whilst Graph credentials comprise three components (tenant ID,
client ID, and client secret). Storing these as a JSON object in the password field works
but requires parsing at retrieval time. The Graph Credential Manager CLI validates
JSON structure on storage, preventing malformed credentials from causing cryptic er-
rors during authentication attempts.

Performance-Driven Architectural Layering The PII detection tool’s evolution from
pure Python to a Rust hybrid illustrates when performance demands justify added
architectural complexity. The initial Python implementation processed roughly 1,300
events per second, adequate for small ad-hoc queries but insufficient for scheduled
scans across production indexes containing hundreds of thousands of events. Port-
ing the compute-intensive regex scanning to Rust yielded a fourfold throughput im-
provement whilst preserving the Python wrapper for Splunk SDK integration. The
IPC boundary between the two languages adds deployment and debugging complex-
ity, but the graceful fallback mechanism ensures that the tool remains functional even
when the Rust binary is absent. The broader lesson is that hybrid architectures become
practical when a clear performance boundary separates the integration layer from the

processing core.



118 6. Evaluation and Discussion

False Positive Tuning at Scale Deploying PII detection against over 400 production
indexes exposed a recurring challenge: patterns that performed well in isolation pro-
duced unacceptable false positive rates against heterogeneous enterprise data. Unstruc-
tured name detection, which scanned free text for capitalized name patterns, generated
over 85% false positives and was disabled entirely in the initial version. Tax identi-
fiers matched build numbers, credit card patterns matched UUIDs, and phone num-
ber regexes matched JSON array indices. Over ten tuning rounds, three mitigation
strategies emerged as effective: context-gated detection, which requires supporting
keywords near the match; negative keyword lists, which suppress known false-match
patterns; and algorithmic validators such as Luhn and mod-11 checks, which reject
structurally invalid matches. These strategies reduced false positives to operationally
acceptable levels without sacrificing detection coverage. Following the major code
rewrite (Section 5.9.5), a context-gated structured name detector was re-introduced:
it fires only when a field-label prefix (e.g., Nome=, name=) precedes the match, restrict-
ing detection to structured key-value contexts where precision is adequate.

6.10.2 Process Lessons

Pre-Flight Connectivity Checks SSH connectivity to upload destinations failed when
target hosts were missing from search heads’ known hosts files. Each of the search head
cluster members required manual SSH key verification. Adding pre-flight connectiv-
ity checks to the pipeline would surface such issues before processing begins, reducing
troubleshooting time when failures occur late in the workflow.

Activation Requirements for Splunk Configuration New stanzas in inputs.conf
require a Splunk restart to activate. During initial compliance report pipeline deploy-
ment, log monitoring entries appeared correct but produced no indexing because the
service had not been restarted. The solution was to switch to direct SDK indexing
via index.submit (), which requires no configuration changes and offers immediate
visibility. Where configuration-based approaches are necessary, documenting restart
requirements in deployment procedures prevents this class of issue.

Alert Classification Configuration Splunk classifies scheduled searches as either
“Reports” or “Alerts” based on particular configuration settings. The enableSched
= 1 setting is required for alert action triggers; setting it to 0 causes Splunk to treat
the search as a report, disabling the trigger mechanism entirely. This distinction is
not immediately obvious from the web interface and required savedsearches.conf
inspection to diagnose.

6.10.3 Development Setbacks

Beyond the implementation challenges described in Section 6.10.1, several develop-
ment efforts consumed disproportionate time relative to their final contribution. These
setbacks, whilst frustrating during development, revealed recurring patterns in plat-
form behaviour and integration constraints.
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Credential Architecture Iterations The path to the final credential architecture re-
quired four complete pivots: environment files, encrypted credential files, inline
username-and-password pairs (added, then removed shortly afterwards), and finally
secrets stored through Splunk’s storage/passwords endpoint. Each pivot required
new code and removal of the previous approach’s configuration. The central difficulty
was synchronising credentials safely across search head cluster members, a constraint
that only became apparent during production deployment, not during local devel-
opment. The key insight was that storage/passwords entries are encrypted at rest,
replicated automatically across the search head cluster, and never exposed through
search results or application logs. For remote Splunk access, bearer tokens also bind
permissions to the dedicated service account that issued them rather than to the end
users who invoke them.

Intermittent Chevron Attachment Failures The Splunk Web Framework’s TableView
class supports row expansion through a renderer pattern, but the implementation re-
quired several non-obvious steps. Clicking an expanded row must call tableView
.render () to update the display; simply triggering search execution leaves the inter-
face unchanged. This requirement is not emphasised in framework documentation and
cost several hours of debugging.

Cache invalidation for expanded row data also required explicit handling. When
the parent search refreshes, expanded content can become stale. The solution involved
listening to the parent search’s completion event and clearing cached row data, then
collapsing any expanded rows to avoid displaying outdated information.

A far more persistent problem was the intermittent failure of expansion chevrons
to appear at all. The root cause remained elusive: a race condition in Splunk’s
addRowExpansionRenderer () function causes chevrons to silently fail when the ta-
ble DOM is not fully rendered at attachment time. Because the timing depends on
search completion speed, network latency, and browser load, the defect appeared
sporadically and resisted systematic reproduction.

Four successive fix strategies were attempted before the behaviour stabilised:
timeout-based retries, manual chevron injection, interval polling, and finally a cen-
tralised utility library. The resulting row_expansion_utils.js module encapsulates
all retry and lifecycle management logic, reducing what had been scattered, duplicated
logic across twelve dashboard scripts to a single shared utility.

Log Source Freshness Grid The Logs Status tab required displaying freshness in-
dicators for 40 log sources, each with heterogeneous query patterns (index-level,
sourcetype-filtered, wildcard, and lookup-based) and different staleness thresholds.
Six implementation strategies were attempted before one proved viable: direct index
queries were too coarse; per-source map subsearches achieved correctness but took
over two minutes when combined with the dashboard’s other panels; a tstats con-
solidation approach (Splunk’s accelerated statistics command) was reverted the same
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day after performing worse than targeted queries; and two hybrid approaches each
introduced brittle dependencies.

The final solution, a CSV-driven scheduled materialiser running on a five-minute
cron cycle, decouples query logic from the dashboard entirely. Adding a new log
source requires only a CSV row rather than dashboard modifications, at the cost of
a brief staleness window acceptable for operational monitoring.

Dynamic Panel Width Controller An attempt to automatically adjust dashboard
panel widths based on a naming convention ultimately produced zero net lines of
code. The implementation used a MutationObserver (a browser API that fires call-
backs when DOM elements change) on document . body with childList, subtree, and
attributes options to persist widths across tab switches. This created a feedback loop:
applying width changes triggered further observer callbacks, which re-applied widths,
rendering the dashboard unusable through extreme lag. Replacement attempts using
Splunk’s token model and CSS :has () selectors proved equally fragile. The feature
was deleted entirely once the tab priority controller (Section 5.4.3) subsumed its re-
sponsibilities.

Diagnostics Form Complexity The diagnostics alert action’s configuration form ini-
tially presented all controls simultaneously: nearly 40 checkboxes, dropdowns, and
text inputs on a single surface. As features were added, the form grew rapidly, and
usability degraded to the point where operators struggled to locate relevant options.
Restructuring the form using HTML5 <details>/<summary> elements, grouping re-
lated controls into collapsible sections, restored usability. Dark mode compatibility re-
quired CSS :has () selectors rather than JavaScript, as Splunk’s alert action framework
executes form HTML in a restricted context.

Graph Module Separation Shortly after creating a standalone Graph API module, it
became clear that the module duplicated authentication logic already present in the
mail module. Consolidating Graph functionality into the mail module (Section 5.9.2)
eliminated this redundancy, but the abandoned files illustrate the tension between up-
front architectural planning and the exploratory reality of integration development.

The recurring lesson across these setbacks is that validating platform-level be-
haviour early, not just application logic, reduces rework well before the first production
deployment.

The scale constraint on sequential query execution and the testing gaps surfaced in
this evaluation motivate concrete enhancements. Chapter 7 outlines contributions and
future directions.



Conclusions and Future Work

Extending a team’s primary SIEM to query heterogeneous infrastructure proved a prac-
tical strategy for reducing the context switching that slowed routine security operations.
This chapter frames that conclusion through the project’s contributions, limitations,

and future directions.

7.1 Summary of Work

This project addressed operational inefficiency within the organisation’s security op-
erations team. The core deliverable is the USO API, a modular integration framework
that extends Splunk’s query capabilities to heterogeneous infrastructure systems.

The six artefacts outlined in Section 1.6 and validated in Table 6.5 have been de-
ployed to production: the core USO API with its six integration modules, the unified
dashboard, the diagnostics subsystem, the compliance report pipeline, the PII detec-
tion tool, and the token-based authentication scheme. The project centres on the first
three as the main observability and security-operations contribution. The compliance
report pipeline and the PII tool broaden that platform as secondary operational exten-
sions. Together, they consolidate infrastructure visibility within the team’s existing
SIEM environment, so analysts can perform routine checks without leaving Splunk.

All functional requirements were met in full. Of the non-functional requirements,
NFR1, NFR3, NFR5, and NFR6 were achieved, NFR2 was achieved with documented
residual risks, and NFR4 was partially achieved because the projected 2x growth tar-
get has not been empirically validated (Section 6.3.2). The supplementary security and
privacy requirements were also achieved through the implemented credential, permis-
sion, and PII-processing controls. Provisioning a synthetic 100-host test environment
fell outside the project’s operational scope, as the production infrastructure comprises
a fixed set of managed hosts. The architectural prerequisites for scaling are nonetheless
in place: actions execute independently per host with no shared state, and one mod-
ule already queries several hosts concurrently, keeping total execution time roughly
constant as the host count grows (Sections 5.3.4 and 6.5.2). Table 7.1 maps the core

requirements to their implementation evidence and validation results.
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Table 7.1: Requirement-to-Evidence Traceability Matrix
ID Requirement Implementation Evidence / Artefact Validation
FR1-4 Infrastructure 42 actions across Ansible, Splunk, 65
Integrations Database, and Satellite modules. '
FR5 Emai.l PiPeline Mail rr'lodule; ~2,000 production 536
Monitoring executions.
FR6 Identity and Access Identity module; eleven actions querying 6.6.6
Visibility six directory-consolidated local lookups. o
. Accelerated pattern-scanning command;
FR7 PII Exposure Detection 100% recall on synthetic corpus. 6.6.5
FRS Unified Dashboard 16-tab 1r}terface; SUS 93.3 from census 6.6.7
population.
Diagnostics subsystem; 358 automated
. . checks (357 passed; one intentional
FR9 Health Diagnostics negative test confirmed detection); 100% 664
operational pass rate.
| usoapi command response within the
NERL  Performance 20-second acceptance threshold. 65
Token-based auth; encrypted credential
NFR2  Security store; audit logging; documented residual 4.8
risks for selected internal TLS paths.
99.67% search completion rate; structured
NFR3  Reliability error rows; retry and validation logic in 6.3.2
automation subsystems.
NFR4  Scalability Batch operations supported, but Prpjected 6.5.2
2x growth remains untested empirically.
NFR5 Maintainability Registry-driven modular architecture with 6.3.2
targeted refactoring across subsystems.
NFR6 Usability Consistent syntax, 1.ntegrated help, and 6.6.7
exploratory SUS evidence.
Stateless PII processing without
SPR1  Data minimisation intentional local persistence of raw 5.7
matches.
Operational token deletion and
SPR2  Credential rotation replacement through the credential store 59.1
and Token Manager tooling.
SPR3  Access segregation Capability-based access checks and 48

least-privilege service identities.
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7.2 Contributions

7.2.1 Practical Contributions

The integration framework was deployed in a production telecommunications environ-
ment, confirming that the module-action pattern supports production-scale operation
whilst preserving the analyst’s familiar SPL query workflow. The framework accom-
modates both external systems queried over SSH and REST and internal data sources
such as identity lookups consolidated from six directory sources.

The replicated credential management architecture supports distributed authenti-
cation. The structured token storage approach and Token Manager CLI together handle
bearer token lifecycle across a search head cluster.

The sixteen-tab operational dashboard consolidates visibility from diverse infras-
tructure sources into a single interface. The row expansion pattern, priority queue
system, and staggered refresh strategy reduced time to first usable active-tab content
from over two minutes to approximately 10 seconds during routine production use.

The Splunk-native health-monitoring subsystem was built as an alert action, com-
bining scheduled baseline comparison with static threshold checks where appropriate.

Alongside the main observability deliverables, the compliance report pipeline re-
moves a deadline-sensitive manual reporting workflow through scheduled unattended
execution. A secondary privacy-monitoring capability scans Splunk indexes for four-
teen categories of personally identifiable information. Scheduled scanning and a dedi-
cated dashboard tab surface these detections for analyst review.

7.2.2 Organisational Contributions

The project delivers direct operational benefits to the security operations team. Com-
pliance reporting now runs as a scheduled unattended process, removing a deadline-
sensitive manual workflow from the team’s monthly routine (Section 6.6.3).

Documented lessons learned and deployment procedures support onboarding of
new team members. The extensibility discussed in Section 4.2 allows new integrations
to be added.

7.2.3 SIEM Integration Pattern

The registry-dispatch architecture presented in Section 4.3.1 and implemented in Sec-
tion 5.2.2 demonstrates that a SIEM-embedded command interface can unify heteroge-
neous infrastructure queries behind a single invocation syntax, without external mid-
dleware. Six distinct access mechanisms converge through one | usoapi module=X
action=Y interface, and iterative deployment confirmed that adding a new integration
requires only a single class definition and one registration call.

Production use revealed trade-offs between portability and platform integration.
Coupling to Splunk’s SDK reduces portability, but grants access to the platform’s
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scheduling engine, alerting framework, dashboard renderer, and role-based access
control—capabilities that would otherwise require substantial reimplementation. The
module-action indirection brings auditability (every query appears in Splunk’s search
history) and composability (action output can be piped through aggregation and
filtering operators). Portability to other SIEM platforms remains an open question,
discussed further in Section 7.3.3.

Two further applications confirm the pattern’s breadth beyond external integra-
tions. The identity module applies registry-dispatch to local Splunk lookups, unifying
six directory sources through the standard | usoapi interface without external API
calls. The PII detection tool extends the approach to streaming commands, enriching
events in the search pipeline with detection metadata. Together, these implementa-
tions show that the pattern accommodates both data-sourcing and data-enrichment
workloads within a single abstraction.

7.2.4 Privacy Exposure Monitoring Pattern

The PII detection tool demonstrates a second design approach: a high-throughput
pattern-scanning component for compute-intensive analysis within a SIEM pipeline.
The command layer handles event processing and pipeline integration, whilst an accel-
erated scanning backend performs the regex-intensive analysis at throughputs that a
scripting-only implementation could not sustain (Chapter 5). A graceful fallback path
maintains availability when the accelerated backend is absent. This design is appli-
cable to other detection or enrichment tasks where per-event processing cost would
otherwise limit the volume of data a search-time implementation can handle. Applica-
bility beyond PII detection, however, remains unvalidated.

7.2.5 Engineering Contribution and Limitation Matrix

Four engineering contributions are transferable beyond this particular deployment.
The first three align directly with the project’s primary objectives, whilst the fourth
emerged as a secondary privacy-monitoring extension. Table 7.2 formalises these con-
tributions by linking them to the research questions from Chapter 1, the validation
evidence from Chapter 6, and their explicit scope limitations. Corresponding future
directions are discussed in Section 7.3.

7.2.6 Engineering Reflections on Project Objectives

The following paragraphs map engineering evidence to the project objectives from
Chapter 1 without repeating the detailed evaluation already presented in Chapter 6.

Objective 1: Unified Observability Across Heterogeneous Tools The registry-based
dispatch mechanism abstracts six backend systems behind a consistent command syn-
tax, and the sixteen-tab dashboard consolidates this information into a single opera-



Table 7.2: Project Contribution and Limitation Matrix

Contribution Description & Justification Validation Evidence Scope Limitation Future Work
Unifies heterogeneous infrastructure
SC1: queries behind a single | usoapi Mean SUS 93.3 (N = 3);
Registry-Based interface using the Strategy and health-check duration reduction Validated in a single SIEM  Parallel query execution;
Integration Registry patterns. Decouples from approximately 20 minutes to  (Splunk) with ~50 hosts. ~ read-write operations.

Pattern (RQ1)

module implementation from
dispatch logic.

approximately 1 minute.

SC2: Multi-Level
Priority
Architecture

(RQ2)

Separates panel-level search weights
from tab-level orchestration so that
the active view becomes usable
quickly even when slower searches
continue in the background.

Production observations
measured at approximately 10
seconds for first usable active-tab
content, within the 20-second
success criterion.

Measurements taken
during routine use in one
deployment; varies with
cluster load.

Result caching to reduce
repeated external API
calls.

SC3: Historical

Uses statistical baseline comparison
over lookback windows to support

100% operational pass rate across
358 checks (357 passed; one
deliberate negative case, included

No controlled comparison
with static thresholds;

Diagnostics module

BD?zelrllI(::tics low-noise infrastructure diagnostics  to verify detection, behaved as rests on single intentional ~ expansion to additional
(R 53) without manual threshold expected); observed baseline error and a low-noise subsystems.

calibration. deviations remained low observation window.

throughout production operation.

SC4: High-
Throughput PII  High-throughput pattern-scanning 4x throughput improvement Applicability beyond PII detector expansion
Pattern Scanning pipeline for PII detection within the (5,400 ngl éfOO EPg) at scale pattern-based PII and real-time stream
(Secondary SIEM search path. ! ! ' detection unvalidated. detection.
Extension)
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tional interface. Production evidence in Chapter 6 shows that workflows once spread
across multiple tools now complete through one dashboard session and one query syn-
tax. The exploratory usability pilot (mean SUS 93.3) further indicates that this consol-
idation matched the target users” working practices.

Objective 2: Fault-Tolerant Automation of Compliance Reporting As a secondary
operational extension, the compliance report pipeline converted a deadline-sensitive
manual workflow into a scheduled unattended process. During the January—April 2026
steady-state period, it achieved a 100% delivery success rate across 30 runs; across the
full 36-run window, failures were confined to the commissioning period before sched-
ules and validation thresholds stabilised.

Objective 3: Proactive Infrastructure Health Monitoring The diagnostics subsystem
replaced manual, ad-hoc health checks with automated baseline comparison across
three diagnostic modules (Section 6.6.4). Production telemetry showed stable low-
noise operation, with one deliberate negative test confirming failure reporting and no
genuine anomalies observed during the evaluation window. Scheduled PII scanning
complements this monitoring layer as a complementary privacy-monitoring extension

by surfacing sensitive-data exposure across production indexes every thirty minutes.

Cross-Cutting Insight: Security Implications of Centralised Credential Manage-
ment Centralised token storage creates a high-value target. Mitigations include
Splunk’s encrypted credential storage, cluster replication through the search head cap-
tain, suppression of full token values in logs, and audit logging of credential access.
The migration to token-only remote authentication (Section 5.9.1) reduced credential
exposure by eliminating inline username and password paths from routine workflows.
This credential lifecycle architecture is classified as a practical rather than scientific
contribution because it applies well-established token-based authentication patterns
(Jones et al., 2015; Hardt, 2012) to the Splunk platform. The contribution integrates
JWT-based bearer tokens with Splunk’s encrypted credential storage and search head
cluster replication; the novelty lies in their integration within a distributed search
head environment, not in the authentication primitives themselves. A broader trust

boundary analysis appears in Section 4.8.6.

7.3 Future Work and Recommendations

7.3.1 Short-Term Enhancements

Automated Testing The existing unit test suite covers action parsing, module dis-
patch, and notification delivery. Expanding this coverage to include integration tests
against live infrastructure would strengthen validation further. As discussed in Sec-
tion 6.2.4, the compliance report pipeline and the diagnostics subsystem each have ded-
icated test suites. End-to-end integration tests across all components would increase
confidence in cross-subsystem behaviour.
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Error Reporting and Configuration Validation Two analyst-facing improvements
would reduce the troubleshooting burden. Error messages could include more diag-
nostic context, such as which specific network hop failed or which capability is missing,
shortening the time from symptom to root cause. Complementing this, a pre-flight val-
idation command could check connectivity to all configured targets and report issues
before analysts encounter failures during normal use, shifting error discovery from
runtime to pre-execution.

Diagnostics Module Expansion The diagnostics subsystem currently monitors
search jobs, file system state, and KV Store health. Additional modules for network
connectivity diagnostics and index capacity tracking would extend automated health
coverage with minimal architectural changes, since each new module conforms to the
same base class contract.

PII Detector Expansion The current fourteen detectors cover the most common
Portuguese and international PII categories. Additional detectors for Portuguese
health system numbers and non-Portuguese IBAN formats would broaden coverage.
Machine-learning-based confidence calibration could replace the rule-based scoring
with empirically trained thresholds, reducing false positive rates further. One identi-
fied limitation is the internal domain rejection logic for email detection: the current
implementation checks for exact .internal. domain matches but does not catch
subdomain patterns such as internal.corp.example.com, resulting in one false pos-
itive on the synthetic evaluation corpus. Fixing this pattern to handle both exact and
subdomain internal addresses would improve precision on enterprise data.

7.3.2 Medium-Term Enhancements

Parallel Query Execution The extractor module already uses thread-pool-based
concurrency to test database connectivity across collector hosts simultaneously (Sec-
tion 5.3.4). Extending this pattern to Ansible and Splunk modules would reduce
response times for larger infrastructure deployments, where sequential host traver-
sal currently dominates execution time. Careful handling of result aggregation and
error collection across heterogeneous data sources would be required, since distinct
backends return results in varying formats and with separate failure modes. The
architectural groundwork exists in the executor framework, which already separates
dispatch from result handling.

Read-Write Operations All 57 actions in the current system are strictly read-only:
modules query host metrics, retrieve health data, and fetch errata listings, but none
modify target systems. Introducing write-capable actions would extend the platform
from an observability tool to an operational control interface, where analysts could
restart services on managed hosts or apply Satellite errata. Abstracted commands that



128 7. Conclusions and Future Work

alter production infrastructure carry inherent risk. Any write path would therefore
require confirmation prompts, role-based authorisation, and audit logging before ex-
ecution proceeds. The existing module-action architecture already separates dispatch
from execution, so write actions could be registered within the same pattern whilst
enforcing stricter validation gates at the executor layer.

Result Caching Database connectivity results in the extractor module are already
cached with a 30-minute Time To Live (TTL) using file-based JSON storage, with
expiry-on-read semantics and a force-bypass option for on-demand refresh. Applying
this cache pattern to other modules, particularly Satellite errata queries and Splunk
health checks, would reduce load on external systems and improve dashboard respon-

siveness.

Additional Integrations The modular architecture supports adding new integration
modules for other systems relevant to security operations, such as ticketing systems,
vulnerability scanners, or cloud infrastructure platforms. The existing Graph client
library (Section 5.3.5) is domain-agnostic and could support additional Microsoft 365
integrations without reimplementing authentication or API communication.

Real-Time PII Detection Extending PII scanning from scheduled batch searches to
index-time or real-time streaming detection would identify sensitive data exposure as
events arrive, not after a thirty-minute batch cycle. This shift introduces additional en-
gineering constraints: real-time operation must keep pace with incoming data without
slowing the indexing process, and memory usage must remain stable under continu-
ous load. Integration with data masking workflows could then automate redaction of
detected PII before it reaches dashboards or long-term storage, though such workflows
require organisational policy alignment alongside technical implementation.

7.3.3 Long-Term Enhancements

Cross-Platform Portability Abstracting the Splunk-specific dependencies would
make the framework portable to other SIEM platforms, though this would represent a
substantial reimplementation effort.

PII Correlation and Data Lineage Cross-index PII correlation could link detections
of the same individual’s data across multiple indexes, supporting data lineage tracking
and breach impact assessment. This would require entity resolution across detection
results and integration with data governance frameworks.

7.3.4 Research Extensions

Integration Pattern Generalisation Building on the portability direction outlined in
Section 7.3.3, the registry-based dispatch mechanism and credential management ar-
chitecture could be generalised into a reference architecture for SIEM-infrastructure
integration, applicable beyond the specific platforms used in this project.
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Quantitative Impact Assessment The exploratory usability pilot conducted with the
target user population (Section 6.6.7) yielded a mean SUS score of 93.3 (N = 3, census
sample), though the constrained team size limits generalisability. Controlled measure-
ment of analyst efficiency before and after dashboard deployment, ideally with a larger
cohort of security analysts across comparable teams, would produce more rigorous
quantitative evidence of operational impact and support the case for similar integra-
tion projects.

Extended Security Analysis The STRIDE threat model and NIST SP 800-53 control
mapping presented in Sections 4.8.6 and 4.10 provide a structured foundation for secu-
rity assessment. Further work could extend this analysis through formal penetration
testing of the SSH relay chain and REST API endpoints, and through independent ver-
ification of the credential storage architecture under adversarial conditions.

7.4 Final Remarks

The central finding is that a SIEM-embedded integration layer, built on registry-
dispatch and token-based authentication, can consolidate heterogeneous infrastruc-
ture monitoring without external middleware. In this organisational setting, observa-
tional production evidence supports that conclusion: daily health checks collapsed
from a fragmented multi-tool routine to a single dashboard session, the compliance
pipeline reached a 100% steady-state delivery rate across 30 runs after commissioning,
and historical-baseline diagnostics maintained stable low-noise operation during the
evaluation window.

Operational simplicity governed every design trade-off. Embedded commands
avoided external service dependencies; Ansible orchestration abstracted SSH complex-
ity; polling favoured reliability over real-time latency. These choices reflect a constraint
that many security teams share: solutions must remain maintainable without dedi-
cated development resources.

The framework and its companion tools now form part of the security operations
team’s daily operational toolkit. The modular architecture, backed by automated test
suites across all four deliverables, allows teams to add integrations without modifying
core components, though the strength of this claim remains bounded by observation
in one production deployment rather than by multi-site replication.

Whilst the framework has been successfully validated within a production environ-
ment, its generalisation to other organisational contexts requires further replication.
The architectural patterns, credential management approach, and evaluation method-
ology documented in this project report provide a foundation for such replication, but
the specific findings remain bounded by the infrastructure profile, team composition,
and operational culture of the deployment site. Extending validation to additional SOC
teams with different SIEM platforms, infrastructure scales, and operational maturity
levels would strengthen the evidence base for the integration pattern proposed in this
work.
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Appendices



Extended Implementation
Details

This appendix records implementation details omitted from Chapter 5. The sections
below document selected dashboard subsystems, row expansion mechanics, and
credential-management tooling that are easier to inspect in a reference appendix than
in the main narrative.

A.1 Dashboard Tab Descriptions

The unified dashboard described in Section 5.4 organises monitoring data across six-
teen tabs. This section documents the panel layout and data sources for five tabs whose
implementation details complement the architectural overview in the main chapter.

A.1.1 Vulnerabilities Tab Implementation

The Vulnerabilities tab integrates Satellite errata data with infrastructure context. A
summary row displays total errata counts segmented by type, using single-value vi-
sualisations with coloured indicators for critical findings. Below, a detailed table lists
individual errata with severity, type, affected host count, and CVE references.

Filtering controls allow analysts to focus investigation. A severity dropdown con-
strains results to security, bugfix, or enhancement categories. A text filter allows key-
word search across errata titles and descriptions. The time range selector, though er-
rata data is point-in-time rather than temporal, allows comparison across different scan
dates when investigating remediation progress.

A.1.2 Chart Configuration

Charts follow consistent styling conventions. Licence usage displays as horseshoe
gauges showing percentage utilisation against allocation limits. Queue depths render
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as bar charts with threshold lines indicating warning and critical levels. Time-series
charts track trends in metrics such as index growth or licence consumption.

Colour coding conveys status semantically. Green indicates healthy states, amber
signals warnings that warrant attention, and red highlights critical conditions requir-
ing immediate response. These colours apply to gauges, table cell backgrounds, and
status indicator icons throughout the dashboard.

A.1.3 Forwarder Monitoring Implementation

The Forwarders tab integrates data from multiple sources to present complete for-
warder fleet status. Unlike tabs that query a single data source, the Forwarders tab
combines deployment server metadata, internal telemetry, and external enrichment to
build a full picture.

The primary data source is the Splunk deployment server, accessed through
Splunk’s federated search feature rather than the usoapi command. A federated
provider configured on the search head cluster authenticates against the deploy-
ment server with a dedicated service account, where a saved search queries the lo-
cal client status REST endpoint. The dashboard retrieves these results via | from
federated:forwarders_ds, obtaining forwarder check-in records, installed applica-
tion inventories, assigned server classes, and last communication timestamps. Because
the underlying REST endpoint returns only deployment clients that actively poll the
deployment server, any forwarder not registered with that server does not appear in
these results.

Version distribution and operating system charts derive from deployment server
data. The implementation extracts version strings from client metadata, groups by
major/minor version, and counts instances per group. Operating system data comes
from the forwarder’s reported platform, supporting segmentation by Windows, Linux,
and other platforms.

Missing forwarder detection derives from the polling timestamps in the deploy-
ment server data. The base search computes the elapsed time since each forwarder’s
last check-in and classifies forwarders that have not reported within 15 minutes as miss-
ing. This threshold-based approach avoids maintaining a separate expected-inventory
list. Figure B.4 in Appendix B shows the resulting view with version distribution, OS
breakdown, and missing forwarder panels.

Row expansion for the Forwarders table retrieves detailed information through a
secondary search pipeline. When an analyst expands a forwarder row, the correspond-
ing script (forwarder_row_expansion. js) executes queries for installed applications,
server class memberships, and DNS resolution data from the deployment server meta-
data. Result caching at the JavaScript level reduces API load for repeated expansions.
Figure B.2 in Appendix B illustrates this pattern applied to the Infrastructure tab; the
Forwarders implementation follows the same interaction model with different content.
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A.1.4 Performance Tab Implementation

The Performance tab visualises host resource utilisation using Splunk’s internal metrics
infrastructure. Unlike USO API modules that query external systems, this tab queries
the local Splunk instance’s _introspection index and metrics data using the mstats
command.

CPU utilisation charts aggregate processor metrics across cores, distinguishing be-
tween user, system, and idle time. The implementation uses mstats with appropri-
ate metric filter specifications, grouping by host and calculating percentage utilisation.
Multi-host views display each host as a separate series; single-host views offer finer
per-core breakdowns. Figure B.3 in Appendix B illustrates the resulting layout with
time-series CPU, memory, disk I/O wait, and swap panels.

Memory monitoring tracks both usage percentages and absolute values. Metrics
include total memory, used memory, cached and buffered amounts, and swap utilisa-
tion. The implementation calculates percentage values dynamically, as the underlying
metrics store absolute byte counts. Swap usage receives particular attention, as any
non-trivial swap activity may indicate memory pressure affecting performance.

Disk I/O metrics reveal read and write rates by device. The implementation filters
to relevant disk devices, excluding virtual and loop devices that generate noise. Rate
calculations use mstats aggregation functions to compute bytes per second from cu-
mulative counters. High I/O rates may indicate backup activity, database operations,
or potential ransomware behaviour depending on context.

Network traffic charts show bytes in and out by interface. The implementation al-
lows filtering to specific interfaces when analysts need to focus on particular network
segments. Combined with process count metrics, which reveal how many processes
are running on each host, these visualisations aid capacity planning and anomaly de-
tection.

A.1.5 Firewall Tab

Six base searches power the Firewall tab. These searches query firewall indexes
matching the fw_* pattern, covering two enterprise firewall platforms. Index se-
lection relies on a multiselect input that populates its choices dynamically from a
firewall_devices.csv lookup file, listing predefined device groups alongside indi-
vidual appliance entries. Analysts can combine selections to compare traffic across
vendor boundaries or isolate a single device for focused investigation.

Four of the six searches prefix their queries with the literal terms (drop OR deny)
before any field extractions or transformations: fw_infra_category, fw_infra_blocked,
fw_blocked_sources, and fw_blocked_ports. Because Splunk’s indexer maintains a
term-level index for each data bucket, placing literal terms at the start of a search al-
lows the indexer to skip entire buckets that cannot contain matching events, reducing
the volume of raw events the indexers must scan. The remaining two searches omit

this prefix. Because fw_action_trend and fw_coverage aggregate across mixed action
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types including accepted connections, pre-filtering on denial terms would exclude
relevant data.

Trend visualisations split across two complementary panels: a stacked area chart
breaks down connection actions (accept, block, start, other) over time, whilst a sep-
arate line chart isolates blocked traffic trends for pattern identification. A bar chart
in the same row categorises infrastructure drops by target group, drawing on the
infrastructure_targets_lookup to enrich raw destination addresses with managed
infrastructure labels. This enrichment lets analysts see which operational categories
(servers, network devices, security appliances) attract the most unsolicited connec-
tions, rather than only individual IPs.

Ranking tables in subsequent rows surface the most active blocked sources. Source-
to-destination correlation tables apply colour-coded status cells: red for purely blocked
sources, yellow for mixed sources that generate both accepted and blocked connections.
A companion table ranks source IPs by destination coverage, which identifies sources
that probe broadly across the infrastructure rather than targeting single hosts.

The Connection Details panel is the most detailed view, filtering raw connection
records through seven inline input controls: an action dropdown, source IP, destination
IP, source port, destination port, protocol, and a time range picker. This filter set is the
most extensive among all dashboard tabs, as firewall data carries both high volume and
wide variety in its fields. All query logic remains inline within the dashboard XML; the
tab requires no dedicated JavaScript files, saved searches, or macros.

A.2 Row Expansion Implementation

Section 5.4.2 introduces the row expansion pattern used across the dashboard. This
section details the JavaScript architecture, caching mechanisms, and visual indicators
that underpin the expansion functionality.

A.2.1 Row Expansion Architecture

The dashboard implements row expansion through thirteen specialised JavaScript files,
each extending Splunk’s TableView.BaseRowExpansionRenderer class. A shared util-
ity module, row_expansion_utils. js, supplies common functionality that the table-
specific implementations consume. This separation isolates presentation logic from
framework interaction; each tab defines its own expansion content without duplicat-
ing infrastructure code.

The shared utility module exports four functions:

registerRowExpansion() Accepts a table identifier, a renderer class, and optional con-
figuration, then handles the registration lifecycle including retry logic for dynam-
ically loaded tables.

injectChevronCSS() Adds style rules for the expandable row indicator column.

addChevronColumn() Inserts clickable chevron cells into table rows after data loads.

createChevronClickHandler() Returns an event handler that manages expansion
state and icon rotation.
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Each table-specific renderer extends the base class and overrides three meth-
ods: canRender() returns true unconditionally since all rows support expansion,
initialize() creates cache structures and search manager dictionaries, and render ()
extracts cell values from the row data, checks the cache, and either displays cached
content or initiates secondary searches.

The Infrastructure tab renderer demonstrates the pattern’s complexity. When a
host row expands, the renderer spawns six parallel SearchManager instances: one
queries Satellite for host metadata, another retrieves applicable errata, three retrieve
disk usage, service state, and open ports through Ansible, and a sixth obtains Splunk
health metrics if the host runs Splunk. Each search has a fifteen-second timeout to pre-
vent indefinite loading states. A completion counter tracks pending searches; when all
Complete or timeout, the renderer assembles the composite view.

Listing 10 shows the trimmed core of the registration function, including the state
object that coordinates retry logic, CSS injection, and table component discovery.
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Listing 10: Core registration function in row_expansion_utils. js

function registerRowExpansion(tableId, RendererClass, options) {
options = options || {};

if (options.singleExpand === undefined) options.singleExpand = true;
injectChevronCSS(tableld, options.hiddenColumnSelector);

const state = {
registered: false,
tableViewRef: { view: null },
renderer: null,

};

function ensureChevrons() {
setTimeout (function () {
addChevronColumn (tableId, state.tableViewRef, options);
}, 200);

function tryRegister() {
if (state.registered) return;
const tableElement = mvc.Components.get(tableld);
if (tableElement) {
tableElement.getVisualization(function (tableView) {
if (state.registered) return;
state.registered = true;
state.tableViewRef.view = tableView;
state.renderer = new RendererClass();
tableView.addRowExpansionRenderer(state.renderer) ;
tableView.render();

B;

tryRegister();

// Retry if table not yet in DOM

if (!state.registered && typeof MutationObserver !== "undefined") {
const wrappedTryRegister = () => { tryRegister(); };
pendingRegistrations.set(tableId, wrappedTryRegister) ;
startSharedObserver () ;

} else if (!state.registered) {
setInterval (tryRegister, 2000);

}

ensureChevrons() ;
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A.2.2 Caching Strategy

Repeated expansion of the same row should not trigger redundant API calls. Each
renderer maintains a _dataCache dictionary keyed by a unique identifier, typically the
hostname or errata identifier. Before initiating searches, the render () method checks
this cache; if data exists, rendering proceeds immediately from cached values. This
approach reduces repeated SSH and REST requests to managed systems and improves
perceived responsiveness.

Active search tracking prevents duplicate requests. A _activeSearches dictio-
nary records rows currently undergoing data retrieval. If an analyst collapses and
re-expands a row while its searches are in flight, the renderer detects the pending state
and waits rather than spawning parallel duplicates. Search managers persist across
expansions, keyed by sanitised identifiers, which avoids the overhead of repeated
instantiation.

Listing 11 illustrates this pattern in the Infrastructure renderer, where the cache key,

cache lookup, active search guard, and timeout operate together.
Listing 11: Cache guard pattern in the Infrastructure renderer

const cacheKey = hostname;
const hasSplunk = splunkWeb.index0f ("0K") ===
|| splunkWeb === "Down";

if (this._dataCache[cacheKey]) {
this._renderContent ($container, {
hostname, ip, os, role, status, errataStatus,
splunkWeb, uptime, reboot, hasSplunk,
...this._dataCache[cacheKey],
B
return;

}
if (this._activeSearches[cacheKey]) return;

this._activeSearches[cacheKey] = true;
setTimeout (() => {
if (this._activeSearches && this._activeSearches[cacheKey])
delete this._activeSearches[cacheKey];
}, 60000);

A.2.3 Cache Invalidation

Static caching would display stale data when the parent table refreshes. Each renderer
listens to the search:done event on its parent table’s search manager. When this event
fires, both _dataCache and _activeSearches clear, forcing subsequent expansions to
fetch current data. This invalidation couples cache lifetime to the dashboard’s autore-

fresh cycle.
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The registration function establishes this binding during setup. After obtaining the
table’s associated search manager through the component registry, it attaches a listener
that clears caches and re-injects chevron cells after each data refresh. Continuous in-
terval checking, running every second for up to two minutes, handles cases where the
table component registers after the initial page load completes.

Listing 12 shows the search:done handler that disposes cached SearchManager in-

stances and clears both data and active-search dictionaries.
Listing 12: Cache invalidation on parent search refresh

searchManager.on("search:done", function () {
ensureChevrons() ;
if (state.renderer) {
// Dispose cached SearchManagers to free memory
if (state.renderer._searchManagers) {
Object.keys(state.renderer._searchManagers)
.forEach(function (key) {
const sm = state.renderer._searchManagers[key];
if (sm && typeof sm.dispose === "function")
sm.dispose();
b;
state.renderer._searchManagers = {};
}
if (state.renderer._dataCache)
state.renderer._dataCache = {};
if (state.renderer._activeSearches)

state.renderer._activeSearches = {};

B;

A.2.4 Chevron Injection

Splunk’s Simple XML tables do not natively display expansion indicators. The JavaScript
implementation manually prepends a header cell and corresponding data cells to each
row. The header cell contains an info icon; data cells contain a right-pointing triangle
that rotates downward upon expansion.

Cell injection runs on multiple triggers: after initial registration, after each data re-
fresh, and through a continuous interval during page load. This redundancy accounts
for Splunk’s asynchronous rendering, where table content may not exist at the moment
JavaScript first executes. The interval ceases after two minutes or upon successful reg-
istration, whichever occurs first.

Click handling manages visual state. When an analyst clicks the chevron, the
handler checks whether the row is already expanded by examining adjacent row
classes and the presence of expansion-row markers. For collapsed rows, it calls
tableView.expandRow(), which triggers the renderer’s render () method. For ex-
panded rows, it removes the expansion content and resets the icon orientation.

Listing 13 shows the column injection logic that prepends a header cell and attaches
click handlers to each data row.
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Listing 13: Chevron column injection in addChevronCo lumn ()

const $headerRow = $table.find("thead tr");
if ($headerRow.length && !$headerRow.find("th.expands").length) {
$headerRow.prepend('<th class="expands col-info"></th>');

}

$table.find("tbody tr").each(function () {
const $row = $(this);
if ($row.hasClass("expanded")
|| $row.find("td.expands").length > 0) return;

const $chevronCell = $(
'<td class="expands row-expansion-toggle">' +
'<a><i class="icon-triangle-right-small"></i></a></td>"
)
$row.prepend($chevronCell) ;
$chevronCell.on("click",
createChevronClickHandler ($row, tableViewRef, options));

B;

A.3 Credential Management Tools

Section 5.8 describes the token-based authentication architecture. This section docu-
ments the command-line interfaces that administrators use to manage the three appli-
cation credential types: Splunk bearer tokens, Red Hat Satellite username/password
credentials, and OAuth 2.0 client credentials for the Microsoft Graph APIL. SSH key
management for the Ansible control node is an internal operational responsibility of
the Splunk infrastructure team and is documented in Section A.3.4 below.

A.3.1 Token Manager CLI Implementation

The token_manager . py script provides administrative operations for credential lifecy-
cle management. The tool implements six commands: add stores a new token with
metadata, 1ist displays stored credentials with deterministic ordering, get retrieves a
specific credential for verification, delete removes credentials from storage, test vali-
dates that a stored token successfully authenticates against its target, and edit updates
an existing token whilst preserving host metadata. Each credential is stored under a
username key of the form <host>:<label>:<timestamp>:uso_api_service. The host
segment identifies the target by address, the optional label gives a human-readable
mnemonic when present, and the Unix timestamp makes recreated keys unique whilst
recording when the credential was added.

The 1ist command sorts labels alphabetically and IP addresses numerically by
octet. This ordering prevents the counterintuitive output that would place addresses

ending in 100 between those ending in 10 and 11.
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Token display balances security with usability. By default, the list command shows
only the first eight characters of each token, sufficient to distinguish credentials without
exposing the full secret. The --reveal flag with the get command displays complete
token values when needed for verification, with such accesses noted in the application
logs.

Listing 14 shows the add command, which authenticates to the local Splunk instance

and delegates storage to CredentialManager.
Listing 14: Token Manager add command implementation

def cmd_add(args: argparse.Namespace) -> None:
service = get_splunk_service(args)

target_ip = args.ip or input("Remote server IP address: ").strip()
label = args.label if args.label else input(f"Label for {target_ip} (optional):

— ").strip() or None

if args.target_token:
target_token = args.target_token

else:
display_name = f"{target_ip} ({label})" if label else target_ip
target_token = getpass.getpass(f"Token from {display_name}: ").strip()

cred_mgr = CredentialManager (service=service)
result = cred_mgr.store_credential(target_ip, target_token, service=service,
<> label=label)

A.3.2 Satellite Credential Management

Red Hat Satellite access uses a dedicated command-line tool, satellite_credential
manager .py, which stores a service-account username and password in Splunk’s cre-
dential store under a dedicated Satellite integration realm. At runtime, the Satellite
module retrieves this credential pair and authenticates its API requests against the con-
figured Satellite server.

The tool follows the same pattern as the other credential managers, providing add,
list, get, delete, and test commands. To rotate credentials, administrators update
the stored username/password pair and re-run the connectivity check through the

test command.

A.3.3 Graph Credential Management

Microsoft Graph API access requires OAuth 2.0 client credentials rather than the bearer
tokens used for Splunk instance authentication. These credentials consist of a tenant
identifier, client identifier, and client secret issued through Azure Active Directory ap-
plication registrations. Because the credential structure differs fundamentally from the
single-value JWT tokens managed by the token manager, Graph credentials occupy a
separate realm within Splunk’s credential store.
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The implementation stores Graph credentials under a dedicated Graph integration
realm, distinct from the default realm used for Splunk bearer tokens. Each creden-
tial entry serialises its components as a JSON object containing the tenant identifier,
client identifier, client secret, and a list of monitored mailbox addresses. This struc-
tured format lets the Graph client library deserialise a single credential store entry into
all parameters required for OAuth 2.0 token acquisition, without distributing related
values across multiple storage entries.

A companion command-line tool, graph_credential_manager.py, offers admin-
istrative operations that mirror the token manager’s interface. The tool exposes five
commands: add stores a new credential set with associated mailbox addresses, 1ist
displays configured tenants with masked secrets, get retrieves full credential details
for a specific tenant, delete removes a credential entry, and test validates credentials
by authenticating against the Graph API and optionally verifying mailbox access. The
test command instantiates the GraphClient class directly, exercising the same authen-
tication path that production queries follow and confirming both token acquisition and
API connectivity.

Realm-based separation permits both credential types to coexist within the same
storage/passwords namespace. The Splunk module filters by the default realm when
retrieving bearer tokens, whilst the Graph client filters by graph_credentials whenre-
trieving OAuth 2.0 credentials. This approach avoids namespace collisions and allows
each credential manager to operate independently without awareness of the other’s
entries.

Listing 15 shows how the add_credential function serialises OAuth 2.0 parameters
into a JSON string and stores them under a dedicated realm.
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Listing 15: Graph API credential storage with realm separation

CREDENTIAL_REALM = "graph_credentials"

def add_credential(args: argparse.Namespace,
service: Any) -> int:
credential_data = {
"tenant_id": args.tenant_id,
"client_id": args.client_id,
"client_secret": args.client_secret,
"mailboxes": (args.mailboxes.split(",")
if args.mailboxes else []),
}

password = json.dumps(credential_data)

for pwd in service.storage_passwords:
if (pwd.realm == CREDENTIAL_REALM
and pwd.username == args.tenant):
pwd.delete()
break

service.storage_passwords.create(
password=password,
username=args.tenant,
realm=CREDENTIAL_REALM,

A.3.4 SSH Key Management

Unlike the three application credential types above, the SSH key used for the Ansible
control node is maintained through the team’s operational SSH procedures rather than
these credential-manager tools.

Ansible execution depends on SSH key-based authentication between the search
head and the Ansible control node. A dedicated key pair establishes this connection,
with the private key stored in the Splunk user’s SSH directory on the search head and
the matching public key deployed to the control node’s authorized_keys file.

Known hosts configuration requires maintenance across the search head cluster.
Each member must have entries for both the Ansible control node and any rsync up-
load destinations, so that automated operations do not encounter interactive host-key
prompts.

The application assumes that the operational team provisions and maintains the
key pair outside the credential-manager tools, and that the matching public key re-

mains present in the control node’s authorized_keys file.
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A.3.5 Service Account Configuration

The search head cluster authenticates users through LDAP queries against Active Di-
rectory, resolving accounts by searching the directory subtrees listed in the userBaseDN
parameter of authentication.conf (Splunk Inc., 2026h). Because the existing config-
uration referenced only the organisational unit containing analyst accounts, and the
monitoring service account resides in a separate subtree reserved for service accounts,
a second path was appended to the userBaseDN value. This change was applied in the
shared cluster configuration app on the deployer node and replicated to all search head
cluster members during the next bundle push.

The custom role sec-mon-access carries sixteen capabilities, identified through it-
erative testing. The platform documentation does not consolidate which capabilities
each monitoring endpoint requires, so the final set was determined empirically:

e search and rest_properties_get — core query and metadata access

e list_healthandlist_introspection—health endpointand queue monitoring

e list_inputs and list_search_scheduler — data input and scheduler status

e list_settings and list_all_objects — server configuration visibility

e list_dist_peer — distributed peer enumeration

e admin_all_objects and edit_own_objects — administrative and ownership-
scoped object access

e license_edit — licence pool information

e edit_messages — bulletin message management

e run_collect and run_mcollect — summary and metric index collection

e schedule_rtsearch — saved search scheduling

Index access is restricted to _internal and _introspection, and the search quota
is set to ten concurrent jobs with zero real-time searches permitted.

A role mapping stanza in authentication.conf associates the corresponding Ac-
tive Directory security group with sec-mon-access, so that any account belonging to
that group inherits the role upon login (Splunk Inc., 2026h). This mapping completes
the authentication chain described in Section 5.8.1: group membership in Active Direc-
tory, LDAP resolution by Splunk, and role mapping to capabilities.



Dashboard Screenshots

This appendix presents full-resolution screenshots of the unified security operations
dashboard, reproduced at landscape scale to preserve legibility. Hostnames and net-

work addresses have been anonymised.
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fu-host-13 .2.16 Deployed Linux . 21-84-2026 11: class-81, class-82, class-83,... dept-86
fu-host-14 - Deployed Linux . 21-84-2026 H class-e1, class-82, class-e3,... dept-@3
fu-host-15 .113. Deployed Linux 5 21-04-2026 11: class-01, class-82, class-83,... dept-e3
fu-host-16 113, Deployed Linux . 21-04-2026 11: class-01, class-82, class-83,... dept-@3
fu-host-17 113, Deployed Linux . 21-84-2026 11: class-81, class-82, class-83,... dept-03
fu-host-18 .2, Deployed Windows . 21-84-2026 H class-e1, class-82, class-e3,... dept-04
fu-host-19 .113. Deployed Windows 5 21-04-2026 11: class-01, class-82, class-83,... dept-@2
fu-host-20 2. Deployed Linux . 21-04-2026 11: class-01, class-82, class-83,... dept-67
fu-host-21 113, Deployed Windows . 21-84-2026 11: class-81, class-82, class-83,... dept-02

fu-host-22 .2, Powered Off Linux . 21-84-2026 H class-e1, class-82, class-e3,... dept-@1

Figure B.4: Forwarders tab showing deployment server application inventories, server class memberships, and polling recency
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Usage Examples

This appendix presents annotated SPL examples drawn from the production dash-
board and saved searches described in Chapter 5. Each listing illustrates a distinct
integration pattern across the dashboard and its supporting automation. Host names,
network addresses, and internal identifiers have been anonymised throughout.

C.1 Basic Command Invocation

The simplest usage of the command framework consists of a single invocation specify-
ing a module and action. Listing 16 shows the base search that populates the Extractor

tab with log-check status rows.
Listing 16: Basic usoap1 invocation for extractor log monitoring

<search id="base_extractor_log_check" depends="$extractor_visited$">
<query>| usoapi module=extractor action=log_check</query>
</search>
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C.2 Splunk Module Query and Output

The following example illustrates a direct splunk module query against a search-head.
Listing 17 shows the invocation; Table C.1 presents a representative eight-row result.

Hostnames and operational identifiers have been anonymised.
Listing 17: usoapt Splunk summary query against a search-head

| usoapi module=splunk action=summary target=sh
| table hostname component status message
| head 8

Table C.1: Representative output of the Splunk summary query (anonymised)

hostname component status message

host-sh-01  server ok Splunk X.X.X operational
host-sh-01  health critical Overall health: red

host-sh-01  kvstore ok KV Store operational (port 8191)
host-sh-01  queues ok All queues flowing normally
host-sh-02  server ok Splunk X.X.X operational
host-sh-02  health critical Overall health: red

host-sh-02  kvstore ok KV Store operational (port 8191)

host-sh-02  queues ok All queues flowing normally
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C.3 Cross-Module Data Fusion

The host-status table on the Infrastructure tab fuses data from three modules and a
lookup file into a single view. The search begins with a Satellite host inventory query,
then enriches each row with Ansible web-UI checks, reboot status, and Splunk version
information through successive left joins. Listing 18 presents an abridged version of

this search.
Listing 18: Cross-module host-status search (abridged)

| usoapi module=satellite action=hosts
target="name~groupA or name~legacyGroup" count=200
| eval sat_status=case(
global_status="0K", "OK",
global _status="Warning" AND status_reason!="",
"Warn (".status_reason.")",
global_status="Warning", "Warning",
status_reason!="", "Error (".status_reason.")",
1==1, "Error"
)
| join type=left ip [
| usoapi module=ansible action=web_ui target="$ansible_target$"
| rename ip_address as ip
| eval splunk_web=case(
web_ui_status="up", "OK",
web_ui_status="down", "Down", 1==1, "N/A")
| table ip, splunk_web
]
| join type=left ip [
| usoapi module=ansible action=needs_restarting
target="$ansible_target$"
| rename ip_address as ip
| eval reboot_needed=case(
needs_restarting="Yes", "Yes", 1==1, "No")
| table ip, reboot_needed
]
| join type=left ip [
| usoapi module=splunk action=info target=all
| rename ip_address as ip
| table ip, rest_version
]
| join type=left name [
| inputlookup forwarder_assets_lookup
| stats latest(version) as dmc_version by hostname
| rename hostname as name
| table name, dmc_version
]
| eval splunk_version=coalesce(rest_version, dmc_version, "N/A")
| table name, ip, os_short, splunk_version, sat_status,
splunk_web, uptime_display, reboot_needed
| rename name as "Hostname", ip as "IP", sat_status as "Satellite",

splunk_web as "Splunk Web", reboot_needed as "Reboot"
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C.4 Search Priority Queue

The dashboard uses custom JavaScript optimisations built on top of Simple XML's
token mechanism to sequence searches into seven priority stages, from fast lookups
through to slow vulnerability scans (described in detail in Section 5.4.3). When an an-
alyst selects a tab, the controller releases the tokens that tab’s panels require ahead of
the natural queue, staggering them at 1.5-second intervals to avoid concurrent overload.
Unvisited tabs preload in priority order after a 20-second initial delay, with 5-second in-
tervals between stages. Listing 19 shows two consecutive tiers: a fast lookup completes

and sets a token that gates a moderate-cost search.
Listing 19: Token dependency chain for search priority sequencing

<search id="priority_fast_lookup" depends="$workorders_ready$">
<query>
| inputlookup vulnerability_lookup
| search department="PROJECT"
| stats count
</query>
<done>
<set token="fast_lookups_done">1</set>
</done>
<fail>
<set token="fast_lookups_done">1</set>
</fail>

</search>

<search id="priority_moderate_stats" depends="$fast_lookups_done$">
<query>
| rest /services/server/info
| head 1
</query>
<done>
<set token="moderate_stats_done">1</set>
</done>

</search>

The <fail> handler ensures the dependency chain continues even if a gated search
fails, preventing downstream panels from stalling indefinitely.



C.5. Materialised Snapshot Pipeline 167

C.5 Materialised Snapshot Pipeline

Saved searches materialise point-in-time snapshots into lookup tables, decoupling
dashboard rendering from live queries. The index-status snapshot in Listing 20 runs

every thirty minutes, computing freshness metrics and writing results to a CSV lookup.
Listing 20: Materialised index-status snapshot saved search

| tstats latest(_time) as last_event,
dc(host) as host_count,
dc(sourcetype) as sourcetype_count
where index=project_app_* earliest=-7d latest=now by index
| join type=left index
[| tstats count as event_count_ih
where index=project_app_* earliest=-1h latest=now by index]
| £illnull value=0 event_count_1ih
| eval freshness_min=round((now()-last_event)/60,1),
snapshot_time=now(),
health=case(
freshness_min<60, "healthy",
freshness_min<360, "delayed",
1=1, "missing")

| outputlookup index_status_snapshot.csv
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C.6 PII Detection Integration

The PII detection pipeline samples events from monitored indexes and writes aggre-
gated exposure counts to a summary index. Listing 21 presents the saved search that
executes on a thirty-minute schedule, invoking the piifinder streaming command to

scan sampled events.
Listing 21: PII detection saved search with per-index sampling (abridged)

| union
[search index=project_app_auth
| head 20000
| eval source_index="project_app_auth"]
[search index=project_app_waf
| head 20000
| eval source_index="project_app_waf"]
[search index=project_app_*
NOT index=project_app_auth
NOT index=project_app_waf
NOT index=project_app_internal_x*
| head 20000
| eval source_index=index]
| piifinder mode=counts min_confidence=medium
| where pii_total > O
| stats
sum(pii_total) as total_pii_hits
sum(email_count) as email_hits
sum(phone_count) as phone_hits
sum(nif_count) as nif_hits
sum(credentials_count) as credentials_hits
dc(_raw) as events_with_pii
by source_index
| eval scan_time=now(), events_sampled=20000
| collect index=project_diag_monitoring

sourcetype=pii_summary
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C.7 API Cache Materialisation

The Suspicious Activity tab enriches external IP addresses with reputation data from
AbuselPDB using the official Splunk integration (AbuselPDB, 2024). To prevent ex-
ceeding daily API limits during dashboard refreshes, a cache-update pipeline materi-
alises results into a KV Store collection. Listing 22 presents the maintenance search

that identifies new or stale IP addresses and updates the cache.
Listing 22: AbuseIPDB cache-update saved search

| inputlookup log_sources_status.csv

| search category="perimeter"

| tstats count WHERE (index=firewall_x) by src_ip

| lookup abuseipdb_cache ip as src_ip OUTPUT cachedAt
| where isnull(cachedAt) OR (now() - cachedAt) > 86400
| head 500

| abuseipdbcheck ip=src_ip

| eval cachedAt=now()

I

outputlookup append=true abuseipdb_cache




Data Protection and
Operational Security

This appendix documents the operational security controls and anonymisation prac-
tices used to protect sensitive information during system execution and project report
preparation.

D.1 Anonymisation Methodology

To protect the confidentiality of the organisation’s infrastructure, telemetry, logs,
screenshots, and exported artefacts were sanitised through a deterministic but artefact-
specific scheme rather than a single universal masking rule:

o IP Addresses: Export scripts replace addresses with stable placeholders cho-
sen for the target artefact. Some outputs use RFC 5737 example ranges such
as 192.0.2.x or 198.51.100.x, whilst others retain private-range-shaped place-
holders such as 192.168.1.x where this better preserves the visual structure of
dashboards and alerts.

e Hostnames and Domains: Replacement values preserve the original artefact’s se-
mantics. Fully qualified names become synthetic domains such as *. example.com,
whilst infrastructure-oriented views use simplified labels that retain grouping
cues without exposing production naming conventions.

o Personally Identifiable Information (PII): Detected PII has been redacted using
the [REDACTED:TYPE] format as implemented by the PII detection module.

D.2 Sanitised Log Examples

The following sanitised snippets illustrate the system’s logging structure without repro-
ducing verbatim production events. They show how execution context can be recorded
without disclosing operational secrets.
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D.2.1 Audit Log (Success)

time="2026-04-15T14:32:01Z" level=INFO component=executor
module=ansible action=test target=ansible-01.example.com status=success

user=a.smith_admin duration=1.2s bytes_out=450

D.2.2 Error Log (Sanitised)

time="2026-04-15T14:35:12Z" level=ERROR component=rest_client
module=splunk action=health target=idx-0l.example.com status=failed

error_code=HTTP_403 message="Forbidden: check token capabilities"

D.3 Operational Security Checklist

Administrators maintaining this system should periodically review the following con-
trols to confirm that the deployed configuration still matches the architecture described
in Chapters 4 and 5:

e Token Rotation and Revocation: When a monitored Splunk instance rotates its
bearer token or a service account changes, the superseded entry should be re-
moved from storage/passwords through the token manager so that obsolete cre-
dentials cannot be reused accidentally.

e Role Review: The sec-mon-access role should retain only the capabilities re-
quired by the implemented monitoring actions, matching the least-privilege de-
sign described in Section A.3.5.

e SSH Trust Model: Search head cluster members should retain the expected
known-host entries for the Ansible control node and other outbound SSH des-
tinations. The accept-new policy is a deliberate TOFU trade-off: it allows first
contact without manual pre-distribution, but any subsequent host-key change
should still be investigated.

e PII Review: The PII Exposure dashboard should be reviewed for new detector
categories, confidence shifts, or repeated matches in the same index, since these
changes may indicate either genuine data exposure or detector drift.



PII Detection Evaluation
Corpus

The synthetic evaluation corpus quantifies detector correctness for the PII detection
subsystem described in Section 6.6.5. The corpus contains 25 test cases designed to ex-
ercise both positive detection (valid PII patterns) and negative rejection (false-positive
patterns and validator edge cases). All examples use synthetic or clearly masked data.
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E.1 Positive Test Cases

Positive cases embed known PII instances across all 14 detector types. Each case specifies the detector type and expected match span.

Case ID

Input Text

Expected Detection

email_basic
phone_basic
nif_basic
credentials_basic
address_basic
structured_name_basic
cc_basic

iban_basic
niss_basic
ipv4_basic
citizen_card_basic
vehicle_plate_basic
dob_basic
jwt_basic

mixed_positive

Contact user@example.com for support.

Subscriber phone: 912345678 answered the call.
Cliente com NIF 123456789 validado no portal.
password=MySecret123 was rotated yesterday.
Morada: Rua da Liberdade, 123, Lisboa.
Nome=]Joéo Silva.

credit_card: 4111111111111111.

IBAN PT50000201231234567890154 confirmado.
niss: 12345678901 processado sem erros.

client_ip 192.168.1.1 acedeu ao portal.

cartao cidadao 123456789AB1 validado.

Viatura com matricula AA-00-AA entrou no parque.
date_of_birth: 1990-01-15 registada no formuléario.
Bearer eyJhbGci0iJIUzI1NiIsInR6cCI6IkpXVCJ9 expirou.
Contact masked.person@example.com, payment

Email: user@example.com

Phone: 912345678

NIF: 123456789

Credentials: password=MySecret123
Address: Rua da Liberdade, 123
Structured Name: Nome=]oao Silva
Credit Card: 4111111111111111
IBAN: PT50000201231234567890154
NISS: 12345678901

1Pv4: 192.168.1.1

Citizen Card: 123456789AB1

Vehicle Plate: AA-00-AA

DOB: 1990-01-15

JWT: Bearer eyJhbGci0iJIUzI1NiIsInR5cCI6IkpXVCJI9

card_number 4111111111111111, IBAN PT50000201231234 Email, CC, IBAN, Credentials

567890154 and client_secret=UltraSecret987 in one ticket.

Total

15 positive cases

18 gold spans

Table E.1: Positive test cases: expected PII detections
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E.2 Negative Test Cases

Negative cases contain patterns that should NOT be detected as PII. These test common false-positive patterns (to verify rejection logic) and

validator edge cases (to verify algorithmic validation).

Case ID

Input Text

Expected Result

negative_clean

negative_nif timestamp
negative_ipv4_localhost
negative_phone_placeholder
negative_cc_build

negative_nif invalid_checksum
negative_phone_placeholder_explicit
negative_email_internal_subdomain
negative_dob_non_standard_format

negative_iban_wrong_checksum

System health OK with no personal data present.
timestamp=1710345678 level =INFO msg=hello
remote_addr 127.0.0.1:8089

msisdn: 910000000

version 4111111111111111 build

NIF 123456788 processed successfully.

msisdn: 910000000 registered in system.

Contact admin@internal.corp.example.com for help.
birth: 14.2.1981

IBAN PT50000201231234567890155 para pagamento.

No detection

No detection (timestamp, not NIF)
No detection (localhost)

No detection (placeholder)

No detection (build number)

No detection (invalid checksum)
No detection (placeholder)

No detection (internal domain)

No detection (non-standard format)
No detection (invalid checksum)

Total

10 negative cases

0 expected detections

Table E.2: Negative test cases: expected rejections
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E.3 Evaluation Results

The corpus was evaluated using exact span-and-type matching: a detection counts
as a true positive only when the predicted span boundaries and PII type match the
gold label precisely. Table 6.13 in Section 6.6.5 presents the per-detector results. The
email detector recorded one false positive on the internal-domain test case (admin®@
internal.corp.example.com), exposing a limitation in the domain rejection logic.
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System Usability Scale
Questionnaire

This annex reproduces the System Usability Scale (SUS) instrument (Brooke, 1996) as
administered to participants during the usability assessment described in Section 6.6.7.
Respondents rated each statement on a five-point Likert scale ranging from “Strongly
Disagree” (1) to “Strongly Agree” (5).

Table L.1: System Usability Scale questionnaire items (Brooke, 1996)

#  Statement SD D N A SA

1 Ithink that I would like to use this system frequently. o o o o o

2 Ifound the system unnecessarily complex. o o o o o

3  Ithought the system was easy to use. o o o o o
I think that I would need the support of a technical person to

4: . o o [e] (e]
be able to use this system.
I found the various functions in this system were well inte-

5 o o o o
grated.

6 Ithought there was too much inconsistency in this system. o o o o o
I'would imagine that most people would learn to use this sys-

7 . o o [e] (¢]
tem very quickly.

8 Ifound the system very awkward to use. o o o o o

9  Ifelt very confident using the system. o o o o o
Ineeded to learn a lot of things before I could get going with

10 o o o o

this system.

Scoring. For odd-numbered items, the score contribution is the response value minus 1.
For even-numbered items, the contribution is 5 minus the response value. The sum of
all ten contributions is multiplied by 2.5 to yield a final score on a 0-100 scale (Brooke,
1996).
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