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Abstract

The increasing volume of digital medical data offers substantial research opportunities,
though its complete utilization is hindered by ongoing privacy and security obstacles.
This proof-of-concept study explores and confirms the viability of using Secure Multi-
Party Computation (SMPC) to ensure protection and integrity of sensitive patient data,
allowing the construction of clinical trial cohorts. Our findings reveal that SMPC facilitates
collaborative data analysis on distributed, private datasets with negligible computational
costs and optimized data partition sizes. The established architecture incorporates patient
information via a blockchain-based decentralized healthcare platform and employs the MPyC
library in Python for secure computations on Fast Healthcare Interoperability Resources
(FHIR)-format data. The outcomes affirm SMPC'’s capacity to maintain patient privacy
during cohort formation, with minimal overhead. It illustrates the potential of SMPC-based
methodologies to expand access to medical research data. A key contribution of this work
is eliminating the need for complex cryptographic key management while maintaining
patient privacy, illustrating the potential of SMPC-based methodologies to expand access
to medical research data by reducing implementation barriers.

Keywords: Secure Multi-Party Computation; privacy; Electronic Health Records; private
data sharing; healthcare

1. Introduction

The significant growth of available data in the healthcare sector has led to significant
medical advancements, heightening patient safety, enhancing diagnostics, and improving
efficiency, just to name a few of the benefits [1]. This has been fueled by the large-scale
adoption of Eletronic Health Records (EHR) [2], with reports of as much as 85% of European
healthcare facilities having adopted EHRs [3], and similar values for US hospitals [4].
Furthermore, the aggregation of these data on a large scale presents significant potential,
enabling the conduct of comprehensive research and studies grounded in big data [5,6].
For instance, Wood et al. report that access to EHRs covering 96% of England’s population
allowed a cohort study to assess possible correlation between COVID-19 and cardiovascular
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disease on a population of 54.4 million people [7]. Similar large-scale nationwide cohort
studies include [8,9].

Nonetheless, a variety of issues continue to arise regarding the privacy and security of
healthcare data [10]. Within the contemporary healthcare setting, balancing the protection of
patient data privacy and security with the efficient use of this data for research is becoming
progressively challenging [10,11]. It is therefore of the utmost importance to study and
assess methodologies for secure and privacy-aware sharing of health data. Studies on
blockchain and new encryption methods are part of the efforts to tackle these challenges.
Research focusing on blockchain technology typically deals with anti-tampering issues and
the advantages of decentralization [12], whereas encryption initiatives utilize advances in
cryptography to handle confidentiality and privacy concerns [13]. While these approaches
are yielding promising outcomes, they overlook more intricate situations such as the
complex process of creating clinical trial cohorts. This process involves data from various
institutions that, although interoperable at the data model layer due to standards like
FHIR, are not interoperable at the infrastructure layer, which restricts the implementation
of advanced cryptographic techniques.

This study investigates the potential of employing Secure Multi-Party Computation
(SMPC) for the formation of clinical trial cohorts from private patient data, focusing on
the privacy requirement. Thus, our primary aim is to assess the efficacy of utilizing the
SMPC protocol for accessing patient medical data, all the while preserving its privacy
and confidentiality. To achieve this, we have executed a proof of concept using Python
with the MPyC Python library. Our methodology necessitates the involvement of several
stakeholders, each motivated by distinct economic interests, potentially influencing the
practicality and implementation of SMPC in clinical contexts.

This work is part of a larger research effort aimed at developing a decentralized,
blockchain-based healthcare platform. Figure 1 shows the components of this broader
architecture that are relevant to the present study, which employs the notarization of EHR
on a blockchain and incorporates Data Sharing Agreements (DSAs) for various use cases,
such as primary care by medical professionals and secondary uses by clinical researchers.
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Figure 1. Architecture of the decentralized healthcare platform.

While the full decentralized platform is still under research and development, the
present study operates under the following assumptions regarding key architectural com-
ponents: (1) patients maintain full sovereignty over their data through blockchain-based
identity and access control mechanisms; (2) medical data is stored securely at each health-
care institution (e.g., in FHIR servers with encrypted records), with institutions acting as
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data custodians rather than data controllers; (3) data sharing agreements, implemented
as smart contracts or similar programmable access policies, govern access to patient data
and delegate specific actions on the patient’s behalf; and (4) delegated actions preserve
medical data confidentiality and privacy through cryptographic techniques such as account
abstraction and secure enclaves [14,15].

For the purposes of this work, the required functionality from such a platform com-
prises: an authentication and authorization interface that verifies patient consent and
access permissions; a secure query interface that allows authorized parties to request cohort
identification without accessing raw medical records; and a verifiable audit trail of all data
access requests. The focus of this study is specifically on evaluating whether SMPC can
feasibly support privacy-preserving cohort identification under these assumptions, while
the broader platform architecture remains a subject of ongoing research.

The main contribution of this work is centered around the assessment of the benefits
and challenges from resorting to SMPC for anonymously sharing sensitive data of EHRs.
For this purpose, a proof-of-concept is devised and tested.

This paper is organized in the following remaining sections: Section 2 provides an
overview of SMPC, detailing its fundamental elements and introducing the challenges
associated with healthcare data management. Section 3 elaborates on the formulation of our
proof-of-concept, detailing the architectural and implementation decisions made. Section 4
presents the outcomes of our proof-of-concept analysis. Section 5 reflects on the of results
and discusses the main limitations of SMPC. Finally, Section 6 concludes the paper and
suggests avenues for future research.

2. Background

In this section, we discuss the fundamental principles to enhance comprehension of
the broader concepts associated with the proposed research, namely SMPC.

2.1. Secret Sharing

One of the basis of SMPC is secret sharing that allows data, called the secret, to be
shared by separating it in n shares [16]. This cryptographic technique divides the secret
into multiple shares, ensuring that no individual share reveals any information about the
original secret. Reconstruction of the secret is only possible when a sufficient number of
shares are combined, at least t out of n. This method ensures privacy, as subsets with fewer
than t shares provide no information about the secret.

Shamir [17] proposed a (t, n)-secret sharing scheme that represents the secret as the
constant term (y(0)) of a polynomial of degree t — 1. Each share corresponds to a point on
this polynomial, and the secret can be revealed by interpolating the polynomial with at
least t shares. Figure 2 illustrates this concept with a simple example where the secret is
shared using a degree 1 polynomial. To determine the polynomial, and therefore uncover
the secret, at least two shares (points p1, and p2) are required. If only one point is known,
the secret remains indeterminate due to the infinite number of possible polynomials that
could pass through that point.

Another commonly used scheme is additive secret sharing, where the secret is the
sum of all shares [18]. As implied by its designation, this cryptographic approach involves
splitting a secret into several parts, distributing each portion to various participants. The
collective sum of these segments corresponds to the initial secret. It is impossible to
uncover the secret without having knowledge of all parts. For example, when involving
three individuals, A, B, and C, and the secret to be distributed is the integer 20, each
participant receives a distinct integer such that their sum equals 20. One way to divide the
secret could be assigning A = 10, B = —4, and C = 14, resulting in the total sum of 20.
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Figure 2. Shamir Secret Sharing example.

2.2. Circuits

Circuits [19] form the basis for SMPC protocols because it is possible to represent a
function using a circuit. Circuits comprise gates that represent operations and wires that
represent paths that transport values. Circuits can be boolean or arithmetic, depending on
the values that they carry.

Figure 3 represents an arithmetic circuit designed to calculate the function f(x,y,z) =
y -z + x. To obtain the result of this function, we first need to execute the multiplication gate
g1. This operation gives the result of y - z on the w, wire, which then allows the execution
of the addition gate g,. After g», we get the final value on the output wire ws.

wy )
v + 2 f(ay2)
g2
gy wy
Yy I
z — s g1

Figure 3. Circuit that represents the function f(x,y,z) =y -z + x.

2.3. Secure Multi-Party Computation

SMPC allows a set of participants to perform jointly computations on shared data
without revealing it.

In an ideal world [20], every participant would communicate with and trust a third-
party to facilitate the intended computation. This entity would receive all of the inputs,
compute the function that was agreed upon by them, and send the results to each one of
them. In an optimal situation, all participants would access the results, ensuring both output
delivery and the accurate assessment of the function, thereby confirming its correctness.
Moreover, it would be infeasible for a participant to select their input reliant on another’s
input, hence upholding input independence, and participants would be restricted to
knowing solely their own outcomes, thereby preserving privacy. However, no trusted
intermediary is present in practice, and the primary objective of SMPC protocols and their
users is to overcome the limitations of the real world.

One of the first protocols to be developed for multiple participants was devised
by Ben-Or, Goldwasser, and Wigderson, best known as the BGW protocol [16,21]. The
protocol is structured around arithmetic circuits and follows this procedure: it commences
with participants distributing their shares to one another using Shamir’s secret sharing
scheme. Subsequently, each participant executes the circuit representing the agreed-upon
function with the shares in their possession. Throughout execution, addition gates are
computed independently, whereas for multiplication gates, participants must communicate
to decrease the polynomial’s degree. After processing all gates, each participant possesses
a share of the result, which they either exchange among themselves or assign to a specified
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participant for reconstructing the outcome. The algorithm for this protocol is detailed in
Algorithm 1, and Figure 4 visually represents the key steps of the SMPC protocol.

Algorithm 1 BGW Protocol

Require: Participant Input, Accorded circuit
1: Transform the value of the input wires of the circuit in shares
2: Share shares with the other participants
3: for gate in circuit do
4 w1, wy < values of the input wires of gate
5 if gate is Addition then
6: res <— wy + wo > (locally)
7
8
9

else if gate is Multiplication then

res — wi * w;

Reduction of the degree from the polynomial (res) > (Communication)
10: end if
11: output wire of gate < res
12: end for
13: Broadcast shares of the output wires from the circuit
14: Reconstruct output

2.3.1. Security

Within the scope of executing SMPC, an entity may attempt to extract sensitive data
or alter the results. This entity is known as an adversary, and it can exert control over one
or more participants. Those who fall under its control are termed corrupted, whereas those
who remain uninfluenced are referred to as honest participants.

Each SMPC protocol is linked to a specific security model [16,18] that specifies the
capabilities of an adversary, including the permitted actions and the extent of participant
corruption. In the context of an adversary’s capabilities, two crucial aspects need con-
sideration: the classification of adversaries and the methodology for corruption. With
reference to adversary classification, there are primarily two categories: semi-honest and
malicious [20]. An adversary described as semi-honest, or honest-but-curious, adheres
to the protocol regulations while trying to glean as much information as possible from
accessible sources, like participant messages under their influence. Conversely, a malicious
adversary disregards protocol constraints and can deviate unpredictably. The main models
for corruption strategies include static, adaptive, and proactive security [20]. In the static
model, participants are classified as either corrupt or honest from the onset and maintain
these roles throughout the protocol’s execution. Conversely, the adaptive model permits
participants to be corrupted at any point during the protocol, maintaining their corrupted
status until completion. The proactive security model parallels the adaptive model; how-
ever, it allows participants who become corrupt to revert to honesty over time, mimicking
real-world situations where compromised systems can purge adversaries and regain their
honest status after detecting malicious activities.

Concerning the proportion of corrupt participants as discussed in [18], it is typically
assumed there is either a majority of honest or dishonest participants. In scenarios with
a majority of honest individuals, the security of the protocol is maintained as long as
the majority remain truthful. Conversely, for a dishonest majority, the protocol remains
secure even when most participants are compromised. In most cases, protocols must
balance between security and performance as highlighted in [16]. For instance, ensuring
security against a malicious adversary is typically more challenging than protecting against
a semi-honest adversary, which often results in increased computational demands.

https:/ /doi.org/10.3390/jcp6010002


https://doi.org/10.3390/jcp6010002

J. Cybersecur. Priv. 2026, 6, 2

6 of 21

Party A with Party B with Party N with
Private Input xA Private Input =B Private Input xN
‘ J
\_\_\_\_\_\_ — | —___—-/.'

e ¥ -

Secret Sharing Phase

l

Share Distribution

Party N receives

Party A receives Party B receives

shares of all inputs shares of all inputs

N | >,

shares of all inputs

— + —
W Secure Computation Phase

v
Add/Mult/Beal/...
Operations

v

Partial Results Exchange

v

Verification Phase

+

Result Reconstruction

¥

FinalResult f(xA,xB,xN)

Figure 4. SMPC fluxogram.

2.3.2. Use Cases

First introduced by Andrew Yao in the 1980s [22], SMPC primarily focused on theoret-
ical development and feasibility in its first twenty years. Nonetheless, since the turn of the
millennium, there has been a steady rise in its practical applications.

A prominent early example of practical SMPC deployment was a secure auction for
Danish sugar beet contracts, where a key requirement was to maintain the confidentiality
of bids [23]. In 2008, Danish farmers and the Danisco company used a so-called double
auction to negotiate production contracts. In this format, sellers and buyers each submit
bids indicating the quantity of goods they are willing to trade at various predefined price
points [24]. The auctioneer then calculates the equilibrium price, where aggregate demand
equals aggregate supply. The farmers sought to keep their individual bids private to protect
their position in future negotiations, which motivated the use of SMPC. The implementation
relied on three separate servers to safeguard the data: one operated by Danisco, one by
the farmers’ association, and a third by the research group that developed the protocol.
Approximately 1200 farmers and the Danisco company submitted their bids via a web
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server [24]. Each submitted bid was then secret-shared and encrypted in a database using
the servers’ public keys. Once all bids were collected, the servers jointly performed the
computation. This system determined the market clearing price—the per-unit cost of the
commodity—while ensuring the confidentiality of all individual bid details.

Another use case is statistical studies on sensitive data. In 2015, a study conducted
in Estonia investigated potential relationships between delayed degree completion and
employment while studying [25]. The research resorted to SMPC due to the requirement
for confidential data, specifically tax records and level of education (high school, college,
etc.), which are both sensitive and could not be disclosed as raw text. The study used the
ShareMind platform [19,26]. During the initial stage, both parties engaged in data provision
exchanged information through secret sharing with three other computational entities.
Subsequently, the data underwent transformation to eliminate extraneous fields and was
consolidated into a singular analytical table. Ultimately, the analysts engaged with the data
through Rmind, a statistical instrument within the ShareMind ecosystem [27].

An additional illustration of SMPC comes from a research initiative in Boston aimed
at assessing gender-based disparities in wages [28]. In this scenario, corporations provided
their compensation data by anonymously disclosing salaries categorized by gender, eth-
nicity, and employment rank, ensuring complete confidentiality and privacy. Wage data
were collected for over 166,000 employees across 114 different firms, which comprises
approximately 14% of the workforce in the greater Boston region [28]. To facilitate this
study, the researchers introduced a solution named Web-MPC, which utilizes a JavaScript
library referred to as JavaScript Implementation of Federated Functionalities (JIFF) [29].

Cryptographic key management and protection represent a distinct application of
SMPC through the use of threshold cryptography [20]. Threshold cryptography allows the
functionality associated with a single secret key to be distributed among n participants.
Each participant contributes an individual cryptographic key share, ensuring no single
party has comprehensive knowledge of the secret key, thus eliminating the need for a
trusted authority to allocate keys. A subset of t or more shares, known as the threshold,
can collaboratively conduct cryptographic tasks, such as signing digital documents or
decrypting data. An essential security attribute of this system is that the full secret key
is not reconstructed on any single device at any time, reducing the risk of exposure from
single points of failure. The scheme maintains security and functionality evenif up tot — 1
shares become compromised or lost.

The latest significant development pertains to secure machine learning. In this context,
SMPC is employed during model training to ensure data confidentiality, effectively address-
ing privacy concerns. This is achieved through federated learning [30,31], an approach
that permits model training in a decentralized fashion, thus retaining data on the local
device. The local device employs secret sharing techniques to convey its trained model to a
central server, enabling updates to the overarching central model. A relevant illustration
is Gboard, Google’s virtual keyboard, employing a compact language model on mobile
devices [32]. The model is locally trained by the user and subsequently sends updates to a
server. The server consolidates these updates into a new, comprehensive model, which is
then disseminated back to users, maintaining the iterative process.

2.4. Healthcare and Secure Multi-Party Computation

As stated earlier, technological advances have led to the digitization of medical records
in the form of EHRs [33]. EHR enhance data accessibility, facilitating extensive clinical
trials and boosting diagnostic precision. Despite these benefits, the broad implementation
of EHRs presents challenges, including issues related to access control, interoperability,
and defense against cyber threats. As observed in [33], patient’s concerns over privacy,
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confidentiality, and security can lead to the withholding of relevant information, which
can impact the quality of medical care. These concerns can be mitigated by improving
technological literacy and increasing transparency. According to Nowrozy et al., the
implementation of access control mechanisms, blockchain technologies, cloud computing,
and cryptography is prevalent in the context of EHR data exchange [10]. In particular,
blockchain technology can be leveraged to enhance privacy and grant patients greater
control by transferring the ownership of medical records to the patients themselves. This
approach facilitates a patient-managed, interoperable framework equipped with audit
trails to monitor data access [10,33].

The FHIR standard is extensively acknowledged for resolving interoperability chal-
lenges in healthcare data exchange, facilitating quicker data transmission among enti-
ties [34]. This standard covers a broad spectrum, ranging from electronic health records
(EHRSs) to information from administrative and clinical studies. At its core, FHIR utilizes
resources to act as abstract representations of different elements like diagnostic findings,
patient records, medications, or medical procedures. These resources can be combined
to create complex data systems such as EHRs. The data is structured using established
formats like JSON or XML and is accessible through RESTful API interfaces.

Electronic Health Records naturally incorporate details that can be utilized to identify
an individual, known as PII. Removing these identifiers alone often fails to fully anonymize
the data. Within the European Union, the exchange of EHRs among distinct entities is
subject to the stipulations of the General Data Protection Regulation (GDPR). According
to GDPR [35], data must be collected only if it is sufficient and absolutely necessary (data
minimization) and is collected for a defined, explicit purpose (purpose limitation). Moreover,
processing of this data requires the clear consent of the individual to whom it pertains,
who also possesses the right to request its deletion (right to be forgotten). The GDPR
distinguishes between data that is anonymous, which cannot be traced back to individuals,
and pseudonymous data. Pseudonymous data pertains to personal information that
cannot be associated with a specific individual unless additional data is used, provided
this supplementary data is kept separately [36]. Within the framework of SMPC, the
distinction between whether each share is categorized as anonymous or personal data
remains unclear [37,38]. Nonetheless, it is conceivable that, when implemented correctly,
no individual participant is able to access private information. Furthermore, the privacy
implications of the particular computations being executed must be taken into account.

2.5. Comparison of SMPC with Other Privacy-Enhancing Technologies

SMPC enables distributed computation across multiple parties while preserving pri-
vacy, but alternative privacy-enhancing technologies offer complementary or competing
approaches to similar problems. This section compares SMPC with two important re-
lated technologies: homomorphic encryption (HE) and coded computation, examining
their fundamental differences, advantages, limitations, and suitability for different applica-
tion scenarios.

2.5.1. Comparison of SMPC with Homomorphic Encryption

HE and SMPC represent distinct paradigms for privacy-preserving computation.
HE allows computations to be performed directly on encrypted data without requiring
decryption, enabling a single untrusted server to compute functions on encrypted data
and return encrypted results that only the data owner can decrypt [39]. In contrast, SMPC
distributes the computation across multiple parties who jointly evaluate a function over
their combined private inputs, with none of them individually learning the inputs of others.
This approach represents the fundamental difference between SMPC and HE. While HE
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can operate under a single-server model where an external party (such as a cloud service
provider) performs computations on ciphertexts, SMPC, by comparison, requires active
participation from multiple computing parties; it functions as a distributed protocol where
each party maintains secret shares of data and actively participates in the computation.

Another critical distinction lies in computational overhead. SMPC operations, particu-
larly in fully homomorphic encryption (FHE), are computationally expensive [40]. The cost
of homomorphic operations typically far exceeds standard operations, resulting in signif-
icant slowdowns [41]. SMPC protocols, while still introducing overhead, often perform
more efficiently for practical computations, especially for linear operations and protocols
using additive secret sharing. The communication complexity of SMPC can be higher than
HE in some scenarios, as SMPC often requires interaction between parties, whereas HE
allows a single-pass computation model.

2.5.2. Comparison of SMPC with Coded Computations

Coded computation represents a recently emerging approach that combines coding
theory with secure computation, particularly through techniques like Lagrange Coded
Computing (LCC) [42]. Rather than explicitly using cryptography to mask data or split it
into shares, coded computation encodes data using error-correcting codes in a manner that
enables both privacy and security during distributed computation. It applies polynomial
coding techniques to general computation problems. In the LCC approach, data is encoded
as evaluations of a polynomial at different points, and these encoded pieces are distributed
to workers [42]. Each worker performs the same computation on its encoded data, and the
results can be combined using polynomial interpolation to recover the final result. This
encoding structure simultaneously provides privacy (workers cannot individually recover
the original data from their encoded pieces) and security (the computation remains correct
even if some workers return incorrect results or fail).

A major advantage of coded computation is improved communication and storage
efficiency compared to standard SMPC protocols [43]. Since coded computation leverages
polynomial properties, it can achieve optimal tradeoffs between privacy level and security
level while requiring minimal redundancy. The technique is universal in that multiple
polynomial computations up to a certain degree can be computed on the same encoding,
reducing the need for reencoding between different operations.

Coded computation excels particularly for polynomial computations and certain
structured computation patterns [43]. While coded computation can theoretically address
general polynomial functions up to a specified degree, SMPC provides greater generality for
arbitrary computation patterns. SMPC has well-established protocols for any computable
function, whereas coded computation is most efficient when computations naturally align
with polynomial structures [42].

2.5.3. Comparative Analysis

SMPC, HE, and coded computation represent three complementary approaches to
privacy-preserving distributed computation, each with distinct strengths and trade-offs.
SMPC provides practical, theoretically grounded solutions for multiparty computation
with minimal overhead for general computations. Homomorphic encryption is optimal for
outsourced computation to untrusted servers but faces computational challenges. Coded
computation offers innovations for large-scale distributed systems performing structured
computations, combining privacy with inherent fault tolerance. The choice among these
technologies should be guided by specific application requirements, including the threat
model, scale of deployment, types of computations required, and the relative importance of
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communication efficiency, computational efficiency, and implementation maturity. Table 1

summarizes the feature comparison between SMPC, HE and Coded Computation.

Table 1. Feature comparison between SMPC, HE and Coded Computation.

Features SMPC HE Coded Computation
Computing Model Distributed multi-party Single server Distributed (homogeneous)
Data Encryption Secret sharing Full encryption Polynomial encoding
g;)?;putatlon on Encrypted Partial (shares) Yes (full) Yes (encoded)
Communication Complexity =~ Medium to high Low to medium Low

Computational Overhead Moderate Very high Low to moderate
Scalability Limited (typically 2-100 s parties) High (single server) High (many workers)
Generality Any computation Any computation Polynomial computations

optimal

Privacy Against Parties

Strong

Not available (external threat
model)

Strong

Built-in (polynomial

Fault Tolerance Protocol-dependent Limited

structure)
Implementation Maturity High Growing Emerging
Practical Deployment Active Growing (mainly research) Emerging

3. Proposed Solution

This section outlines our proposed architecture [44] and the creation of a proof-of-
concept designed to examine the viability of employing SMPC for assembling clinical trial
cohorts with confidential patient data.

3.1. Architecture

The proof-of-concept for creating clinical trials cohorts was designed to encompass
three distinct entities: (i) the patient who owns their medical data; (i) the clinical re-
searcher; and (ii7) the provider of the decentralized health platform.

The process initiates with the clinical investigator delineating the target patient profile
for the study through the formulation of a set of selection criteria. Following this, the
patient selects their medical data in accordance with these criteria, divides it into portions,
and shares them with other participants. These three participants jointly review the criteria
by examining the patient’s data. When there is a match, the patient is informed and
asked about their interest in participating in the study. If the patient agrees, they provide
their contact details to the clinical researcher. Patient confidentiality is maintained as
unauthorized parties do not gain access to the entire dataset. This procedure is illustrated
in Figure 5. The actual confidential storage of patient data is outside the scope of this
study. We assume that the cryptographic keys that ensure that confidenciality are tied
to the patient blockchain wallet. Under our architecture some mechanism, in principle a
smart contract working under the control of the patient wallet, can retrieve medical data
and create the secret shares in a scope accessible only to each patient. The SMPC approach
insures that each computation participant cannot derive the original data from the secret
shares that the participant receives.
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Figure 5. Flowchart representing the process.

3.2. Implementation

Our implementation incorporated Python v3.12 together with the open-source library
MPyC [45], which employs Shamir’s secret sharing scheme [17]. This library ensures secu-
rity assuming a majority of parties are honest, defending specifically against semi-honest
adversaries. Its asynchronous evaluation capability enhances efficiency by enabling com-
munication and computation to proceed simultaneously. MPyC’s use of Python’s operator
overloading feature allows for rapid prototyping and development of SMPC concepts,
making it accessible even to those without specialized SMPC expertise.

3.2.1. Selection Criteria Set

We constructed a simple graphical interface utilizing Python’s Tkinter (https://docs.
python.org/3/library/tkinter.html, accessed on 25 July 2025), incorporating five categories
for clinical researchers to define the selection criteria. This interface allows to select the
following criteria: smoking status, gender, age range, SNOMED CT (https://www.snomed.
org/, accessed on 25 July 2025) code, as well as the quantity and classifications of medical
examinations that the patient has undergone in the preceding x months. Regarding the
smoking status, the system interface maps non-smoker, current smoker, former smoker, and
unknown to the respective numerical identifiers 0, 1, 2, and 3. In gender classification, four
categories are available: male, female, other, and unknown, with these identifiers assigned
numerical values from 0 to 3. For age, the clinical researcher defines an age range with
minimum and maximum values. The interval is exclusive, meaning that the minimum and
maximum ages are not included.

For the SNOMED CT, the prototype supports the four predefined conditions, iden-
tified through the respective code: Polyp of colon (68496003); Cardiac Arrest (410429000);
Hypertension (59621000); and Hyperlipidemia (55822004). Finally, the researcher defines
the minimum number of exams of a given type, that the patient has realized. Exam
types are defined through the Logical Observation Identifiers Names and Codes (LOINC)
(https:/ /loinc.org/, accessed on 23 May 2025), which is a standard for identifying and
describing exams, clinical, and laboratory results. The prototype supports four types of
exams: Lipid panel (57698-3), Blood panel (58410-2), Basic Metabolic Panel (51990-0) and com-
prehensive metabolic panel (24323-8). To allows for an easier secret share, we dropped the
hyphen and the last digit, yielding the codes 57698, 58410, 51990, and 24323.

Moreover, for every selection criterion, the inverse condition can also be employed.
For instance, when clinical researchers choose the criterion of “male” gender and then
apply the inverse condition, the selection will encompass all genders other than male. After
finalizing and submitting the desired selection criteria, a JSON file is created, documenting
the configuration of these selections. Listing 1 demonstrates the JSON file generated based
on the selection criteria depicted in Figure 6.
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Listing 1. Example of a query,json file representing each selected selection criteria.

{
"params": [ "Smoker", "Gender", "Age", "Conditions", "NumberExams" ],
"restrictions": [
{
"restriction_type": "SMOKER",
"value": O,
"inverse": false
},
{
"restriction_type": "GENDER",
"value": O,
"inverse": true
1,
{
"restriction_type": "AGE",
"max_age": 24,
"min_age": 12,
"inverse": false
},
{
"restriction_type": "CONDITION",
"value": 5582004,
"inverse": false
1,
{
"restriction_type": "NUMBEREXAMS",
"nr_exams": 2,
"type": 57698,
"nr_months": 200,
"inverse": false
}
]
}
# Investigador = m} X
MNUMBEREXAMS — I Inverse restriction  |n® exams months Basic Metabolic Panel — Add
Current Query

[Smoker] Not Smoker

(NOT) [Gender] Female

[Age] min: 10, max: 30

(NOT)  [Cendition] Hypertension

[MumberExams] 1 exams in last 2 months of type Basic Metabolic Panel

Figure 6. Interface representing each selected selection criteria.

3.2.2. Algorithm

In our experimental setup, we utilized a standardized program across all entities,
with each participant’s role being determined by their assigned Patient IDentifier (PID).
Specifically, we designated pid O for the patient, pid 1 for the clinical researcher, and pid 2
for decentralized healthcare platform. For the secure exchange of data, MPyC employs
specialized secure types, and our investigation was centered on secure integers and secure
arrays of integers. Algorithm 2 details the steps of the SMPC process. The procedure begins
with the extraction of data, which is converted into a secure format. This secure data is then
secret-shared among the other two participants. In the final step, we loop through each
selection criterion, appraise these based on patient data, and verify whether all assessments

result in a positive outcome.
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Algorithm 2 Algorithm of the proposed SMPC solution.

Read the set of selection criteria from the file
if Patient then
Get data from FHIR file according to the selection criteria
end if
for Each selection criteria do
Share the data through secref sharing
end for
for Each selection criteria do
Evaluate the selection criteria
end for
Result <— Check if all the evaluations are true

R I AT L > e

_ =
=)

3.2.3. Obtaining Data from FHIR Files

For the extraction phase, we utilized the JSON FHIR R4 dataset from Synthea (https:
/ /synthetichealth.github.io/synthea/, accessed on 29 April 2025), an open-source, synthetic
patient generator that models the medical history of synthetic patients. Each file within
this dataset contains comprehensive data of a patient, encompassing medical examinations,
personal information, and health conditions. Using the JMESPath (https:/ /jmespath.org/,
accessed on 29 April 2025) library to query the JSON dataset, we acquired all the necessary
information to verify the truthfulness of the selection criteria.

For determining age, we located the resource denoted as Patient and retrieved the
birthDate attribute, from which the individual’s age is calculated. In terms of gender, we
accessed the gender attribute of the Patient data, converting it to a range of values from 0
to 3.

To determine the smoking status, we investigated all resources categorized as Obser-
vation and identified by the LOINC code 72166-2, which denotes tobacco smoking status.
We then sorted these observations by date to retrieve the latest data and captured the
corresponding code. These codes can be 266919005 for a patient who has never smoked,
449868002 for daily smokers, and 8517006 for former smokers. We subsequently mapped
these values to a scale of 0 to 3, with the value 3 indicating an unknown smoking status.
Listing 2 shows the Python code that handles this extraction logic.

Under the given circumstances, we determined all resources classified as Condition
where the clinicalStatus was active, and the verificationStatus was confirmed, and then
retrieved their associated SNOMED CT codes. To gather all examinations along with
their respective dates, we first identified the resources marked as DiagnosticReport, from
which we extracted the LOINC code representing the exam type and the date utilizing the
effectiveDateTime attribute.

To ensure the secure distribution of data among participants, we employed the MPyC
method input(x) from the SecureObject class. Here, the parameter x is characterized as a
secure object, specifically a secure integer (Seclnt), since our proof-of-concept relied on
utilizing integers as inputs. This function converts a private value into a shared secret
object. Conversely, the MPyC method output(y) from the class SecureObject collects these
individual shares, allowing for the reconstruction of the secret referenced by y.
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Listing 2. Python class for extracting the tobacco smoking status from a FHIR document.

from mpyc.runtime import mpc
from mpyc.sectypes import SecInt
import jmespath as jm

secint_32 = SecInt(32)

class ParamSmoker:
def init__(self, value):

self.value = value

def secret_share(self):
return mpc.input(secint_32(self.value), senders=0)

# Creates a new ParamSmoker object from a FHIR document
# (in JSON format) passed in the ’data’ parameter.
@staticmethod

def from_fhir(data):

# Gets all Observations that have the code 72166-2
# (Tobacco smoking status NHIS), sorted by most recent.
smoker = jm.search(

"""entry[?resource.resourceType == ’Observation’ &&
resource.code.coding[0] .code == ’72166-2°] |
sort_by(@, &resource.issued)[—l].resource.valueCodeableConcept.coding[O].code"“"
, data)
if smoker == ’266919005°: # never smoked tobacco
smoker = 0
elif smoker == ’449868002’: # smokes tobacco daily
smoker = 1
elif smoker == ’8517006°: # ex-smoker
smoker = 2
else: # unknown

smoker = 3

return ParamSmoker (smoker)

3.2.4. Evaluation

To evaluate the selection criteria concerning patient data, we devised a unique function
tailored to each criterion type. When the inverse parameter was activated, we calculated
one minus the result (i.e., 1 — result), using the secure subtraction method sub(a,b).

To evaluate criteria concerning smoking status and gender, we ensured the patient
data met the criteria by using the method eq(a,b) for secure value comparison. The patient’s
age is determined using the function /f(a,b), which securely checks whether 4 is less than b.
First, we confirm lt(min_age, age) and lt(age, max_age), and subsequently employ the secure
method all() to validate if both conditions are true. Listing 3 shows the Python code that
handles the evaluation of the smoking status restriction.

Initially, we examined each condition and matched it with the selection criteria using
the eq(a,b) secure method. The results were organized into an array. Subsequently, we used
the any() secure method to check for an element with the value 1, which signifies a true
boolean value.

The process of assessing the criteria for selecting exams begins by iterating over the
entire list of exams to identify the specific exam and tallying the exams conducted in the
preceding x months. Subsequently, this count is compared against the number of specified
exams. The summation is executed using the secure function sum(a,b), and comparisons
are accomplished through the It(a,b) and eq(a,b) methods.
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Listing 3. Python class for evaluating the smoking status restriction.

from mpyc.runtime import mpc
from mpyc.sectypes import SecInt

secint_32 = SecInt(32)

class RestrictionSmoker:
param = "Smoker"

def __init__(self, value: int, inverse: bool):
if value not in [0, 1, 2, 3]:
raise Exception("Value must be between O and 3")
self.restriction_type = "SMOKER"
self.value = value
self.inverse = inverse

def __eq__(self, other):
return (self.restriction_type == other.restriction_type and
self.value == other.value)

# Evaluates the smoking status restriction.
@mpc.coroutine
async def evaluate(self, smoker):
if self.inverse:
return mpc.sub(secint_32(1), mpc.eq(self.value, smoker))
else:
return mpc.eq(self.value, smoker)

3.2.5. Aggregation Tool

To simulate the computation for all three participants, it is necessary to run the
Python script thrice in an asynchronous manner. As a result, we crafted an aggregation
script that initiates and runs them using Python’s asyncio library, specifically through the
create_subprocess_shell() function. Following this, the results of all three executions
are aggregated using the gather (xobj) method, which assembles separate secure objects
from each party into a unified list of secure objects. Finally, the application displays the
patient’s FHIR file, indicating whether it satisfies the criteria necessary for inclusion in the
cohort study.

The typical execution of the aggregation script aggregator . py involves performing a
single run for a randomly selected patient, based on the selection criteria specified in the
query . json file. This default configuration can be modified by specifying the population
size, the specific FHIR file for a patient, and the related file that includes the selection
criteria. Table 2 lists the command line parameters for the aggregator.py Python script.

Table 2. List of all command line parameters available in the Python aggregator.py script.

Code Description Default
-p/-population Number of patients 1
-q/—query Path to the query file data/query/queryjson
-f/—thir Path to the FHIR file Random file from data/fhir folder
4. Results

To evaluate our proof-of-concept, we collected data utilizing the Python time module,
specifically the perf_counter () function, along with the default MPyC logging messages.
The experiments were conducted on a Windows 11/23H2 machine equipped with an AMD
Ryzen 5 5600 CPU and 8 GiB of RAM. It is important to note that communication time was
excluded from our analysis, although it should be addressed in a practical implementation
for a fairer assessment.

Figure 7 illustrates how the patient count (referred to as the population) correlates
with the total execution duration. This dataset was derived by running the aggregator
script 30 times and computing the average duration for patient groups of 5, 10, 25, 50, and
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100. For our selection criteria, we chose one criterion from each category, and patients
were drawn randomly a single time. As depicted, the execution time scales linearly with
the population size, consuming approximately 0.43 seconds per patient to determine their
eligibility for inclusion in clinical trial cohorts.

40 -

0 | | | | |
0 20 40 60 80 100 120

Number of patients (Population)

Figure 7. Relationship between execution time and number of patients.

Figure 7 illustrates a linear increase in execution time relative to population size.
Consequently, subsequent experiments were carried out solely with 100 patients.

Figure 8 illustrates the data volume exchanged among participant types for both Age
and Smoking\&Gender, while Figure 9 depicts this information for exams/conditions. The
figures are based on the average bytes exchanged between participants over 30 distinct trials.

The dataset employed for evaluating criteria regarding age, smoking habits, and
gender selection follows a systematic pattern; individual comparisons are made for smoking
and gender, while two comparisons are applied to age. Concerning medical conditions
and examinations, data transmission scales in direct relation to the quantity of information
analyzed. For example, when assessing a patient subjected to 459 examinations, the data
exchanged amounted to 1780 KiB.

|
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Figure 8. Data sent for age, smoking and gender selection criteria.
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Figure 9. Data sent for a different number of conditions and exams.

5. Discussion

This research illustrated the viability of using Secure Multi-Party Computation (SMPC)
for forming clinical trial cohorts using sensitive patient information, yielding a solution
balancing between data usefulness and personal privacy. Results suggest that incorpo-
rating SMPC into a healthcare data framework can streamline data collection processes,
such as cohort selection, minimizing time delays and reducing the volume of managed
data shares. This removes one of the most relevant obstacle of private data sharing for
cohort study, offering a solution for clinical researchers to access and analyze aggregated
patient characteristics without compromising the confidentiality of individual records. The
charactistics, in terms of confidenciality and privacy, that our proposed solution provides
aligns with the current guidelines in the European Health Data Space [46] by providing a
confidential (no single node in the computation can obtain the patient data) and privacy
preserving (the computation results don’t allow for the inferences on the original data)
mechanism for secondary uses.

Selecting MPyC for the SMPC implementation, along with Python and FHIR-based
data structures, enabled secure integer operations and array processing, demonstrating
the viability of using contemporary SMPC libraries in healthcare contexts. The capability
to execute computations on private data, ensuring that no single participant uncovers
the inputs from others, is crucial for data sharing in sensitive areas. Section 4 examined
specific characteristics of the proof-of-concept, including the short time interval needed
to assess the eligibility of an individual for inclusion in the clinical trial cohort. This
evaluation process can be expedited further by opting for an alternative implementation of
SMPC, such as employing a C/C++ version instead of relying on a Python implementation,
which is documented to be significantly slower [47]. Evaluating the optimal cost-benefit
security model with precision is essential prior to implementation. The MP-SPDZ [47]
framework offers a method to comprehensively analyze the balance between costs and
benefits, enhancing decision-making.

One of the limitations of our proof-of-concept is its dependence on predefined selection
criteria. Establishing new criteria necessitates outlining the method for extracting pertinent
information from the FHIR file, determining a suitable data type for sharing, and designing
a process to assess the new criteria. Another limitation is that only specific data types can
be shared and evaluated, often necessitating the use of particular formats and standards,
like LOINC and SNOMED (T, for representing medical conditions, diagnostic tests, and
clinical findings. These formats also pose challenges; for example, if a condition is novel,
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uncommon, or absent from these coding systems, it cannot be feasibly chosen as a condition
for the selection criteria. Furthermore, while the time overhead was minimal for the tested
scenarios, scalability remains a critical consideration for significantly larger datasets or a
greater number of participating institutions, where the communication and computational
burdens of SMPC protocols can escalate.

A proof-of-concept study inherently omits several legitimate concerns from its scope.
The question is can this method be successfully implemented in real-world scenarios,
where conditions are not completely controllable? We acknowledge that implementing
a solution using our suggested method will encounter challenges, but these should be
assessed against other methods and their associated complexities. The primary alternative
to forming a clinical trial cohort without breaching patient confidentiality is encryption,
which comes with significant drawbacks such as key management and computational
complexity, particularly with techniques like Homomorphic Encryption. The efforts to
implement a SMPC approach appear advantageous when compared to the complexity
involved in cryptographic solutions, especially considering that quantum computing might
soon pose a real concern.

6. Conclusions

The study explored the viability of employing Secure Multi-Party Computation
(SMPCQ) for constructing clinical trial cohorts from patients” confidential data. It tack-
led the challenge of balancing data-driven research needs with the critical importance
of patient privacy and confidentiality. We devised and assessed a prototype system that
involves three key participants—the patient, the clinical researcher, and a computation
service provider—who collaboratively assess a patient’s trial eligibility without exposing
raw medical data to unauthorized parties. This system utilizes the MPyC library to execute
secure computations on data derived from standard FHIR files, evaluating it against pre-
defined criteria such as age, gender, smoking habits, and particular medical conditions
and tests.

Our results demonstrate that SMPC is a viable solution for this use case. The proof-
of-concept exhibited efficient performance, with execution time scaling linearly with the
number of patients, requiring only a minimal computational overhead per patient. This
confirms that private cohort selection can be achieved without imposing significant delays.
The architecture guarantees that no single entity gains access to the complete patient profile,
thus preserving privacy throughout the eligibility assessment process. However, we also
identified key constraints, notably the system’s reliance on predefined selection criteria
and its dependency on standardized coding systems like SNOMED CT and LOINC, which
could limit its applicability for novel or non-coded conditions.

In future research, multiple pathways can be explored to enhance the system’s adapt-
ability and efficiency. An enhancement would involve crafting a more versatile framework
that lets clinical researchers establish custom selection criteria via an intuitive interface,
which would be automatically transformed into a circuit compatible with SMPC. This
approach would address the current constraint of fixed criteria. Additionally, performance
might be improved by transitioning the implementation from Python to a more rapid
framework such as MP-SPDZ, supporting compiled languages like C/C++. This transition
would also permit a comparative study of various security models (e.g., semi-honest versus
malicious) and their respective performance implications. Future endeavors should involve
large-scale experiments that incorporate real-world network latency to thoroughly evaluate
the system’s feasibility in a production context. On a higher level, subsequent research
should include the integration of blockchain technology to incentivize patients to enter
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EHR Eletronic Health Records

FHE Fully Homomorphic Encryption

FHIR Fast Healthcare Interoperability Resources
GDPR  General Data Protection Regulation

HE Homomorphic Encryption

JSON JavaScript Object Notation
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