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Resumo

É bem estabelecido que a inteligência artificial é uma presença duradoura, oferecendo
diversas aplicações no nosso quotidiano. No domínio da visão computacional, tais apli-
cações incluem o reconhecimento facial, a deteção de objetos — utilizados na indústria
e em veículos autónomos — bem como a análise de imagens médicas. Contudo, estas
aplicações permanecem suscetíveis a vulnerabilidades de segurança, particularmente a
ataques adversariais, que introduzem perturbações impercetíveis capazes de enganar as
classificações dos modelos. Com base nestas características, esta dissertação investiga a
utilização de modelos generativos para produzir exemplos adversariais capazes de en-
ganar múltiplos modelos de classificação.

Como estudo preliminar, foi utilizado uma Deep Convolutional Generative Adversar-
ial Network (DCGAN) com a adição de um codificador para gerar imagens adversariais
capazes de enganar cinco modelos de classificação distintos. Posteriormente, foi desen-
volvida uma nova arquiteturamultiobjetivo, com o nomeMulti-Objective Superstar Adver-
sarial GAN (MOSA-GAN) concebida para gerar exemplos adversariais ao mesmo tempo
que preserva elevada qualidade e fidelidade de imagem. A robustez da MOSA-GAN foi
ainda avaliada contra mecanismos de defesa de última geração, para aferir a sua eficácia
em contextos adversariais mais amplos. Os experimentos foram conduzidos em conjun-
tos de dados perturbados por quatro ataques distintos, em cinco níveis de magnitude de
perturbação, e avaliados em cinco modelos de classificação. As métricas de desempenho
incluíram a Fooling Rate (FR), juntamente com métricas que aferem a qualidade de im-
agem Fréchet Inception Distance (FID) e Learned Perceptual Image Patch Similarity (LPIPS).

Os resultados indicamque a abordagem inicial atingiu umFRde até 91,21%,mas com
fraca qualidade de imagem. Em contraste, a MOSA-GAN alcançou um equilíbrio eficaz,
atingindo uma FR de de 89,63% enquanto mantinha elevada qualidade de imagem, com
valores de LPIPS e FID tão baixos quanto 0,23 e 0,25, respetivamente. Com defesas, a FR
reduziu ligeiramente, enquanto um cenário preservou melhor a qualidade de imagem.
Os resultados mostram que modelos generativos são viáveis para gerar imagens adver-
sariais, e que a MOSA-GAN equilibra a eficácia adversarial e a qualidade de imagem,
validando a abordagem multiobjetivo, com e sem defesas.

Palavras-Chave: Ataques Adversariais, Ataques Baseados em Perturbações, Defesas Ad-
versariais, Modelos de Aprendizagem Profunda, Redes Generativas Adversariais.
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Abstract

It is well established that Artificial Intelligence (AI) is an enduring presence, offering
diverse applications in daily life. In the domain of Computer Vision (CV), such appli-
cations include facial recognition for device unlocking, object detection — employed in
industrial settings and autonomous vehicles — and medical image analysis. However,
these applications remain susceptible to security vulnerabilities, particularly adversar-
ial attacks, which introduce imperceptible perturbations capable of misleading model
classifications. Building on these characteristics, this dissertation investigates the use of
generativemodels to produce adversarial samples that can deceivemultipleDeepNeural
Network (DNN) models.

As a preliminary study, a Deep Convolutional Generative Adversarial Network (DC-
GAN) augmented with an encoder was employed to generate adversarial images tar-
geting five distinct DNN models. Subsequently, a novel multi-objective architecture,
Multi-Objective Superstar Adversarial GAN (MOSA-GAN), was developed to simulta-
neously generate adversarial samples while preserving high image quality and fidelity.
The robustness of MOSA-GAN was further evaluated against state-of-the-art defence
mechanisms to assess its effectiveness in broader adversarial contexts. Experimentswere
conducted on datasets perturbed by four distinct attacks across five levels of perturba-
tionmagnitude and evaluated on five DNNmodels. Performancemetrics included Fool-
ing Rate (FR), alongside image quality measures Fréchet Inception Distance (FID) and
Learned Perceptual Image Patch Similarity (LPIPS).

Results indicate that the initial approach achieved a FR of up to 91.21%, but exhib-
ited poor image quality and fidelity. In contrast, MOSA-GAN achieved a balanced trade-
off, reaching a FR of 89.63% while maintaining high image quality, with LPIPS and FID
scores as low as 0.23 and 0.25, respectively. When defences were applied, FR showed
a slight reduction, with a minor deterioration in image quality in one scenario. These
findings demonstrate the feasibility of using generative models for adversarial image
generation and confirm that MOSA-GAN effectively balances adversarial effectiveness
with image fidelity, validating the proposed multi-objective approach in both the pres-
ence and absence of defence strategies.

Keywords: Adversarial Attacks, Adversarial Defences, Deep Neural Networks, Genera-
tive Adversarial Networks, Perturbation-Based Attacks.
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Glossary

Adversary An entity, oftenmodelled as an attacker, that intentionallymanipulates input
data or exploits model vulnerabilities to mislead, degrade, or subvert the
performance of a machine learning system. (p. 6)

Fréchet A measure of similarity between curves that takes into account the location
and ordering of the points along the curves, commonly known as the Fréchet
distance. (p. 18)

Nadir Point In multi-objective optimisation, the nadir point is the point in the objec-
tive space representing the worst values of each objective among the Pareto-
optimal solutions. It is used to understand the extent of trade-offs and to
normalise objectives. (p. 11, 12, 37)

Nadir Slack In multi-objective optimisation, nadir slack is a small positive value added
to the nadir point to slightly relax the worst objective values among Pareto-
optimal solutions. It is used to improve numerical stability, define a relaxed
objective space, and aid in normalisation or scalarisation of objectives. (p.
37, 41)

Pareto Front In multi-objective optimisation, the Pareto Front is the set of non-dominated
solutions, where no objective can be improved without degrading at least
one other objective. It represents the trade-offs among conflicting objectives.
(p. 11, 12)

Perturbation A carefully crafted modification to an input, designed to deceive a machine
learning model into producing an incorrect output. In the context of adver-
sarial attacks, perturbations are typically constrained to be small under a cho-
sen norm so that they remain imperceptible to humans while maximising the
likelihood of model misclassification. (p. 13, 15, 16)

Transferability The property of an adversarial perturbation crafted for one model to remain
effective in misleading other models, even when these models differ in archi-
tecture or training data. (p. 18)
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1
Introduction

It is well established that Artificial Intelligence (AI) is here to stay. Numerous benefits
can be realised through this technology, including the automation of repetitive tasks
(Pannu, 2018), enhanced data analysis and decision-making (Lu, 2019), advancements
in healthcare diagnostics and treatment (Racine et al., 2019), and risk prediction and
management (Caiming Zhang et al., 2021). One of the main advantages of AI lies in
the field of Computer Vision (CV), which involves the creation or analysis of images
and videos to improve related tasks, such as generating a desired image or classifying it
(Voulodimos et al., 2018). CV applications are widely used in daily life, including facial
recognition for device unlocking (Wang et al., 2019), object detection, employed in both
industrial settings and autonomous vehicles (Parekh et al., 2022), barcode and QR code
scanning (Tiwari, 2016), medical imaging analysis (Racine et al., 2019), and security
surveillance (Szeliski, 2022). Recently, the integration of robotics and CV has also begun
to emerge. For example, Gemini Robotics employs AI-based CV tools to classify objects,
enabling their robots to perform a variety of tasks (Gemini Robotics Team et al., 2025).
This type of implementation clearly demonstrates thatAI, particularly inCV, is becoming
an integral component of modern technology.

However, these tools are often not developed with a security-by-design mindset, and
as research continues to advance and CV technologies become increasingly integrated
into daily life, the risk of malicious exploitation grows. The potential for misuse is a
significant concern, particularly in relation to the everyday lives of users, and the field
of CV and its applications is no exception (Chiyu Zhang et al., 2025).

In 2024, a flaw in Apple’s Vision Pro headset allowed attackers to interpret users’ eye
movements and reconstruct typedmessages andpasswordswith high accuracy (Burgess,
2024). This vulnerability exploited the device’s eye-tracking feature, raising serious con-
cerns about biometric data privacy. Moreover, in 2025, researchers developed a tech-
nique named RisingAttacK, which subtly manipulates key features in visual inputs to
deceive AI systems without producing visible changes for human observers (Paniagua
et al., 2025). This method affects widely used vision architectures such as ResNet-50 and
ViTB, posing risks to systems that rely on accurate visual data, including autonomous

1



2 1. Introduction

vehicles. This type of technique falls within the category of adversarial attacks.
An adversarial attack is a deliberate attempt to manipulate the input of a Machine

Learning (ML) model to induce incorrect or unexpected outputs (Huang et al., 2011).
In the context of CV, these attacks typically involve small, often imperceptible pertur-
bations to images that cause the model to misclassify them (Finlayson et al., 2019). De-
spite their minimal nature, such alterations exploit vulnerabilities in the model’s feature
extraction and decision-making processes, exposing fundamental weaknesses in its ro-
bustness. Adversarial attacks are of critical concern in cybersecurity because they can
undermine the reliability and safety of AI-driven systems, such as those mentioned pre-
viously — autonomous vehicles, biometric authentication, and surveillance systems —
potentially resulting in severe operational and security consequences (Chiyu Zhang et
al., 2025). Beyond security, adversarial attacks susceptibility raises questions of fairness,
transparency, and accountability, as systems may be manipulated in ways that under-
mine their intended use (Brundage et al., 2018). Therefore, the mitigation of adversarial
attacks are essential for ensuring the trustworthiness and resilience of AI technologies.

Building on the need tomitigate adversarial attacks and to ensure the trustworthiness
of AI applications in daily life, this dissertation presents the following work. We investi-
gate whether a generative model trained on malicious images can produce on-demand
adversarial images with imperceptible modifications that mislead a target classification
model. The objectives and contributions of this dissertation are threefold:

• Test the aforementioned hypothesis and develop a toolbox capable of generating
adversarial images.

• Analyse the behaviour of the generative model and assess whether it can extract
and learn adversarial features from the training data.

• Evaluate the model’s potential as a robustness mechanism, i.e., whether the gen-
erated 𝑛-images can be used to augment classifier training and thereby improve
resistance to such attacks.

Given the problem statement and objectives of this dissertation, two distinct stud-
ies were conducted. The first employed a pre-existing generative model to evaluate
the points aforementioned, representing the preliminary stage of this work. The sec-
ond study developed a novel generative architecture, MOSA-GAN, informed by insights
from the first study, specifically the need to balance attack effectiveness and image qual-
ity. Both studies include a detailed methodology and extensive evaluation to ensure
rigorous academic and scientific results. Additionally, these studies contribute to the
scientific community by presenting a newapproach for testing this hypothesis, with com-
prehensive evaluation of both attack effectiveness and image quality. The first study was
presented and published at a conference (Areia et al., 2025c), while the second studywas
also presented at a conference (Areia et al., 2025a) and subsequently published (Areia
et al., 2025b). Importantly, the second study introduces the novel adversarial generative
architecture MOSA-GAN, which employs multi-objective optimisation mechanisms de-
signed to address the requirements outlined above. Furthermore, all code and materials
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have been made available as open source.
Additionally, all three objectives of this study were successfully achieved, as two dis-

tinct investigations were conducted sequentially, each producing strong results aligned
with the stated objectives. One of the main secondary objectives, as previously men-
tioned, was to balance attack effectiveness and image quality using a generative model.
The experimental evaluations demonstrated that this is not only possible but feasible, as
evidenced by the development of MOSA-GAN.

Beyond this achievement, further work was undertaken to strengthen the contribu-
tion under rigorous scientific standards. Experimental tests included variations in per-
turbationmagnitude, application of defences against the proposedmodel, ablation stud-
ies of the multi-objective optimisation framework, and extensive evaluations across both
models. Collectively, these efforts confirm that the objectives were not only met but also
that the study was thoroughly assessed and its robustness reinforced.

Finally, this dissertation is organised as follows. Chapter 2 provides a theoretical
overview of the key topics addressed, followed by Chapter 3, which presents the work
developed during the preliminary stage of the research. The subsequent Chapter 4 intro-
duces themain contribution of this study, namely the novelMOSA-GANmodel architec-
ture. The dissertation concludes with Chapter 5, where the key findings are summarised
and potential directions for future research are discussed.



2
Background and RelatedWork

This chapter aims to present the fundamental knowledge necessary to understand the
concepts discussed in this thesis. It is structured sequentially, beginning with a brief
introduction to CV, followed by an overview of adversarial ML. Next, the concepts and
variants of generative models are presented, followed by a discussion of adversarial at-
tacks and defences. Finally, this chapter reviews the evaluation metrics used to assess
the quality of generated adversarial samples and their impact on a given DNN model,
concluding with related work relevant to this dissertation.

2.1 Computer Vision

As ML increasingly permeates various aspects of modern life, CV has become a cru-
cial component in the development of intelligent systems (Chiyu Zhang et al., 2025).
The application of Deep Learning (DL) has driven substantial progress in numerous CV
tasks, including object detection (Ouyang et al., 2017; Diba et al., 2016), motion track-
ing (Doulamis, 2018), action recognition (Lin et al., 2016; Cao et al., 2016), human pose
estimation (Toshev et al., 2014; X. Chen et al., 2014), and semantic segmentation (Noh
et al., 2015; Long et al., 2015). In simple terms, its goal is to extract meaningful informa-
tion from visual data, allowing machines to perform tasks that typically require human
visual understanding (Doulamis, 2018).

Additionally, a common task in CV is image classification, where the objective is to
assign a label or category to an input image. Formally, given an image 𝑥 ∈ R𝐻×𝑊×𝐶 ,
where 𝐻,𝑊 and 𝐶 denote height, width, and number of channels, a classification model
outputs a predicted label 𝑦 ∈ {1, 2, . . . , 𝐾} among 𝐾 possible classes.

Early approaches in CV relied on handcrafted feature extraction techniques, such
as Scale-Invariant Feature Transform (SIFT) (Lowe, 2004), Histogram of Oriented Gra-
dient (HOG) (Dalal et al., 2005), and colour histograms, combined with conventional
classifiers like Support Vector Machine (SVM) or k-Nearest Neighbours (k-NN). These
methods were constrained by their reliance on manually designed features, which of-
ten required domain expertise and struggled to generalise in complex or highly variable

4
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visual scenarios (Zhao et al., 2024).

The advent of DL, particularly Convolutional Neural Network (CNN), has funda-
mentally transformed CV. CNNs were inspired by the structure of the visual system,
particularly the models proposed by Hubel et al. (1962). These architectures can auto-
matically learn hierarchical feature representations directly from raw image data, cap-
turing simple edges in shallow layers and complex object structures in deeper layers.

A CNN comprises three primary types of neural layers: 𝑖) convolutional layers, 𝑖𝑖)
pooling layers, and 𝑖𝑖𝑖) fully connected layers, each serving a distinct function. Figure 2.1
illustrates a CNN architecture for an image classification task. Each layer transforms the
input volume into an output volume of neuron activations, ultimately producing a 1D
feature vector in the final fully connected layers.

64 64 I/
2

Conv1

256 256 256 I/
4

Conv2

512 512 512 I/
8

Conv3

512 512 512 I/
16

Conv4

4096 4096

FC to Conv

K I/
32

FC8 to
Conv

K

DeConv

K I

Softmax

Figure 2.1: Example architecture of a CNN for a CV task, specifically image classification, comprising
convolutional layers, pooling layers, and fully connected layers.

Well-established architectures, includingAlexNet (Krizhevsky et al., 2012), VGG (Si-
monyan et al., 2015), ResNet (K. He et al., 2016a), and EfficientNet (Tan et al., 2019), have
demonstrated state-of-the-art performance in image classification benchmarks.

Regarding the aforementioned widely used application of CV, namely image classi-
fication, the typical workflow consists of four steps: 𝑖) data collection and preprocessing,
𝑖𝑖)model design, 𝑖𝑖𝑖)model training, and 𝑖𝑣)model evaluation. In the first step, data col-
lection and preprocessing, labelled image datasets are acquired and transformations such as
resizing, normalisation, and augmentation are applied to improve model generalisation.
In the second step, an appropriate Neural Network (NN) architecture is selected, and
the learning objective (e.g., cross-entropy loss) is defined. The third step, model training,
involves optimising model parameters using gradient-based methods over the training
dataset. Finally, in the fourth step,model evaluation, performance is assessed on a separate
test set using metrics such as accuracy, precision, recall, and F1-score.

Ultimately, understanding the fundamentals of CV, particularly classification tasks,
is essential for addressing the cybersecurity challenges in these systems, including ad-
versarial attacks, data poisoning, and model inversion, which exploit the vulnerabilities
of visual models (Akhtar et al., 2021).
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2.2 Adversarial Machine Learning

According to Huang et al. (2011), adversarial ML involves both the design of ML algo-
rithms capable of resisting sophisticated attacks and the study of the capabilities and
limitations of such attacks. These capabilities can be categorised according to the stage
at which the attack occurs: the training (poisoning) stage or the testing (evasion) stage
(Chiyu Zhang et al., 2025). Each one can further be subdivided into more specific com-
ponents, as outlined in the list below. The training stage can be divided into three main
types, consistent with the definitions provided by Ximeng Liu et al. (2021) and Huang
et al. (2011):

• Data Injection: The objective is to inject poisoning samples into the training dataset,
thereby altering its distribution and causing the learner to train a flawed model.
This attack is also referred to as causative poisoning.

• Data Modification: This attack aims to contaminate the dataset by modifying it
prior to its use in training the target model, i.e., by introducing systematic bias or
mislabelling (also known as label flipping).

• Logic Corruption: In this attack, the adversary manipulates the learning algo-
rithm, training procedure, or model parameters to insert hidden behaviours (back-
doors) or otherwise degrade the model’s integrity.

Similarly, the testing stage can also be categorised into three scenarios, as reported
by Chiyu Zhang et al. (2025), Bo Liu et al. (2021), and Ximeng Liu et al. (2021):

• White-box: The adversary has complete knowledge of the target model, including
its architecture, parameters, and training data. Using this information, vulnerabil-
ities are identified and exploited to launch an attack.

• Black-box: The adversary has no prior knowledge of the target model. Instead,
they infer vulnerabilities by analysing the outputs produced by the model in re-
sponse to a series of queries.

• Grey-box: The adversary has partial knowledge of the target model, such as its
architecture or training data, but is unaware of the defence mechanisms in place.

Additionally, adversarial ML comprises several attack types, including model inver-
sion attacks (Al-Rubaie et al., 2019), inference attacks (Bo Liu et al., 2021), poisoning
attacks, and model extraction attacks (Ximeng Liu et al., 2021).

In model inversion attacks, certain ML algorithms, such as NNs or ridge regression,
do not explicitly store feature vectors. The adversary’s objective is to reconstruct feature
vectors resembling those used to train the model by exploiting its outputs (Al-Rubaie et
al., 2019). Although not always considered a typical adversarial attack, inversion attacks
aim to analyse data to illegitimately gain knowledge about a subject (Krumm, 2007; Bo
Liu et al., 2021), potentially granting unauthorised access to sensitive informationwithin
a model.
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Poisoning attacks target the training data to corrupt it, enabling misclassification of
specific malicious samples during testing by injecting malicious data, altering labels, or
subtly corrupting the dataset (Ximeng Liu et al., 2021), while model extraction attacks
aim to recover a target model’s parameters, often with black-box access, compromising
the confidentiality of the underlying ML algorithm (Chiyu Zhang et al., 2025).

The discovery of adversarial examples reveals that MLmodels, especially DNNs, are
vulnerable to imperceptible perturbations (Szegedy et al., 2014; Ian J Goodfellow et al.,
2015), highlighting the instability of their decision boundaries under small input changes
(Papernot et al., 2016), and raising concerns about their reliability despite state-of-the-
art performance on conventional benchmarks; from a theoretical standpoint, adversarial
robustness complements generalisation, where robust models performwell on both nat-
ural distributions and adversarially perturbed inputs (Madry et al., 2018), contributing
to more secure ML systems and a deeper understanding of learning limitations.

2.3 Generative Adversarial Networks

Generative adversarial models are ML frameworks that create new data samples sim-
ilar to an existing dataset, targeting the data distribution rather than just classification
or regression. Generative Adversarial Networks (GANs) exemplify these models. In-
troduced by Ian J. Goodfellow et al. (2014), they operate by training two networks in
competition. The learning process is framed as a game between two components: a gen-
erator (𝒢), which produces synthetic data, and a discriminator (𝒟), which assesses its
authenticity (Creswell et al., 2018). This adversarial interaction drives 𝒢 to improve it-
eratively until its outputs are nearly indistinguishable from real data, making generative
adversarial models a cornerstone ofmodern generativemodelling techniques. Figure 2.2
illustrates a typical GAN architecture, including the training process and the expected
output generated from this training.

Figure 2.2: Typical GAN architecture. In this architecture, the two models learned during the training
process of a GAN are the discriminator and the generator. Adapted from Creswell et al. (2018).

As previously mentioned, both networks are trained simultaneously in a competitive
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setting. The generator 𝒢 learns indirectly, relying on feedback from 𝒟 , as it does not
have direct access to real images. The discriminator 𝒟 receives both synthetic samples
generated by 𝒢 and authentic samples drawn from the real dataset.

In a typical GAN architecture, both 𝒢 and 𝒟 are generally composed of multi-layer
networks, incorporating convolutional and/or fully connected layers (Lee et al., 2019a).
The discriminator 𝒟 can be defined as a function mapping image data to a probability,
indicating whether an image originates from the real data distribution or from 𝒢’s dis-
tribution: 𝒟 : 𝒟(𝑥) → (0, 1) (Choi et al., 2018a). For a fixed 𝒢, 𝒟 is trained to classify
images as real (predictions close to 1) or fake (predictions close to 0). Once𝒟 achieves
optimal performance, it can be held fixed while 𝒢 continues training to reduce𝒟’s clas-
sification accuracy (Odena et al., 2017). If 𝒢’s distribution eventually matches the real
data distribution perfectly,𝒟 becomesmaximally uncertain, predicting 0.5 for all inputs.
Furthermore, a GAN can be optimised using the following objective functions:

𝒢̂ = arg min
𝒢
{ℒ𝑎𝑑𝑣(𝑟,𝒟(𝒢(𝑍)))} (2.1)

𝒟̂ = arg min
𝒟
{ℒ𝑎𝑑𝑣(𝑟,𝒟(𝑋) + ℒ𝑎𝑑𝑣( 𝑓 ,𝒟(𝒢(𝑍)))} , (2.2)

where 𝑟 and 𝑓 are set to one and zero, respectively, 𝑍 represents random noise sam-
ples from which 𝒢 produces synthetic images, and 𝑋 denotes a batch of real images.

2.3.1 Generative Adversarial Network Variants

While standardGANs can incorporate differentNNs architectures, DCGANs specifically
employ CNNs in both 𝒢 and 𝒟 (Alec Radford, 2016). This design exploits the ability
of CNNs to capture spatial hierarchies, making DCGANs especially effective for image
generation and evaluation (Jenkins et al., 2024; Li et al., 2025).

Within a DCGAN, 𝒢 employs transposed convolutional layers — also referred to as
deconvolutional layers—to upsample an input noise vector 𝑍 into a realistic image (Bingqi
Liu et al., 2022). The transformation at each layer is defined as:

𝒢(𝑍) = 𝜎(𝑊𝑇 ∗ 𝑍 + 𝑏), (2.3)

where𝑊𝑇 denotes the transposed convolutional filters, ∗ represents the convolution
operation, 𝑏 is the bias term, and 𝜎 is an activation function, typically ReLU. Conversely,
𝒟 applies convolutional layers to downsample the input image 𝑋, extract features, and
classify images as real or fake (Alec Radford, 2016). This process is given by:

𝒟(𝑋) = 𝜎(𝑊 ∗ 𝑋 + 𝑏), (2.4)

where𝑊 denotes the convolutional filters, with other terms defined as above. The ac-
tivation function 𝜎 differs between the two networks: in 𝒢, it is typically ReLU, whereas
in𝒟 , LeakyReLU is recommended, as suggested by Alec Radford (2016). These convo-
lutional operations allow DCGANs to capture spatial hierarchies in images, resulting in
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more realistic (Viola et al., 2021) and coherent (Bingqi Liu et al., 2022) image generation
compared to standard GANs that do not exploit such layers.

In addition to DCGANs, several other GAN variants have been proposed, including
ControlGAN (Lee et al., 2019b), CycleGAN (Zhu et al., 2020), StarGAN (Choi et al.,
2018b), and the more recent SuperstaGAN (Ko et al., 2023).

In ControlGAN, Data Augmentation (DA) is employed together with an additional
classifier (𝒞), which is independent of𝒟 , to determine whether the generated samples
belong to the target domain. A fine-grained classifier trained with DA provides reliable
guidance to𝒟 , which is optimised using a classification loss derived from this indepen-
dent classifier. The objective functions of ControlGAN are defined as follows:

𝒢̂ = arg min
𝒢
{ℒ𝑎𝑑𝑣(𝑟,𝒟(𝒢(𝑍))) + 𝜆𝑐𝑙𝑠 · ℒ𝑐𝑙𝑠(𝑇,𝒞(𝒢(𝑍, 𝑇)))} (2.5)

𝒟̂ = arg min
𝒟
{ℒ𝑎𝑑𝑣(𝑟,𝒟(𝑋) + ℒ𝑎𝑑𝑣( 𝑓 ,𝒟(𝒢(𝑍)))} , (2.6)

𝒞̂ = arg min
𝒞
{ℒ𝑐𝑙𝑠(𝑇,𝒞(𝑋𝑎𝑢𝑔))} , (2.7)

where 𝜆𝑐𝑙𝑠 is a hyperparameter for conditional learning, 𝑇 denotes the target domain
label, and 𝑋𝑎𝑢𝑔 denotes the real image modified by DA.

Regarding CycleGAN, the same achieves remarkable results in image-to-image trans-
lation in an unsupervised manner, enabling model training without the need for paired
datasets by enforcing the property of cycle consistency (Zhou et al., 2016). The Cy-
cleGAN framework consists of two generators 𝒢 (𝒢𝐴𝐵 and 𝒢𝐵𝐴) and two discrimina-
tors 𝒟 (𝒟𝐴 and 𝒟𝐵), where each 𝒢–𝒟 pair corresponds to a domain (𝐴 or 𝐵). Given
an image 𝑋𝐴 from domain 𝐴, 𝒢𝐴𝐵 translates it into an image in domain 𝐵, denoted as
𝑋̂𝐵 = 𝒢𝐴𝐵(𝑋𝐴). Applying both 𝒢 sequentially should reconstruct the original image, i.e.,
𝒢𝐵𝐴(𝒢𝐴𝐵(𝑋𝐴)) = 𝑋𝐴. This property, known as cycle consistency, is incorporated into the
training process as the cycle-consistency loss. The two discriminators 𝒟 , 𝒟𝐴 and 𝒟𝐵,
then evaluate whether the translated images are realistic and whether they exhibit the
features of the corresponding target domain. However, CycleGAN has a fundamental
limitation: it can only perform image-to-image translation between two domains (Ko
et al., 2023). To address this, StarGAN introduces conditional inputs for 𝒢 and an aux-
iliary classifier 𝒞 within 𝒟 . This design enables StarGAN to perform image-to-image
translation across multiple domains using a single 𝒢–𝒟 pair.

StarGAN’s training procedure is similar to the cycle-consistency approach used in
CycleGAN. Given an input image 𝑋 with domain label 𝑇, the generator 𝒢 translates it
to a target domain 𝑇′, i.e., 𝒢(𝑋, 𝑇′). The translated image is then reconstructed back
into the original domain 𝑇 using the same 𝒢 with the corresponding domain label, i.e.,
𝒢(𝒢(𝑋, 𝑇′), 𝑇). The reconstructed image is expected to match the original, and an ℒ∞
loss is employed to enforce this consistency. This process ensures that the translated
image modifies only domain-specific features while preserving the overall content of
the original image. The training objectives of StarGAN are defined as:
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𝒢̂ = arg min
𝒢
{ℒ𝑎𝑑𝑣(𝑟,𝒟(𝒢(𝑋, 𝑇))) + 𝜆𝑐𝑙𝑠 · ℒ𝑐𝑙𝑠(𝑇,𝒞𝒟 (𝒢(𝑋, 𝑇)))

+ 𝜆𝑟𝑒𝑐 · ℒ𝑟𝑒𝑐(𝑋,𝒢(𝒢(𝑋, 𝑇), 𝑇′))}
(2.8)

𝒟̂ = arg min
𝒟
{ℒ𝑎𝑑𝑣( 𝑓 ,𝒟(𝒢(𝑋, 𝑇))) + ℒ𝑎𝑑𝑣(𝑟,𝒟(𝑋))

+ 𝜆𝑐𝑙𝑠 · ℒ𝑐𝑙𝑠(𝑇,𝒞𝒟 (𝑋))} ,
(2.9)

where 𝜆𝑐𝑙𝑠 and 𝜆𝑟𝑒𝑐 are hyperparameters controlling the balance of adversarial, clas-
sification, and reconstruction losses, and 𝒞𝒟 denotes the auxiliary classifier in the𝒟 .

In recent years, SuperstarGAN (Ko et al., 2023) was proposed as an extension of Star-
GAN, incorporating an independent 𝒞. This independent 𝒞 can be trained using DA
techniques without interfering with the GAN training process. As a result, 𝒞 avoids
overfitting and is able to capture both domain-invariant and domain-specific features.
Consequently, SuperstarGAN can learn mappings across large-scale domains while ac-
curately representing subtle feature variations.

2.3.2 Encoder Architectures in GANs

As discussed in the previous section, GANs consist of a generator 𝒢 and a discriminator
𝒟 . The generator𝒢 learns a mapping from a latent variable 𝑧 ∼ 𝑝𝑧(𝑧), typically sampled
froma simple prior distribution such as aGaussian, to the data space 𝑥 (Ian J. Goodfellow
et al., 2014). Formally, the generator defines the transformation:

𝒢 = 𝒵 → 𝒳, 𝑥 = 𝒢(𝑧), (2.10)

while the discriminator𝒟 is trained to distinguish between true samples 𝑥 ∼ 𝑝𝑑𝑎𝑡𝑎(𝑥)
and generated ones 𝒢(𝑧). Although this setup enables high-quality sample generation,
it does not provide an explicit mechanism to invert the mapping from data space back to
the latent space (Berahmand et al., 2024). Such inversion is crucial for applications that
require latent representations of data samples, including feature learning, reconstruc-
tion, and semantic manipulation (S. Chen et al., 2023). To overcome such limitations, an
encoder ℰ can be introduced, which approximates the inverse mapping

ℰ = 𝒳 → 𝒵, 𝑧 = ℰ(𝑥), (2.11)

With the addition of an encoder ℰ , the GAN framework becomes bidirectional. Ex-
amples of such architectures include Bidirectional GANs (BiGAN) (Ding et al., 2020)
andAdversarially Learned Inference (ALI) (Dumoulin et al., 2017). Thesemodels jointly
train𝒢,𝒟 , andℰ by comparing the joint distributions of pairs (𝑥,ℰ(𝑥)) and (𝒢(𝑧), 𝑧). The
adversarial objective in BiGAN and ALI can be expressed as:

min
𝒢 ,ℰ

max
𝒟

E𝑥∼𝑝𝑑𝑎𝑡𝑎 [log𝒟(𝑥,ℰ(𝑥))] + E𝑧∼𝑝𝑧 [log 1 −𝒟(𝒢(𝑧), 𝑧)] (2.12)

In this formulation, the discriminator𝒟 no longer distinguishes solely between real
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and fake samples, but instead between pairs of data and latent codes. By enforcing con-
sistency between the joint distributions of data–latent pairs, the encoder ℰ learns to map
data into meaningful latent representations that are aligned with the generator 𝒢 (S.
Chen et al., 2023).

The use of encoders in training generative models such as GANs offers several ad-
vantages. Representation learning is achieved by mapping data into the latent space,
enabling the extraction of compact and semantically meaningful features (Alec Radford,
2016). Data reconstruction becomes possible, as real samples can be projected into the
latent space and reconstructed through 𝒢(ℰ(𝑥)). In addition, anomaly detection can be
performed, since latent representations can reveal deviations from the learned distribu-
tions (Diederik P Kingma et al., 2019). Overall, the integration of encoders extends the
role of GANs from purely generative models to versatile tools for both generation and
representation learning.

2.3.3 Multiple-Objective Learning

Within a GAN architecture, 𝒢 and𝒟 have distinct roles and objectives, but their shared
ultimate goal is to generate images that closely resemble the original data. In some ap-
plications, particularly when employing multiple 𝒟s, additional objectives may be re-
quired, making multi-objective learning especially relevant (Albuquerque et al., 2019).

In a GANwith multiple𝒟s, 𝒢 receives feedback (gradients) from each𝒟 , with each
𝒟 assessing 𝒢’s performance using a distinct loss ℓ𝑘 . Simply averaging these losses, as
done in some methods, can dilute feedback from the𝒟s where 𝒢 performs poorly. It is
therefore preferable to prioritise the hardest-to-satisfy𝒟s, where𝒢’s outputs aremost eas-
ily distinguished from real data (C. He et al., 2020). Hypervolume (HV) maximisation
provides a solution to this issue.

In multi-objective optimisation, the Pareto Front set represents solutions that cannot
be improved in one objective without degrading another (Van Veldhuizen et al., 1998).
HV quantifies the volume of the space dominated by these solutions relative to a reference
point, called the nadir point and denoted by 𝜂 (Albuquerque et al., 2019). The optimi-
sation goal is to maximise this HV, thereby improving all objectives (or losses) while
maintaining a balance between them (X. Zhang et al., 2023).

As the training process acquires multiple 𝒟s, the same provide multiple loss func-
tions ℓ𝑘 for 𝒢. Therefore, for each loss function, the mentioned HV maximisation is ap-
plied as follows:

• Objective Vector: Each loss ℓ𝑘 represents an objective in the multi-objective space.
• Nadir Point (𝜂): A reference point serving as an upper bound for the losses. It is

dynamically updated during training to reflect the current maximum𝐷 loss scaled
by a slack parameter 𝛿 > 1:

𝜂 = 𝛿 ·max
𝑘
(ℓ𝑘) (2.13)
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• HVLoss: Generator𝒢 aims to minimise the negative log-HV. Each term 𝑙𝑜𝑔(𝜂−ℓ𝑘)
emphasises𝒟s with higher losses, prioritising the hardest-to-satisfy objectives. This
loss encourages 𝒢 to balance improvements across all 𝐷s rather than focusing on
a subset:

𝐿𝒢 = −
𝐾∑
𝑘=1

log(𝜂 − ℓ𝑘) (2.14)

Discriminators 𝒟 for which 𝒢 performs poorly (i.e., high ℓ𝑘) exert a stronger influ-
ence, as 1

𝜂−ℓ𝑘 becomes larger. By updating the nadir point according to themaximum loss,
the model prevents excessive emphasis on smaller losses during training. This strategy
leads to a Pareto-optimal outcome, ensuring that 𝒢 improves consistently across all dis-
criminator objectives and progresses towards the Pareto Front.

2.4 Adversarial Generation Techniques

An adversarial attack is a technique that manipulates ML models by introducing small,
often imperceptible perturbations to the input (Szegedy et al., 2014; Ian J Goodfellow et
al., 2015), leading the model to produce incorrect predictions (Carlini et al., 2017). Since
the introduction of adversarial examples, numerous attackmethods have been proposed,
broadly categorised into white-box and black-box attacks (Ximeng Liu et al., 2021).

As noted in Section 2.2, adversarial attacks may fall within white-box, grey-box, or
black-box settings. Another important distinction, particularly in classification tasks, is
whether an attack is targeted or non-targeted (Chakraborty et al., 2021). In a targeted
attack, the adversary aims to mislead the model into classifying an input as a specific
target class of their choice. In contrast, in a non-targeted attack, the objective is simply to
induce misclassification, without dictating the output class. Since targeted attacks are
more difficult to construct and computationally more demanding, non-targeted attacks
are more commonly studied in the literature (Ximeng Liu et al., 2021).

Additionally, within the domain of adversarial attacks on CV, several categories of
attack methods have been identified, including optimisation-based attacks (Dong et al.,
2018), gradient-based attacks (Ian JGoodfellow et al., 2015), transfer-based attacks (Atha-
lye et al., 2018b), decision-based attacks (Brendel et al., 2018), and confidence-based at-
tacks (P.-Y. Chen et al., 2017). Divided into threat models — white-box and black-box
scenarios — Table 2.2 and Table 2.1 present an overview of some of the most widely
recognised attacks on CV, respectively, in each threat model.

It is important to note that this section does not address all the attacksmentioned pre-
viously. Instead, it focuses on four specific attacks: Fast Gradient Sign Method (FGSM),
Universal Adversarial Perturbation (UAP), Truncated Ratio Maximization UAP (TRM-
UAP), and Stochastic Gradient Aggregation (SGA). The selection is justified as follows:
FGSM and UAP are seminal methods, widely cited in the literature and of considerable
historical significance, while TRM-UAP and SGA represent more recent advances that
deliver state-of-the-art performance.
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Table 2.1: Overview of the most recognised adversarial attacks on CV under the black-box threat model.

Attack Target Type Method

One Pixel Attack (Su et al., 2019) Non-Targeted Optimisation-Based
EOT (Athalye et al., 2018b) Targeted Transfer-Based
Boundary Attack (Brendel et al., 2018) Both Decision-Based
Biased Boundary Attack (Brunner et al., 2019) Both Decision-Based
ZOO (P.-Y. Chen et al., 2017) Both Confidence-Based
AutoZOOM (Tu et al., 2020) Both Confidence-Based

Table 2.2: Overview of the most recognised adversarial attacks on CV under the white-box threat model.

Attack Target Type Method

L-BGFS (Szegedy et al., 2014) Targeted Optimisation-Based
FGSM (Ian J Goodfellow et al., 2015) Non-Targeted Gradient-Based
BIM (Kurakin et al., 2017) Non-Targeted Gradient-Based
PGD (Madry et al., 2018) Non-Targeted Gradient-Based
JSMA (Papernot et al., 2016) Targeted Gradient-Based
C&W (Carlini et al., 2017) Targeted Gradient-Based
Deepfool (Moosavi-Dezfooli et al., 2016) Non-Targeted -
UAP (Moosavi-Dezfooli et al., 2017) Non-Targeted Optimisation-Based
SGA-UAP (Xuannan Liu et al., 2023) Non-Targeted Optimisation-Based
TRM-UAP (Y. Liu et al., 2023) Non-Targeted Optimisation-Based
Randomised Smoothing (Cohen et al., 2019) Non-Targeted Optimisation-Based
Obfuscated Gradient Attack (Athalye et al., 2018a) Targeted Optimisation-Based

2.4.1 Fast Gradient Sign Method (FGSM)

Szegedy et al. (2014) initially attributed adversarial samples to the non-linearity and
overfitting of neural networks. Contradicting this view, Ian J Goodfellow et al. (2015)
showed that even simple linear models are susceptible to such samples. Building on this
observation, they introduced the FGSM attack. Formally, FGSM is defined as:

𝑥′ = 𝑥 + 𝜖 · sign(∇𝑥ℒ( 𝑓 (𝑥), 𝑦)), (2.15)

where 𝑥′ is the adversarial example, 𝑥 is the original input, 𝜖 is the perturbation
magnitude, ∇𝑥ℒ( 𝑓 (𝑥), 𝑦) represents the gradient of the loss function ℒ with respect to
𝑥, and sign(·) denotes the sign function. Figure 2.3 provides a graphical representation
of the FGSM attack.

2.4.2 Universal Adversarial Perturbation (UAP)

Unlike the previous method, which requires generating a unique perturbation for each
image in a dataset of size 𝑛, Moosavi-Dezfooli et al. (2017) proposed a universal attack
called UAP. This approach creates a single perturbation 𝛿 that can be applied across
multiple images to consistently mislead a given model. The perturbation 𝛿 is generated
using an algorithm that must satisfy the following constraints:



14 2. Background and Related Work

« » « » « »

Figure 2.3: Application of the FGSM attack adapted from the work of Ian J Goodfellow et al. (2015).
Starting with the image 𝑥, which the classifier initially classifies as “Golden Retriever”, a perturbation
denoted by the sign(·) function – corresponding to the gradient sign – multiplied by the factor 𝜖 (with a
value of 0.007) is added. This results in a visually identical image 𝑥′, but the classifier now misclassifies
it as “Dingo” with high confidence.

∥𝑣∥ 𝑝 ≤ 𝜉, (2.16)

P
𝑥∼𝜇( 𝑓 (𝑥 + 𝑣) ≠ 𝑓 (𝑥)) ≥ 1 − 𝛿, (2.17)

where 𝜇 denotes a distribution of images inR𝑑 and 𝑓 define the classification function
that outputs an estimated label 𝑓 (𝑥) for each image 𝑥 ∈ R𝑑. The hyperparameter 𝜉 con-
trols the magnitude of the perturbation vector 𝑣, while 𝛿, as the universal perturbation,
also quantifies the desired FR for all images sampled from the distribution.

The algorithm incrementally constructs a universal perturbation using an iterative
approach (Ximeng Liu et al., 2021). In each iteration, it applies the DeepFool attack
(Moosavi-Dezfooli et al., 2016)— a prior method developed by the same authors as UAP
— to sequentially move all images in the distribution 𝜇 toward their respective decision
boundaries. After each update, the perturbation is projected onto the ℓ𝑝 ball of radius 𝜖
to ensure it remains within the prescribed norm constraint.

2.4.3 Truncated Ratio Maximization UAP (TRM-UAP)

Earlier iterations of UAP attacks aim to maximise CNN activations in a purely data-free
manner:

max
𝑣



𝒜(𝑖)(𝑣)

2 , for 𝑖 = 1, 2, · · · , 𝐿 (2.18)

s.t. ∥𝑣∥∞ ≤ 𝜖 (2.19)

This approach progressively accumulates errors acrossmultiple convolutional layers,
increasing the classification loss andultimately causing themisclassification of perturbed
samples 𝑥+ 𝛿. In contrast, the TRM-UAPmethod (Y. Liu et al., 2023) not only maximises
the activations of convolutional layers but also constructs the universal perturbation 𝛿

by maximising the ratio of activations:
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max
𝛿




𝒞(𝑖)+ (𝛿)


2


𝒞(𝑖)− (𝛿)



2

, for 𝑖 = 1, 2, · · · , 𝐿 (2.20)

s.t. ∥𝛿∥∞ ≤ 𝜖 (2.21)

Here, the positive and negative activations in the 𝑖-th convolutional layer are defined
as 𝒞+(𝑖)(𝛿) = max(𝒞(𝑖)(𝛿), 0) and 𝒞−(𝑖)(𝛿) = min(𝒞(𝑖)(𝛿), 0), respectively, with their mag-
nitudes measured using the ℓ2-norm. Furthermore, as previous studies have demon-
strated that not all convolutional layers contribute equally to increasing positive activa-
tions and the objective loss, Y. Liu et al. (2023) proposed a TRM-UAP method. This
method, based on the ratio maximisation described above, aims to enhance both the in-
tensity and transferability of UAPs. It modifies the overall loss function ℒ(𝛿), which is
defined by the authors as follows:

ℒ(𝛿) = ∑𝐿
𝑖=1 log ℒ(𝑖)𝛼 (𝛿)

=
∑𝑙′
𝑖=1 log ℒ(𝑖)+ (𝛿) − 𝛼 ·∑𝑙′′

𝑖=1 log ℒ(𝑖)− (𝛿) + 𝑐

=
∑𝑙′
𝑖=1 log ℒ(𝑖)+ (𝛿) − 𝛼 ·∑𝑙′′

𝑖=1 log ℒ(𝑖)− (𝛿),

(2.22)

where 𝑐 = ((1 − 𝛼) · 𝐿 − 𝑙′ + 𝛼 · 𝑙′′) · log 𝜏, i.e., a constant. Consequently, as the loss
function proposed by the authors has changed, the perturbation 𝛿 crafted by the attack
must now satisfy the following constraints:

max
𝛿

𝑙′∑
𝑖=1

log



𝒞(𝑖)+ (𝛿)


2

− 𝛼 ·
𝑙′′∑
𝑖=1

log


𝒞(𝑖)− (𝛿)

2 , (2.23)

s.t. ∥𝛿∥∞ ≤ 𝜖 (2.24)

where 𝛿 is constrained by the ℓ∞-norm with bound 𝜖. With these modifications, the
authors report that the attack produces UAPs with greater intensity, thereby increasing
the probability of successful misclassification. Additionally, they claim that the attack
exhibits higher transferability across different CNN models compared to earlier data-
free UAP methods.

2.4.4 Stochastic Gradient Aggregation (SGA)

In UAP attacks, gradient instability is a common challenge due to the diversity of sam-
ples, making it difficult to craft a single perturbation that generalises effectively across
different inputs (Ximeng Liu et al., 2021). To mitigate this, the sign operation is com-
monly used to efficiently generate adversarial examples by relying on the direction of the
gradient rather than its magnitude (Ian J Goodfellow et al., 2015). However, Xuannan
Liu et al. (2023) observed that the sign operation can introduce substantial optimisation
errors when iterative gradients are highly unstable. To illustrate this effect, consider the
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gradients at iterations 𝑚 and 𝑚 + 1, denoted as 𝑔̃𝑚 and 𝑔̃𝑚 + 1, respectively:

𝑔̃𝑚 =
[· · · ,−0.01, 0.10, 0.05, 0.70, · · · ]T

, (2.25)

𝑔̃𝑚+1 =
[· · · , 1.00, 0.02, 0.30, −0.01, · · · ]T

. (2.26)

When applying the sign function to accumulate perturbations 𝛿, large positive values
in the right region of 𝑔̃𝑚 can be cancelled out by small negative values in 𝑔̃𝑚+1:

sign(𝑔̃𝑚) =
[· · · ,−1, 1, 1, 1, · · · ]T

, (2.27)

sign(𝑔̃𝑚+1) =
[· · · , 1, 1, 1, −1, · · · ]T

, (2.28)

𝛿 = 𝛼 · sign(𝑔̃𝑚) + 𝛼 · sign(𝑔̃𝑚+1)
= 𝛼 · [· · · , 0, 2, 2, 0, · · · ]T

(2.29)

To address this issue, the authors term it gradient vanishing, which occurs due to the
combined effects of gradient instability and sign operations. To mitigate this problem,
Xuannan Liu et al. (2023) propose SGA, which aggregates multi-step noisy forward gra-
dients before applying a single-step quantisation update at each iteration. First, multiple
small-batch samples are randomly selected from a large batch to perform a pre-search,
updating the inner adversarial perturbation. The stochastic gradients 𝑔̃𝑚 are then accu-
mulated to update the aggregated gradient 𝑔Aggs:

𝑔Aggs ← 𝑔Aggs + 𝑔̃𝑚 (2.30)

After aggregating the inner gradients into a single-step gradient for the outer itera-
tion, the outer adversarial perturbation 𝛿 is updated as follows:

𝛿← Clip𝜖
𝛿(𝛿 + 𝛼 · sign(𝑔Aggs)), (2.31)

where 𝛼 denotes the step size, and the Clip(·) operation constrains the perturbation
within the ℓ∞ norm. Experimental results show that this method significantly improves
the generalisation of baseline approaches across different settings, yielding a higher av-
erage FR than previously developed attacks.

2.5 Defence Mechanisms Against Adversarial Attacks

In the previous section, the robustness, vulnerabilities, and recent advancements in ad-
versarial attacks were outlined. This section aims to present some of the well-known
defence methods in the literature that are capable of mitigating such vulnerabilities.

Adversarial Training
Adversarial training is one of the most widely studied defence mechanisms. The key
idea is to incorporate adversarial examples into the training process to improve model
robustness. Formally, the objective function can be expressed as a min-max optimisation
problem:
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min
𝜃

E(𝑥,𝑦)∼𝒟
[
max
𝛿∈𝒮
ℒ( 𝑓𝜃(𝑥 + 𝛿), 𝑦)

]
, (2.32)

where 𝜃 denotes the model parameters, 𝒟 is the data distribution, 𝛿 represents the
perturbation constrained to a set 𝒮, and ℒ is the loss function (Madry et al., 2018). This
straightforward adversarial defence effectively reduces the FR. State-of-the-art attacks
such as Projected Gradient Descent (PGD) (Madry et al., 2018) even recommend adver-
sarial training as a countermeasure to the very attack they propose. TRADES is another
notable example, balancing natural accuracy and robustness through a regularised loss
function (Zhu et al., 2020).

Modify the Training Process

Beyond adversarial training, several methods adapt the training process to enhance ro-
bustness. Defensive distillation leverages softened labels from a teacher network to re-
duce model sensitivity to perturbations (Papernot et al., 2016). Regularisation-based
techniques, such as Jacobian regularisation, penalise excessive sensitivity of model out-
puts to input variations (Jakubovitz et al., 2018). Label smoothing, which modifies tar-
get probabilities during training, has also demonstrated improvements in robustness
(Szegedy et al., 2016). More recently, curriculum adversarial training progressively in-
creases attack strength throughout training to improve stability (Cai et al., 2018).

Use of Supplementary Networks

Supplementary networks can serve as pre-processors or detectors to counter adversar-
ial perturbations. MagNet, for instance, incorporates detector and reformer networks to
identify adversarial inputs and reconstruct cleaner representations before classification
(Meng et al., 2017). Feature squeezing reduces input complexity, such as by lowering
colour depth, to limit adversarial noise, often in combination with detector models (W.
Xu et al., 2018). Generative approaches, including GAN-based defences, aim to project
adversarial examples back onto the data manifold (Samangouei et al., 2018). Similarly,
auxiliary classifiers trained alongside the main model have been employed to detect in-
consistencies introduced by adversarial perturbations (Gong et al., 2017).

Change Network Architecture

Altering the network architecture can also improve adversarial robustness. Networks
incorporating radial basis functions in hidden layers demonstrate greater resistance to
perturbations due to their localised responses (H. Xu et al., 2020). Capsule networks,
leveraging dynamic routing, have shown enhanced robustness compared to conven-
tional CNNs (Hinton et al., 2018). Architectural elements such as residual connections
and batch normalisation have further been linked to improved adversarial stability (K.
He et al., 2016b). More recently, Bayesian NNs have been investigated for their capacity
to model uncertainty, thereby strengthening defence against adversarial inputs (Laksh-
minarayanan et al., 2017).
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Adversarial Purification
Adversarial purification focuses on removing perturbations from inputs prior to classifi-
cation. PixelDefend projects inputs onto the training data distribution using generative
models (Song et al., 2018). Diffusion-based purification employs iterative denoising to
eliminate adversarial noise (Nie et al., 2022). Randomised smoothing offers certified
robustness by averaging predictions over Gaussian-perturbed inputs, providing guar-
antees under ℓ2-bounded attacks (Cohen et al., 2019). Denoising auto-encoders have
also been extensively applied to reconstruct clean samples from adversarially corrupted
inputs (Gu et al., 2015).

2.6 Metrics for Assessing Adversarial Sample Generation

To validate successful generation of adversarial samples, some evaluationmetrics should
be considered, notably FR, FID (Heusel et al., 2017) and LPIPS (R. Zhang et al., 2018).
Additionally, transferability — the ability of adversarial perturbations to transfer across
models and datasets — should be assessed.

Fooling Rate (FR)
Regarding FR, expressed as a percentage, it denotes the proportion of misclassifications
against a given model. Higher values indicate a more effective attack, as it fools a larger
number of images. However, false positives must be taken into consideration: first verify
that the original images 𝑥 are correctly classified by the model; only then evaluate their
corresponding adversarial images 𝑥′. This procedure reduces spurious results and yields
a more reliable measure of attack success. Adversarial image generation creates samples
with features from a reference set but visually different from the originals, so image
quality can not be judged by simple pixel-wise comparisonwith training images. Metrics
such as FID (Heusel et al., 2017) and LPIPS (R. Zhang et al., 2018) should be employed.

Fréchet Inception Distance (FID)
The FID metric compares the mean and covariance of feature representations extracted
from the deepest layer of the Inception v3 network (Szegedy et al., 2015). These lay-
ers are designed to capture high-level semantic features closely aligned with real-world
object representations in a CNNmodel (Heusel et al., 2017). Themetric assesses similar-
ity between two image sets by quantifying how frequently the same high-level features
appear in both. After processing all images through the Inception network, the means
and covariances of the final-layer activations are compared using the Fréchet distance
between two multivariate Gaussian distributions:

FID =


𝜇𝑟 − 𝜇𝑔

 + Tr(Σ𝑟 + Σ𝑔 − 2(Σ𝑟Σ𝑔)1/2), (2.33)

where 𝜇𝑟 and 𝜇𝑔 denote the means of the real and generated image distributions,
respectively, and Σ𝑟 and Σ𝑔 represent their covariance matrices. A lower FID score in-
dicates that the generated images are more similar to the real images in terms of feature
distributions.
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Learned Perceptual Image Patch Similarity (LPIPS)

Unlike FID, the LPIPS metric assesses perceptual similarity between two individual im-
ages rather than between image distributions or sets (R. Zhang et al., 2018). Similar to
FID, LPIPS utilises features extracted from a pre-trained deep neural network, comput-
ing a weighted distance between the deep feature representations of the two images.

Let 𝐹𝑖 and 𝐹𝑗 be the feature maps from layer 𝑙 for images 𝐼𝑖 and 𝐼 𝑗 , respectively. These
feature maps are normalised along the channel dimension to ensure each feature map
has unit norm:

𝐹̂𝑖 𝑗 =
𝐹𝑖 𝑗
|| 𝐹𝑖 𝑗 || 2 (2.34)

Once normalised, the distance between the two images is computed as:

𝑑𝑙 =
1

𝐻𝑙𝑊𝑙

∑
ℎ,𝑤




𝐹̂ 𝑙𝑖,ℎ𝑤 − 𝐹̂ 𝑙𝑗,ℎ𝑤


2

2
, (2.35)

where 𝐻𝑙 and 𝑊𝑙 denote the spatial dimensions of the feature maps at layer 𝑙. The
final LPIPS score is obtained as a weighted sum of the distances across all layers:

LPIPS(𝐼𝑖 , 𝐽𝑖) =
∑
𝑙

𝑤𝑙 · 𝑑𝑙 (2.36)

The weights 𝑤𝑙 are typically learned from human perceptual judgements, making
LPIPS better aligned with human visual perception compared to traditional pixel-based
metrics.

2.6.1 RelatedWork

Generative models have been shown to embed adversarial traits capable of misleading
classification systems, either at the level of individual instances or across entire datasets.
Early work by Mopuri et al. (2018) introduced the Network for Adversary Generation
(NAG), which leverages generative methods to produce diverse and transferable per-
turbations. Unlike approaches that focus on crafting a single perturbation, NAG gener-
ates a variety of adversarial examples, demonstrating improved generalisability across
multiple models.

Expanding on this idea, Poursaeed et al. (2018) proposedGenerativeAdversarial Per-
turbations (GAP), a framework capable of producing both universal and image-specific
perturbations. GAP was evaluated in classification and segmentation tasks, achieving a
fooling rate of over 80% on the widely used pre-trained VGG-16 model. This work high-
lighted the scalability of adversarial perturbations beyond simple classification prob-
lems, showing their effectiveness in more complex visual tasks.

Following this, Xiao et al. (2019) developed AdvGAN, a generative model that incor-
porates adversarial loss to directly learn perturbations tailored tomislead classifiers. Ad-
vGAN distinguished itself by achieving real-time performance in generating adversarial
examples, making it a practical tool for large-scale evaluations of model robustness.
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More recently, Sun et al. (2024) investigated the robustness of GAN-based image fu-
sion methods. Their study revealed that even subtle adversarial perturbations could
drastically reduce the quality of fused images and impair the performance of down-
stream tasks. These findings underscored the fragility of generative models when ap-
plied to safety-critical domains.

Parallel to these developments, research has also explored the use of multi-objective
learning in generative models. Durugkar et al. (2017) introduced Generative Multi-
AdversarialNetworks (GMAN),where the generator is trained against a Softmax-weighted
arithmetic average of 𝐾 discriminators. Their experiments showed that even a simple av-
eraging strategy among discriminators could yield strong results across diverse evalua-
tion metrics, suggesting that multiple discriminators help stabilise training and improve
output quality.

Later, Albuquerque et al. (2019) advanced this idea by applying a multiple gradient
descent method with hypervolume maximisation. This approach enabled a more effec-
tive trade-off between image quality and computational cost, addressing one of the main
limitations of earlier adversarial training frameworks. Their results demonstrated that
multi-objective optimisation can guide generative models towards more balanced and
efficient solutions, making them more adaptable to real-world constraints.



3
DCGAN-Based Framework for
Adversarial Sample Generation

The purpose of this chapter is to present the work developed during the early stages of
this study. Given that adversarial perturbations have emerged as a critical issue in the
security and privacy of ML models, and that generative artificial intelligence also plays
a significant role in this domain, we aimed to design a study where an existing gen-
erative model architecture could learn the characteristics of various adversarial attacks
and generate perturbations capable of deceiving multiple DNNs. Building on this idea,
this chapter discusses the proposed methodology, the experimental environment devel-
oped for this purpose, and the results obtained. Additionally, one section is dedicated to
presenting and discussing the results of the experimental tests, followed by a summary
section that outlines the overall findings and contributions of the study. The contents
of this chapter were presented at the 20th International Conference on Availability, Reliabil-
ity and Security — ARES 2025 (Areia et al., 2025c). Additionally, this work is publicly
available in the official GitHub repository1.

3.1 Methodology

As stated earlier, generative models produce images based on features learned through
a competitively trained process (see Section 2.3). Separately, we have noted that adver-
sarial attacks apply perturbations directly to images to compromise a given DNNmodel
(see Section 2.2). Combining these two perspectives, we hypothesise that a generative
model, independent of any specific architecture, can learn the characteristics of an ad-
versarial dataset and subsequently generate adversarial images on demand. However,
it is important to note that, unlike prior UAP-based or instance-specific approaches, our
method does not focus solely on generating a perturbation 𝛿; rather, it trains a generative
model to produce transferable adversarial images on demand formultiple targetmodels.
For this purpose, we followed a simple five-stage workflow, described below:
1 GitHub repository: https://github.com/ipleiria-ciic/adversarial-dcgan
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1. Data Acquisition and Preprocessing: Collection of relevant images from the given
dataset, followed by cleaning, formatting, and normalisation to ensure consistency
and suitability for subsequent stages.

2. Adversarial Attack Synthesis: Generation of controlled adversarial samples and
perturbations, intended to serve as the primary dataset for subsequent stages.

3. Generative Model Selection and Training: Selection and training of a generative
model to capture data distributions and produce synthetic adversarial samples.

4. Representation Encoder Training: Training of an encoder to learnmeaningful fea-
ture representations from both original and adversarially generated data.

5. Performance Testing and Evaluation: Comprehensive assessment of the trained
models through testing, using quantitative metrics and qualitative analysis to eval-
uate effectiveness and robustness.

Data Acquisition and Preprocessing
In this stage, an existing dataset from the literature was utilised. This dataset serves as a
reference for future evaluations and as the basis for generating adversarial images. Addi-
tionally, it is important that the dataset is representative andmulticlass-labelled to enable
robust evaluation. Preprocessing techniques were applied to ensure data uniformity for
the subsequent stages.

Adversarial Attack Synthesis
The generation of adversarial attacks requires a clear rationale; it is essential to define the
objectives beforehand. Therefore, adversarial attacks must be carefully selected and cu-
rated. With this in mind, we chose four different attacks: one instance-specific and three
UAP-based attacks. This selection allows us to compare the effectiveness of perturba-
tions from an instance-specific attack against those from universal attacks. Furthermore,
to assess the effect of different perturbation magnitudes 𝜉, separate adversarial datasets
were generated for each attack, with each dataset corresponding to a specific perturba-
tionmagnitude. The resulting adversarial imageswere organised by attack type, forming
a diverse 𝑛-set of perturbed images.

Generative Model Selection and Training
At this stage, we selected the architecture for our generativemodel. It is important to note
that we did not develop a novel architecture; instead, we aimed to test the hypothesis
using a well-established, prime generative model. In addition to these requirements,
the model needed to produce high-quality images, ensure stable training, and support
effective hierarchical feature learning, which guided our architectural choices for both
the generator (𝒢) and discriminator (𝒟).

Representation Encoder Training
Because the generative model produces images from a latent noise vector (𝑧), and the
primary objective of this study is not to generate random images resembling the origi-
nals — which could lead to repeated outputs and evaluation errors — but to accurately
mimic real images, an encoder (ℰ) is essential. Specifically, ℰ learns a structured latent



3.2. Experimental Evaluation Environment 23

representation of the real data from the dataset, enabling𝒢 to producemore realistic and
diverse outputs. Consequently, instead of generating an adversarial image 𝑦 as 𝑦 = 𝒢(𝑧),
we generate it as 𝑦 = 𝒢(ℰ(𝑥)), where ℰ(𝑥) is the output of ℰ for a given real image 𝑥.

Performance Testing and Evaluation

For this stage, and based on previous studies (Ximeng Liu et al., 2021; Bingqi Liu et
al., 2022; Xuannan Liu et al., 2023; Ko et al., 2023), we aimed to assess the FR of the
adversarial images against DNN models. To this end, we trained five well-known DNN
models for a classification task using the dataset selected for this study. The adversarial
images were then evaluated against these models, producing FR values for each attack–
perturbation pair. Additionally, our focus was not solely on FR; we also sought high
image quality and fidelity to the original images. To this end, appropriate evaluation
metrics were applied alongside qualitative assessment by human observers.

3.2 Experimental Evaluation Environment

This section presents the experimental environment used in this study, including the
rationale behind each choice, ensuring alignmentwith the each stage of themethodology
described in the preceding section.

3.2.1 Data Collection and Preprocessing

Aligned with the considerations regarding the dataset and previous studies (Mopuri
et al., 2017; H. Xu et al., 2020; Y. Liu et al., 2023; Xuannan Liu et al., 2023), we selected
a subset of the widely known ImageNet dataset (Russakovsky et al., 2015), specifically
the Imagewoof dataset (FastAI, 2020). This dataset contains images from 10 different
dog breeds (classes) and is available at resolutions of 320px or 160px; for this study,
we used the 160px version. Approximately 10 000 images were used for training, with
around 5 000 reserved for validation. We chose this subset rather than the full ImageNet
dataset, which has 100 classes, primarily because the larger number of classes decreases
the difficulty of fooling the model. This selection provided an optimal trade-off between
image quality, usability, and scientific rigour for our study.

Because the chosen subset follows the naming conventions of the ImageNet dataset
— i.e., the letter “n” followed by eight digits — and is difficult to interpret manually,
especially without proper notation (e.g., a JSON file), these classes were mapped to their
corresponding dog breed names as listed in the official ImageNet repository. Table 3.1
presents the mapping used in this study.

As mentioned above, and to ensure consistency and suitability for the subsequent
stages, as well as alignment with previous studies, several preprocessing techniques
were applied. These included resizing the images to a specific dimension and normali-
sation using the mean and standard deviation across the three RGB channels. The nor-
malisation followed the approach of the dataset authors (Russakovsky et al., 2015), who
explain that normalising input data improves the training process by making it faster
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Table 3.1: Class mapping used in the Imagewoof dataset.

Numeric Label Dog Breed Class

n02086240 Shih-Tzu
n02087394 Rhodesian Ridgeback
n02088364 Beagle
n02089973 English Foxhound
n02093754 Border Terrier
n02096294 Australian Terrier
n02099601 Golden Retriever
n02105641 Old English Sheepdog
n02111889 Samoyed
n02115641 Dingo

and more stable, while also preventing vanishing or exploding gradients. Resizing was
necessary due to the requirements of the generative model architecture detailed in Sec-
tion 3.2.3.

In addition to these preprocessing techniques, DA techniques were applied, namely
randomhorizontal flips and random conversion to greyscale. These augmentationswere
implemented to increase the robustness of the DNNmodels trained for the classification
tasks during the testing and evaluation stage. All transformations were implemented
using PyTorch utilities. In Table 3.2, presented below, it is possible to observe the pa-
rameters associated with each applied transformation.

Table 3.2: Applied image transformations and their corresponding parameters.

Transformations Values Applied

Resizing 𝑊 = 64 x 𝐻 = 64
Random horizontal flips 1 (𝑇𝑟𝑢𝑒)
Random greyscale 𝑃 = 0.1, where 𝑃 ⇒ 𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦
Mean normalisation 𝑅 = 0.485, 𝐺 = 0.456, 𝐵 = 0.406
Standard deviation normalisation 𝑅 = 0.229, 𝐺 = 0.224, 𝐵 = 0.225

3.2.2 Adversarial Attack Synthesis

As outlined in Section 3.1, the images required to train the generative model are not the
clean images from the dataset but images containing a perturbation 𝛿 produced by an
adversarial attack; these images are denoted as 𝑦. To generate 𝑦, four adversarial attacks,
as described in the methodology above, were selected: one instance-specific attack and
three UAP-based attacks. For the instance-specific attack we used the simple yet pow-
erful FGSM (Ian J Goodfellow et al., 2015). For the UAP-based attacks we selected the
original UAP (Moosavi-Dezfooli et al., 2017) and two recent, strong variants, TRM-UAP
(Y. Liu et al., 2023) and SGA (Xuannan Liu et al., 2023).

To assess the impact of perturbation magnitude, five values of 𝜉 were used: 𝜉 ∈
{0.01, 0.05, 0.10, 0.15, 0.20}. The choice of this range follows prior work that commonly
uses 𝜉 = 0.10 as a reference; this value was taken as the central point and two smaller
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and two larger magnitudes were chosen with increments of 0.05.
It is also important to note that the application of 𝛿 to a given image 𝑥 depends entirely

on the specific attack and its methodology. For both FGSM and UAP, the precomputed
𝛿 is applied to each image in an iterative loop; during this process 𝛿 is scaled by the
perturbation magnitude 𝜉 to achieve the intended adversarial strength. For the TRM-
UAP attack, the perturbation 𝛿 is first trimmed using a clamping operation:

𝛿′ = 𝑚𝑖𝑛(𝑚𝑎𝑥(𝛿, 𝜉𝑚𝑖𝑛), 𝜉𝑚𝑎𝑥), (3.1)
where 𝜉𝑚𝑖𝑛 = −10/255, 𝜉𝑚𝑎𝑥 = 10/255 (3.2)

Next, it is added to each individual batch of images:

𝑦 = 𝛿′ + 𝛼 · 𝑥,where 𝛼 = 1 (3.3)

And finally, a new clamping operation is applied:

𝑦′ = 𝑚𝑖𝑛(𝑚𝑎𝑥(𝑦, 𝜉𝑚𝑖𝑛), 𝜉𝑚𝑎𝑥), (3.4)
where 𝜉𝑚𝑖𝑛 = 0, 𝜉𝑚𝑎𝑥 = 1 (3.5)

Similarly, for the SGA attack, the perturbation 𝛿 is applied and the resulting images
are clamped to the [0, 1] range, yielding the adversarial images 𝑦.

3.2.3 Generative Model Selection and Network Architecture

During the development of this study, and as outlined in the methodology (see Sec-
tion 3.1), we aimed to utilise an existing generative model rather than designing a novel
one, in order to focus on testing our hypothesis. Below, we outline the process of select-
ing this model and the corresponding network architecture it inherits.

Generative Model Selection

Initially, we opted for a simple GAN. However, after preliminary experiments with the
chosen dataset and attacks, it became clear that the model would not fulfil our primary
objective due to poor image quality and highly unstable training. Consequently, we
adopted a more recent variant of the vanilla GAN, namely the DCGAN. From a theo-
retical perspective, this choice is well justified. Compared to a standard GAN, a DC-
GAN offers more stable training by employing convolutional layers instead of fully con-
nected layers, thereby improving gradient flow and reducing mode collapse. Moreover,
DCGAN is capable of generating higher-quality images, as convolutional layers capture
spatial hierarchies more effectively. Finally, the architecture is better suited for handling
larger image sizes, since convolutional layers efficiently process local spatial patterns —
a significant advantage for subsequent human observation analysis during the testing
and evaluation stage.
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Network Architecture

With the generative architecture selected (DCGAN), the network follows the correspond-
ing design and comprises a discriminator𝒟 and a generator 𝒢. 𝒟 employs a deep con-
volutional architecture of five convolutional layerswith progressively increasing channel
depth. Each layer is followed by a non-linear activation — LeakyReLU for all layers ex-
cept the final one, which uses Sigmoid — and batch normalisation is applied to stabilise
training, except in the first and last layers. 𝒟 accepts a 3×64×64 image as input and pro-
cesses it through the convolutional stack, producing an output in [0, 1] via a final Sigmoid
activation. Padding of 1 is used throughout𝒟 except at the final layer; all convolutional
layers use stride 2 and a kernel size of 4. 𝒢 consists of five convolutional layers, matching
the depth of𝒟 . It takes as input a latent vector 𝑧 of size 100. The first layer employs 512
filters, which are progressively reduced to 64 across the subsequent four layers. The final
layer contains 3 filters, corresponding to the image channels, and applies a Tanh activa-
tion to produce the generated image. The stride, padding, and kernel size are identical
to those used in𝒟 . A visual representation of this architecture, without any parameters,
is shown below in Figure 3.1.

Input
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(a) Generator architecture.
Conv1

Conv2

Conv3

Conv4
Conv5

Logits

(b) Discriminator architecture.

Figure 3.1: In the generator architecture, bright orange represents the convolutional layers, followed by
darker orange batch normalisation layers, and red indicates the ReLU activation function applied to all but
the last layer. The final blue layer uses the Tanh activation function to scale the output within the [−1, 1]
range. In the discriminator network, bright blue represents the convolutional layers, followed by darker
blue batch normalisation layers, and purple indicates the LeakyReLU activation function applied to all but
the last layer. The final bright green layer uses the Sigmoid activation function to output a probability in
the range [0, 1], indicating whether the image is real or fake.

Additionally, beyond the original network design, an encoder ℰ was incorporated to
meet the requirements outlined in the methodology. Architecturally, ℰ is similar to 𝒟 ,
as its purpose is to learn the latent representation of a real image. Specifically, it takes a
3 × 64 × 64 image as input and processes it through five convolutional layers, identical
to those in 𝒟 with the same parameter settings. The feature maps, padding values,
kernel size, and stride are consistent with those used in the other two components of the
architecture.

It is important to note that no modifications were made to the architecture inherited
from the selected generative model, in order to preserve its original properties as out-
lined at the beginning of this methodology.
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3.2.4 Hyperparameter Selection

The selection of hyperparameters represented one of the most time-consuming aspects
of this study. Determining optimal values for configurations in both a DNN and a DC-
GAN is highly challenging and requires considerable effort. Nevertheless, this process
was essential to maintain scientific rigour and methodological consistency. For a clear
overview of the hyperparameters controlled during the model training, Table 3.3 is pre-
sented, detailing each hyperparameter and the final values chosen.

Table 3.3: The final hyperparameters and their corresponding values used in the model training process.

Hyperparameter Final Setting

Batch size 128
Input image resolution 64 × 64
Input channels 3
Epochs 50
Latent vector dimension (𝑧) 100
Feature maps in generator (𝒢) 64
Feature maps in discriminator (𝒟) 64
Feature maps in encoder (ℰ) 64
Adam learning rate (ℓ𝑟) 2e−4
Adam 𝛽1 0.5
Adam 𝛽2 0.999
ReduceLROnPlateau reduction factor (𝑟𝑑 𝑓 ) 0.8
ReduceLROnPlateau patience (𝑝) 30
ReduceLROnPlateau minimum learning rate (𝑚𝑖𝑛 ℓ𝑟) 1e−10

All of these hyperparameters were carefully curated and not arbitrarily chosen at the
outset. It is important to note that the testing scenario was based on the FGSM attack
dataset with a perturbation magnitude of 𝜉 = 0.10.

A lower batch sizewas initially selected due to the reducedmemory usage of theGPU
(see Section 3.2.5). However, smaller batch sizes produced weak results, with highly
noisy gradients and slow training. Consequently, the batch size was gradually increased
up to 128, which yielded the best results in terms of training speed and gradient stability.
Regarding the image resolution and input channels, these were necessarily set to 64 ×
64 and 3, respectively, to meet the requirements of the generative architecture model;
therefore, no changes were made to this parameter.

The number of epochs was also carefully evaluated through multiple experiments to
determine the most practical value. Tests were conducted with 25, 50, 100, 150, and 200
epochs. During these experiments, the losses of 𝒢 and𝒟 were closely monitored, and it
was observed that in all cases training became unstable around epochs 40–45, with the
generator loss diverging. One might argue that other hyperparameters required adjust-
ment to address this issue; therefore, parameters such as feature maps, learning rates
(ℓ𝑟), and beta values of the optimisation function were modified. However, no improve-
ment in stability was achieved beyond this point. Consequently, the final number of
epochs was set to 50, as no further training benefits could be obtained after this stage.
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Regarding the latent vector dimension 𝑧 and the feature maps for 𝒢, 𝒟 , and ℰ , the
values chosen were aligned with the conventions of the architecture model and prior
work. The latent vector was set to 𝑧 = 100, following the empirical conventions estab-
lished by Ian J. Goodfellow et al. (2014) andAlec Radford (2016). In addition, the feature
maps for all components were set to 64, ensuring consistency with the image resolution
defined for the training process.

For optimisation, the Adam optimiser was employed (Diederik P. Kingma et al.,
2017). This required defining a learning rate ℓ𝑟 and two momentum parameters, 𝛽1

and 𝛽2. While the literature provides baseline values for these parameters, they can be
fine-tuned for specific cases and training conditions. Manually adjusting these values,
however, is time-consuming andmay lead to incomplete assessment. To address this, we
employedOptuna (Akiba et al., 2019), a tool that automates the search for optimal hyper-
parameters. Optuna evaluates a predefined range of values for each parameter, analyses
the losses of the model components, and determines the configuration that minimises
the loss.

For the Adam optimiser, we defined the following search spaces for the test sce-
nario: ℓ𝑟 = {1e−4, 2e−4, 3e−4, 4e−4, 5e−4}, 𝛽1 = {0.40, 0.45, 0.50, 0.55, 0.60}, and 𝛽2 =
{0.97, 0.98, 0.99, 0.995, 0.999}. After running the Optuna optimisation, the best values
obtained were ℓ𝑟 = 2e−4, 𝛽1 = 0.50, and 𝛽2 = 0.999.

For additional optimisation and learning rate control, the ReduceLROnPlateau sched-
uler (Paszke et al., 2019) was used. This scheduler automatically reduces the learning
rate when a monitored metric stops improving, thereby enhancing training efficiency.
The reduction factor, patience, andminimum learning rate (𝑚𝑖𝑛 ℓ𝑟) can be adjusted. Sim-
ilar to the Adam optimiser, these parameters were optimised using the Optuna tool. The
search spaceswere defined as follows: 𝑟𝑑 𝑓 = {0.5, 0.6, 0.7, 0.8, 0.9}, 𝑝 = {10, 20, 30, 40, 50},
and 𝑚𝑖𝑛 ℓ𝑟 = {1e−4, 1e−5, 1e−6}. After optimisation, the best values obtained were
𝑟𝑑 𝑓 = 0.8, 𝑝 = 30, and 𝑚𝑖𝑛 ℓ𝑟 = 1e−6.

Additionally, although no configurationwas required for this function, it is important
to note that Binary Cross-Entropy (BCE) was used, as it is the canonical loss function
employed in the original work of Ian J. Goodfellow et al. (2014). This loss function is
essential because it penalises incorrect predictions by assigning higher loss when the
discriminator confidently misclassifies a sample, provides smooth gradients, and aligns
with the minimax objective of the generative model, as 𝒢 minimises the log-probability
that𝒟 correctly identifies its outputs as fake — precisely what BCE captures.

3.2.5 Evaluation Models, Metrics and Setup

To properly test and evaluate the adversarial images generated by the generative model,
they were assessed against pre-trained DNNmodels that achieved high accuracy on the
dataset described in Section 3.1. For this purpose, five well-known state-of-the-art mod-
els were selected and trained on amulti-class classification task, achieving an average ac-
curacy of ≃ 96%. The models used were AlexNet (Krizhevsky et al., 2012), VGG-16 and
VGG-19 (Simonyan et al., 2015), and ResNet18 and ResNet152 (K. He et al., 2016a). The
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results of this classification were used to calculate the FR metric proposed by data-free
universal approaches (Mopuri et al., 2017; Mopuri et al., 2018). However, the focus was
not solely on the percentage of misclassification. Since the models do not achieve 100%
accuracy on the original images, each original image was first tested against the classi-
fication models. Only if the original image was correctly classified was its adversarial
counterpart considered; otherwise, the adversarial image was excluded. This procedure
ensures transparent and rigorous scientific results.

Additionally, the FR metric only quantifies misclassification accuracy. To provide a
more qualitative evaluation, the FID (Heusel et al., 2017) and LPIPS (R. Zhang et al.,
2018) metrics were used to assess the similarity between the generated and original im-
ages (see Section 2.6). Human visual inspection was also employed to evaluate the qual-
ity of the generated samples.

Finally, regarding the experimental setup, all experiments were done using Python
3.12 with PyTorch 2.6. Manual verification was performed to monitor the training pro-
cess and analyse loss behaviour, allowing for appropriate adjustments. The study was
carried out on a workstation equipped with a single NVIDIA GeForce GTX 1650 GPU (4
GB) using CUDA 12.4.

3.3 Experimental Evaluation Results and Analysis

Following the methodology and experimental evaluation environment detailed above,
this section presents the results obtained. For clarity, the section is divided into three
stages of testing and evaluation, each accompanied by the corresponding results. In the
first stage, we present the overall performance of the adversarial generative model ac-
cording to the evaluation metrics described in Section 3.2.5. Next, we examine the effect
of batch size on the training loss of both components of the generative model. Finally, a
qualitative assessment of the generated adversarial images is conducted through human
visual inspection.

3.3.1 Adversarial DCGAN Performance

As aforementioned, this section presents theDCGANperformance according to the eval-
uation metrics FR, FID, and LPIPS. Starting with the FR metric, Figure 3.2 shows the re-
sults obtained in percentage. The results are presented for each attack — FGSM, UAP,
TRM-UAP, and SGA — and evaluated against the classification models for each pertur-
bation magnitude 𝜉 used (see Section 3.2.2).

Regarding the figure mentioned above, the FGSM attack produces consistent results
across different perturbation magnitudes 𝜉 and models, with FR values ranging from
approximately 86% to 91%. ResNet152 was the most challenging model to fool, with
an average FR of 87.92%, while ResNet18 was the easiest, achieving an average FR of
90.79%. VGG-16, VGG-19, and AlexNet showed comparable performance, with minor
variations depending on the perturbation magnitude 𝜉. Similar to the FGSM attack,
all three UAP-based attacks produced consistent results, with ResNet152 being the most
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(c) TRM-UAP
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Figure 3.2: Performance results for the FR metric. Higher FR indicates greater attack effectiveness.

difficult model to fool and ResNet18 the easiest, achieving FR values above 90% across all
perturbation magnitudes 𝜉. Notably, for both the UAP and TRM-UAP attacks, AlexNet
achieved strong FR results at 𝜉 = 0.01 and 𝜉 = 0.05, with an average FR of 90.03%.

To assess the image quality evaluation, we began with the LPIPS. Figure 3.3 shows
the results obtained for this metric under the same experimental design described above.

The results indicate that different perturbation magnitudes 𝜉 and attack types pro-
duced distinct outcomes. The FGSM attack showed slight variations across the first four
perturbationmagnitudes but exhibited a clear increase in LPIPS at 𝜉 = 0.20, which aligns
with theoretical expectations: larger perturbation magnitudes tend to degrade image
quality, resulting in higher LPIPS values. The TRM-UAP and SGA attacks achieved the
best results, with a slight decrease in LPIPS at perturbation magnitudes 𝜉 = 0.10 and
𝜉 = 0.05, respectively. In contrast, the UAP attack yielded the poorest results, with an
average LPIPS of 0.6334. Notably, the lowest LPIPS score for UAP occurred at 𝜉 = 0.10,
contradicting theoretical expectations and suggesting potential inconsistencies in the re-
lationship between perturbation magnitude and perceptual similarity for this attack.

Lastly, Figure 3.4 presents the results obtained for the FID metric, based on the same
values used in the previous evaluations, i.e., all four attacks appliedwith the five different
perturbation magnitudes across the four classification DNN models.

Similar to LPIPS, the FID scores did not vary significantly across models but showed
clear differences between perturbation magnitudes. For the FGSM attack, inconsistent
results were observed, with the 𝜉 = 0.20 magnitude yielding the lowest score, contrary
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0.01 0.05 0.10 0.15 0.20

0.55

0.60

0.65

0.70

0.
55

53

0.
56

22

0.
53

48 0.
55

56 0.
57

21

0.
55

70

0.
56

32

0.
53

42 0.
55

61 0.
57

19

0.
55

49

0.
56

34

0.
53

43 0.
55

54 0.
57

29

0.
55

44

0.
56

27

0.
53

39 0.
55

34 0.
57

19

0.
55

57

0.
56

48

0.
53

53 0.
55

38 0.
57

15

Perturbation magnitude (𝜖)

LP
IP
S

AlexNet VGG-16 VGG-19 ResNet18 ResNet152

(c) TRM-UAP
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Figure 3.3: Performance results for the LPIPS metric. Lower LPIPS means better image quality.
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(b) UAP
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(c) TRM-UAP
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Figure 3.4: Performance results for the FID metric. Lower FID means better image quality.
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to theoretical expectations. In the case of UAP, the metric increased across the first four
magnitudes but dropped sharply at the highest one, with an average difference of 12
points. Comparable inconsistencies were noted for TRM-UAP and SGA, where the low-
est perturbation produced the highest FID score and the largest the lowest, respectively.

3.3.2 Batch Size Impact on Adversarial Samples

As stated in Section 3.2.4, we conducted a test to determine the optimal batch size for
training the generative model. For this purpose, three distinct values were evaluated:
16, 64, and 128. The experiments were carried out sequentially, starting with a batch
size of 64, followed by 16, and finally 128. To assess the effect of these configurations,
the losses of both components of the generative model, i.e., 𝒢 and 𝒟 , were analysed.
As this represented one of the first experiments conducted with this setup, training was
extended to a total of 5 000 epochs. The results of this test are shown in Figure 3.5.
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Figure 3.5: Batch size study showing the loss during both 𝒢 and𝒟 training for batch sizes of 16, 64, and
128. The curves for batch size 16, 64, and 128 are represented in blue, red, and brown, respectively.

The analysis of this study demonstrates that, for both 𝒢 and 𝒟 training, a larger
batch size of 128 produced improved loss metrics. In this particular case of the DCGAN
architecture, the optimal loss for both components is characterised by their convergence,
i.e., approaching a point of equilibrium. Furthermore, examining the loss curves indi-
cates a more effective training process and ultimately improved image generation by 𝒢.
Notably, when comparing batch sizes of 16 and 64, the batch size of 64 consistently out-
performed 16 for both 𝒢 and𝒟 , resulting in superior outcomes.

3.3.3 Evaluating Adversarial Image Quality

Upon analysing the extracted results and computing all evaluation metrics, human vi-
sual inspection, as described in the methodology, was necessary to assess image quality
and fidelity. Notably, while the FR metric indicated strong performance, LPIPS and FID
showed less favourable results, highlighting the need for human evaluation. For this pur-
pose, a set of images from the dataset was selected, classified, and their corresponding
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adversarial samples were also evaluated.

Figure 3.6: Comparison of images generated by the DCGAN using the TRM-UAP attack with a magni-
tude 𝜉 = 0.10, targeting the ResNet18 model, alongside real images. The top row displays the original
samples with their correct labels. The bottom row shows images generated by the DCGAN, with the clas-
sification labels attributed by the model.

Figure 3.6 presents a comparison between real images and those generated by the
model under the TRM-UAP attack with a perturbation magnitude of 𝜉 = 0.10 applied
to the ResNet18 model, alongside their predicted labels. It is important to note that the
labels for the real images correspond to their correct classifications.

3.3.4 Discussion of Results

The results obtained in the previous section fall into three distinct areas of interest: the
performance of the generative model in terms of misclassification, measured by the FR
metric; the final image quality and fidelity, assessed using the LPIPS and FID metrics to-
gether with human-eye observation; and the impact of batch size on the training process
of the generative model.

Adversarial DCGAN Performance

Regarding the first area of interest, and focusing solely on the FR metric, we conclude
that the adversarial generative model is highly effective at producing adversarial images
that mislead all five pre-trained DNN models. The FR ranges from a minimum of 87%
to a maximum of 91% across different models. In practical terms, out of 5 000 evaluation
images, the models failed to classify correctly, on average, approximately 4 400 images
— a substantial result.

Image Quality and Fidelity

Despite the high FR, and as noted above, image quality and fidelity also needed to be
evaluated. In this respect, the results were considerably worse. The LPIPS metric scored
between 0.53 and 0.66, whereas good similarity should lie in the range of 0.10 to 0.30; val-
ues above 0.30 indicate perceptible and significant differences. For the FID metric, the
situation was evenmore severe, with values ranging from 251 to 275. By comparison, ac-
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ceptable quality typically falls between 10 and 50, with values between 0 and 10 consid-
ered optimal. These results immediately indicated that something was wrong with the
generated image quality, which was confirmed through visual inspection. When com-
paring the original and adversarial images, the differences were substantial: the content
of the images was often unrecognisable, with only silhouettes and colours faintly dis-
cernible, while overall quality and fidelity were extremely poor.

Batch Size Impact on Adversarial Samples
To determine the most suitable batch size, we not only conducted tests but also analysed
its impact on the training procedure of the generative model. The results, presented in
the previous section, show that a larger batch size leads to lower loss values for both
components of the architecture, 𝒢 and 𝒟 . It is important to note that the optimal point
is reached when 𝒢 successfully learns the true data distribution, making its outputs in-
distinguishable from real data. This corresponds approximately to 𝒢 achieving a loss of
0.693 and𝒟 a loss of 1.386. These values indicate that 𝒢 is generating data of sufficient
quality that𝒟 can no longer reliably distinguish it from real data, representing the the-
oretical balance between the two models. From the analysis, a batch size of 128 provides
the best performance in reaching this equilibrium, followed by 64, with 16 performing
the worst, indicating that larger batch sizes are more effective for this study.

3.4 Chapter Summary

As mentioned at the beginning of this chapter, the objective of this study was to de-
termine whether a generative model, specifically a DCGAN, can learn the adversarial
traits of adversarial images and subsequently generate adversarial images on demand
that mislead a given DNNmodel. To this end, a pre-established DCGANwas trained on
datasets corresponding to different adversarial attacks and perturbation magnitudes 𝜉.

Against five pre-trained DNN models, the evaluation considered both the misclassi-
fication rate of the generated images, measured using FR, and their quality and fidelity,
assessed using the LPIPS and FID metrics in combination with human-eye observation.
Additional tests were conducted to determine the optimal batch size for effective train-
ing. The results were striking: FR values ranged from 87% to 91%, demonstrating strong
adversarial performance. However, image quality was severely compromised, with both
LPIPS and FID performing poorly. Human observation confirmed that the generated im-
ages bore little resemblance to the originals, capturing only silhouettes and colours.

Given these results, it was necessary to ensure that adversarial images preserved high
quality and fidelity while achieving a high FR. To address this, we proposed a multi-
objective generative model using multiple discriminators that compete on two fronts:
image quality and resemblance to the original image, as well as capturing adversarial
traits. This study was carried out and is fully described in the next chapter, Chapter 4,
titled Multi-Objective Generative Model for Adversarial Sample Generation.



4
Multi-Objective GenerativeModel
for Adversarial Sample Generation

The purpose of this chapter is to present the work developed as a continuation of the
previous chapter (see Chapter 3). The conclusions of that study pointed to the need for
a multi-objective generative model to generate adversarial images. This chapter details
the development of such amodel. The study aimed to demonstrate that amulti-objective
model — i.e., a model with multiple discriminators — can be trained to simultaneously
address the image quality issues observed in the previous study and accurately capture
the adversarial traits of adversarial images. To ensure the robustness of the model, state-
of-the-art defences from the literature were included in the evaluation to assess both the
quality, fidelity and robustness of the images generated. Building on this idea, the chap-
ter presents the proposed generative architecture developed in this study, followed by
the adapted methodology from the previous study. The experimental evaluation envi-
ronment and results are presented, followed by a discussion of the findings and tests
conducted, and concluded with a brief summary of the chapter. The contents of this
chapter were presented at the 2025 ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining UCM Track — KDD-UMC (Areia et al., 2025a) and published
in the Social Science Research Network — Elsevier (Areia et al., 2025b). Additionally, this
work is publicly available in the official GitHub repository1.

4.1 Design of the Proposed Generative Architecture

To fulfil the objectives of this study, and since no architecture had been specifically de-
signed for this aspect of research, we developed a novel multi-objective architecture,
termed MOSA-GAN, based on the most recent generative model, SuperstarGAN2 (Ko
et al., 2023).
1 GitHub repository: https://github.com/ipleiria-ciic/multiobjective-adversarial-gan
2 It should be emphasised that the original model does not incorporate multi-objective functionality. The
choice of this architecture was motivated by its strong benchmark performance, particularly in terms of
image quality and fidelity.
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Given this context, the proposed multi-objective adversarial generative architecture,
MOSA-GAN, illustrated in Figure 4.1, comprises two discriminators, denoted as𝒟 and
𝒟 ′, a generator 𝒢, a classifier 𝒞, and an encoder ℰ . The discriminator 𝒟 operates as a
standard, or vanilla, discriminator, determining whether the input image is real or syn-
thetic, thereby guiding 𝒢 to produce outputs that closely approximate the originals. By
contrast, the discriminator𝒟′ is designed to extract adversarial features from perturbed
images and to promote their subtle incorporation into the generated outputs, while en-
suring they remain imperceptible to the human eye.

Output ImageG

Reconstructed
Image

C

D

D'

Domain
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Real/Fake
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Adversarial Image

Figure 4.1: Proposed MOSA-GAN architecture. The upper diagram represents the multi-objective gen-
erative framework with multiple discriminators, while the lower diagram illustrates the encoder training
process, designed to reconstruct real images by leveraging the trained generator.

Still regarding the MOSA-GAN architecture, the generator 𝒢 employs an encoder-
decoder framework with integrated instance normalisation. It begins with a single con-
volutional layer followed by a ReLU activation, and is followed by two downsampling
blocks, each comprising a convolutional layer, instance normalisation, and ReLU acti-
vation. The network’s core consists of six residual blocks, each containing two convo-
lutional layers with instance normalisation and connected via skip connections to sup-
port information flow and maintain gradient stability. After the residual blocks, two
upsampling blocks are implemented using transposed convolutions, each coupled with
instance normalisation andReLUactivation. The final output layer uses a Tanh activation
function to generate the output image.

Turning to the discriminator𝒟 , it employs a PatchGAN (Demir et al., 2018) architec-
ture, consisting of six convolutional layers with spectral normalisation and LeakyReLU
activations. The adversarial discriminator𝒟′ uses a similar convolutional backbone but
ends with a fully connected, spectral normalised linear layer for classification. The auxil-
iary classifier 𝒞 mirrors the convolutional structure of the discriminators and concludes
with a global convolutional classification head, adapted to the downsampled spatial di-
mensions of the input image.
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Aligned with the objectives outlined in Chapter 3 — to take an image as input and
produce the same image with a specified perturbation 𝜉 — it is necessary to capture its
latent space information. To achieve this, we employ an encoder ℰ that learns structured
latent representations of real data, aiding𝒢 in generating more realistic and diverse out-
puts. Consequently, rather than using 𝑦 = 𝒢(𝑧) to produce an adversarial image, we use
𝑦 = 𝒢(ℰ(𝑥)), where ℰ(𝑥) represents the output of ℰ when the real image 𝑥 is input.

Additionally, and as the key feature of the MOSA-GAN architecture, it is possible
to assign different weights (importance) to each discriminator. This allows control over
the objectives of the study. To prioritise a cleaner and higher-fidelity image, a greater
weight is assigned to the vanilla discriminator 𝒟 ; conversely, to emphasise perturba-
tions, a higher weight is given to the adversarial discriminator 𝒟 ′. To implement this,
we applied the concept of nadir slack. The nadir slack represents the difference between
the nadir point and a reference point, referred to as the objective point. Experimentally,
the slack value is used to dynamically update the nadir point during training, improving
stability (Albuquerque et al., 2019), as described by the following equation:

𝑧𝑛𝑎𝑑𝑖𝑟 = max
𝑖
ℓ𝑖 · 𝜍𝑛𝑎𝑑𝑖𝑟 + 𝜅, (4.1)

where ℓ𝑖 denotes the individual objective losses, and 𝜅 is a small constant set to 𝜅 =
1e−8. This nadir point, 𝑧𝑛𝑎𝑑𝑖𝑟 , is subsequently used during training, together with the
losses from the various objectives, to compute theHV. The resultingHV is then employed
to calculate the loss of 𝒢, providing a measure of how effectively the training process
explores the objective space towards the ideal point of this study, which is within the
context of multi-objective optimisation.

4.2 Methodology

The methodology of this study is largely consistent with that of the previous work (see
Section 3.1). However, in this case, point three — Generative Model Selection and Training
— has been revised. In addition, a new sixth point has been introduced, addressing
the robustness assessment against state-of-the-art defence mechanisms reported in the
literature. Consequently, the methodology is as follows:

1. Data Acquisition and Preprocessing: Follows the same process as in Section 3.1.
2. Adversarial Attack Synthesis: Follows the same process as in Section 3.1.
3. MOSA-GANModel Training: Training of the MOSA-GANmodel to capture both

adversarial and original characteristics from the image set, and produce synthetic
adversarial samples on-demand.

4. Representation Encoder Training: Follows the same process as in Section 3.1.
5. Performance Testing and Evaluation: Follows the same process as in Section 3.1.
6. Robustness Assessment Against Defence Mechanisms: Comprehensive assess-

ment of the robustness of the trained model against state-of-the-art defence mech-
anisms reported in the literature.
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MOSA-GANModel Training

At this stage, unlike the previous study, the generative architecture had already been
selected: theMOSA-GANmodel proposed in the previous section (see Section 4.1). This
architecture is expected to satisfy the requirements set out in the previous methodology,
namely: to produce high-quality images, ensure stable training, and support effective
hierarchical feature learning, while also capturing the adversarial traits of an input image
in an effective and imperceptible manner.

Robustness Assessment Against Defence Mechanisms

In this stage, we test the proposed generative model against state-of-the-art defences
reported in the literature. The objective is to determine whether adversarial images gen-
erated by MOSA-GAN, when processed by a given defence, can reduce the misclassifi-
cation rate (FR) of pre-trained DNN evaluation models. If the reduction in FR is smaller
than that reported in the literature for the corresponding defence, we conclude that the
images generated by MOSA-GAN are, in fact, strong adversarial examples.

Main Algorithm

For greater clarity regarding the methodology applied in this study, Algorithm 1 is pre-
sented. It provides a structured overview of the adversarial training process of MOSA-
GAN, including the evaluation procedure for the generated images.

Algorithm 1: Adversarial training process of MOSA-GAN with an evaluation procedure.

Require: Surrogate DNN models 𝑓 =
{
𝑓1 , . . . , 𝑓5

}
for evaluation

Input: Original dataset D and a list of attacks I
Output: JSON file 𝑚 = {𝑚1 , . . . , 𝑚4}
for 𝑖 ∈ 𝐼, where I = {FGSM,UAP, TRM-UAP, SGA} do

Generate perturbation 𝛿𝑖
Create perturbed dataset: D𝑖 = D + 𝛿𝑖
Train generator 𝒢𝑖 with objectives:
𝒟(𝒢(𝑥)) ≈ 𝒟(𝑥) ⊲ Preserve the realism of the original image.
𝒟 ′(𝒢(𝑥)) ≈ 𝒟(𝑥𝑖) ⊲ Capture adversarial features of the malicious image.

Train encoder ℰ on D to extract latent codes 𝑧:
𝑧 = 𝒢(ℰ(𝑥)), 𝑥 ∈ D

for all 𝑥 ∈ D do
if 𝑦̂ = 𝑓 (𝑥) = 𝑦 by all 𝑓𝑗 ∈ 𝑓 then

for all 𝑓𝑗 ∈ 𝑓 do
Compute FR( 𝑓𝑗 ,D𝑖)

end for
end if

end for
Compute FID(D,D𝑖)
Compute LPIPS(D,D𝑖)
𝑚𝑖 = {FR𝑖 , LPIPS𝑖 , FID𝑖}

end for
return 𝑚 = {𝑚1 , . . . , 𝑚4}
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4.3 Experimental Evaluation Environment

This section describes the experimental environment of this study, including the ratio-
nale behind each component to ensure alignment with the stages of the methodology
outlined in the preceding section. It is important to note that, since part of the method-
ology is inherited from the previous study, there is no need to repeat the explanation of
the corresponding experimental environment. For components where the methodology
remains unchanged, please refer to the relevant sections of the previous study: Data Col-
lection and Preprocessing (Section 3.2.1), Adversarial Attack Synthesis (Section 3.2.2), and
Evaluation Models, Metrics and Setup (Section 3.2.5).

4.3.1 Network Architecture

The network architecture was presented at a high level in Section 4.1; however, this sec-
tion provides a more detailed description of the settings, layers, and related configura-
tions. As previously stated, MOSA-GAN is partially based on the state-of-the-art GAN,
SuperstarGAN (Ko et al., 2023), with several key modifications. SuperstarGAN consists
of a generator 𝒢, a discriminator𝒟 , and a classifier 𝒞. Since the objective is to generate
images that resemble the originals while incorporating adversarial traits, we introduced
a second adversarial discriminator, 𝒟 ′, to extract adversarial features during training,
along with a custom encoder, ℰ , to learn latent representations of the real data.

Generator
The generator 𝒢 starts with a 7 × 7 convolutional layer, followed by downsampling
through two 4 × 4 convolutions, each doubling the number of feature maps. The bottle-
neck comprises six residual blocks, and upsampling is performed using two transposed
convolutions, reducing the feature maps to produce a 3-channel image with a Tanh ac-
tivation. The input consists of an image concatenated with domain label information.
Listing 3 presents the Python class implementation of the generator 𝒢.
Vanilla and Adversarial Discriminator
The vanilla discriminator𝒟 consists of multiple convolutional layers with spectral nor-
malisation, starting with a 4 × 4 convolution followed by a LeakyReLU activation. It
includes six convolutional layers, each doubling the number of feature maps, and con-
cludes with a 3 × 3 convolution that outputs a real-or-fake score. The adversarial dis-
criminator 𝒟′, designed for adversarial training, follows a similar structure to 𝒟 but
ends with a fully connected layer that classifies the input into one of 𝑛 = 10 labels. List-
ing 1 and Listing 2 present the Python class implementations of the vanilla discriminator
𝒟 and the adversarial discriminator𝒟 ′, respectively.
Classifier and Encoder
The classifier 𝒞 consists of convolutional layers with LeakyReLU activations, beginning
with a 4 × 4 convolution and followed by six downsampling layers. The final layer out-
puts a class-dimensional vector representing the class scores. The encoder ℰ consists of
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convolutional layers with ReLU activations, starting with a 4× 4 convolution and apply-
ing six downsampling layers. A final convolution with an adaptive kernel size produces
a class-dimensional vector representing the inferred domain vector. Listing 4 and List-
ing 5 present the Python class implementations of the classifier 𝒞 and the encoder ℰ ,
respectively.

4.3.2 Hyperparameter Selection

In this stage of the work, we conducted a wide range of experiments, as in the previous
study, where this stage was also the most time-consuming. Defining the optimal values
for each parameter in the architecture training process is highly challenging. Neverthe-
less, this process was carried out with caution and attention to ensure rigorous scientific
work and methodological consistency. Table 4.1 presents the final values of each param-
eter used in this study. The rationale behind each choice will be explained later.

Table 4.1: The final hyperparameters and their values used in the MOSA-GAN training process.

Hyperparameter Final Setting

Batch size 128
Input image resolution 128 × 128
Input channels 3
Training epochs 100 000
Convolutional filters in generator 𝒢 32
Convolutional filters in discriminators𝒟 and𝒟 ′ 32
Convolutional filters in classifier 𝒞 32
Convolutional filters in encoder ℰ 32
Residual blocks in generator 𝒢 6
Residual blocks in discriminators𝒟 and𝒟 ′ 6
Residual blocks in classifier 𝒞 6
Residual blocks in encoder ℰ 6
Weight for domain classification loss 0.25
Weight for reconstruction loss 1.3
Weight for gradient penalty 1.0
Nadir slack 𝜍𝑛𝑎𝑑𝑖𝑟 1.1
Weights for the discriminators𝒟 and𝒟 ′ [0.65, 0.35]
Adam learning rate (ℓ𝑟) for generator 𝒢 1.0e−4
Adam learning rate (ℓ𝑟) for discriminators𝒟 and𝒟 ′ 1.0e−4
Adam learning rate (ℓ𝑟) for classifier 𝒞 1.2e−4
Adam 𝛽1 0.0
Adam 𝛽2 0.999
ReduceLROnPlateau reduction factor (𝑟𝑑) 0.8
ReduceLROnPlateau patience (𝑝) 30
ReduceLROnPlateau minimum learning rate (min ℓ𝑟) 1.0e−10

All of these hyperparameters were carefully selected rather than arbitrarily defined.
It is important to note that the testing scenario was based on the FGSM attack dataset
with a perturbation magnitude of 𝜉 = 0.10, with the aid of the optimisation tool men-
tioned later to automatically determine the best values.
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Regarding the batch size, this was chosen based on the empirical experimentation
conducted in the previous study (see Section 3.3.2), and thus the same value was re-
tained. Additionally, since the MOSA-GAN model inherits from SuperstarGAN (Ko et
al., 2023), several hyperparameters were also preserved, as they had already been shown
to yield optimal results in that configuration. These include the input image resolution,
the convolutional filters used across all components, and the residual blocks incorpo-
rated in each component.

Similar to the previous study, we employed the Optuna (Akiba et al., 2019) optimi-
sation tool in this work to determine the best possible settings for the remaining param-
eters. The parameters submitted to this tool included the weights for the reconstruction
loss, the gradient penalty, and the domain classification loss, as well as the nadir slack.
Additionally, the learning rates ℓ𝑟 and the Adam (Diederik P. Kingma et al., 2017) opti-
miser betas, 𝛽1 and 𝛽2, were tuned for all components. The reduction factor 𝑟𝑑, patience
𝑝, and minimum learning rate min ℓ𝑟 for the ReduceLROnPlateau scheduler (Paszke et
al., 2019) were also optimised.

Regarding theweights for the domain classification loss, reconstruction loss, and gra-
dient penalty, four additional candidate values were considered around the final value:
two positive increments and two negative increments, each with a step of 0.5. After Op-
tuna optimisation, the middle value was selected for each parameter, corresponding to
the final values presented in the table above. The nadir slack, as suggested by Albu-
querque et al. (2019), should lie within the following range [1.05, 1.1]. To determine the
optimal value, we tested the search space 𝜍𝑛𝑎𝑑𝑖𝑟 = {1.05, 1.06, 1.07, 1.08, 1.09, 1.10}, and
the highest value, 𝜍𝑛𝑎𝑑𝑖𝑟 = 1.10, was selected.

For the Adam optimiser, five learning rates, ℓ𝑟 , were tested for all components using
the same search space: ℓ𝑟 = {1.0e−4, 1.1e−4, 1.2e−4, 1.3e−4, 1.4e−4}. For the generator
𝒢, both discriminators 𝒟 and 𝒟 ′, and for the encoder ℰ , the final learning rate was set
to ℓ𝑟 = 1.0e−4, while for the classifier 𝒞 it was set to ℓ𝑟 = 1.2e−4. The Adam betas were
also optimised within a specific defined search space, yielding final values of 𝛽1 = 0.0
and 𝛽2 = 0.999.

For the ReduceLROnPlateau scheduler, the search spaces were maintained similar to
those defined in the previous study: 𝑟𝑑 = {0.5, 0.6, 0.7, 0.8, 0.9}, 𝑝 = {10, 20, 30, 40, 50},
and 𝑚𝑖𝑛 ℓ𝑟 = {1e−4, 1e−5, 1e−6}. After optimisation, the best values obtained were 𝑟𝑑 =
0.8, 𝑝 = 30, and 𝑚𝑖𝑛 ℓ𝑟 = 1e−6. Additionally, following the methodology of the previous
study, it is important to note that BCE was used as the canonical loss function, consistent
with the original work of Ian J. Goodfellow et al. (2014).

Regarding the number of epochs, and as in the previous study, an assessment was
conducted to determine the appropriate value. Specifically, the loss values of 𝒢,𝒟 ,𝒟′,
and 𝒞 were monitored and evaluated under the testing settings described at the begin-
ning of this section. It was observed that after approximately epoch 95,000, the training
process became unstable, with the loss of 𝒢 diverging. Various tests and hyperparame-
ter adjustments were attempted to mitigate this issue; however, no improvements were
achieved.
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Finally, to conclude the hyperparameter selection section, it is important to note that
extensive work and an ablation study were conducted to determine the optimal weights
for both discriminators,𝒟 and𝒟′. This study will not be detailed here, as Section 4.4.2
is entirely dedicated to it.

4.3.3 Defences Implemented

As outlined in Section 4.2, this study also aims to evaluate the robustness of the proposed
MOSA-GAN model against state-of-the-art defences reported in the literature. For this
purpose, we focus on two well-known and easily applicable defences: adversarial train-
ing (Ian J Goodfellow et al., 2015) and input transformation (Tian et al., 2024).

Adversarial Training

In adversarial training, adversarial images generated by theMOSA-GANmodel are used
to retrain the evaluation models, which were originally trained on clean images in the
previous study. This ensures that the DNN models can learn the adversarial traits of
these images and recognise themduring classification tasks, hence improving robustness
against attacks.

Input Transformation

For input transformation, we follow the approach of Tian et al. (2024), applying different
types of blur to the adversarial images before classification. This aims to obscure the
adversarial traits and reduce the misclassification rate — FR — of the models. Four
types of blur are applied, consistent with the original study: Gaussian blur, Median blur,
Bilateral blur, and Affine blur.

4.3.4 Experimental Setup

All experiments were conducted using Python 3.12 with PyTorch 2.6. Manual verifi-
cation was employed to monitor the training process and analyse loss behaviour. The
study was performed on a workstation equipped with a single NVIDIA GeForce RTX
4080 Super GPU (16 GB) using CUDA 12.4.

4.4 Experimental Evaluation Results and Analysis

Following the methodology and experimental evaluation environment described above,
this section presents the results obtained. It is divided into four stages of testing and eval-
uation, each accompanied by the corresponding results. In the first stage, we present the
overall performance of the MOSA-GAN model according to the evaluation procedure
outlined earlier. Next, we present the ablation study assessing the influence of the dis-
criminator weights on the model’s general performance. This is followed by the results
obtained against state-of-the-art defences (see Section 4.3.3). Finally, we provide a qual-
itative assessment of image quality and discuss the overall results achieved in this study.
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4.4.1 MOSA-GANModel Performance

This section presents the results obtained for the MOSA-GAN model according to the
three evaluation metrics — FR, FID, and LPIPS. The results are summarised in Table 4.2,
where they are reported separately for each evaluation metric across the different DNN
classifier models. The values shown correspond to the averages over all perturbation
magnitudes 𝜉 used (see Section 3.2.2), along with the respective standard deviations.

Table 4.2: Summary of evaluation metrics for MOSA-GAN performance analysis.

Attack AlexNet ResNet152 ResNet18 VGG-16 VGG19

Fooling Rate (FR)

FGSM 74.5±1.5 80.3±4.7 81.1±3.6 72.0±2.6 70.4±2.6
UAP 70.3±4.2 66.0±3.1 81.6±3.4 72.1±4.7 75.3±4.8

TRM-UAP 76.3±5.0 82.9±2.9 84.2±4.0 74.5±6.5 73.3±6.4
SGA 78.3±9.0 77.9±5.9 77.6±5.7 77.7±7.1 75.5±6.0

Fréchet Inception Distance (FID)

FGSM 36.6±12.0 33.7±8.2 36.1±10.1 36.4±7.6 35.9±10.9
UAP 36.9±8.5 33.9±6.4 37.2±10.8 35.4±9.6 37.2±9.8

TRM-UAP 36.5±8.1 34.6±7.8 36.7±11.4 37.4±9.9 36.5±10.8
SGA 32.6±7.8 34.9±10.1 36.4±8.8 34.5±10.4 34.0±9.0

Learned Perceptual Image Patch Similarity (LPIPS)

FGSM 0.30±0.09 0.29±0.10 0.30±0.10 0.31±0.09 0.31±0.09
UAP 0.27±0.06 0.27±0.06 0.26±0.06 0.26±0.06 0.26±0.06

TRM-UAP 0.25±0.05 0.26±0.06 0.25±0.04 0.26±0.05 0.25±0.05
SGA 0.25±0.05 0.24±0.05 0.24±0.05 0.25±0.05 0.25±0.05

Regarding the FR, the overall results range from≃ 66.0% to 84.2%. ResNet18 achieved
the highest average FR at 80.7%, while VGG19 showed the lowest performance, with an
average FR of 73.3%. Although some variation in attack transferability was observed
across models, the SGA attack demonstrated notable consistency, with an average fluc-
tuation of only 1%. By contrast, other attacks exhibited slightly larger variations but
achieved results ≃ 5% higher than those of SGA.

Across all tests, the average FID scores are broadly consistent across attacks andmod-
els, ranging from 32.6 to 37.4. Among these, SGA achieves the lowest — and therefore
best — average score of 34.4, followed by FGSM at 35.7, UAP at 36.1, and TRM-UAP at
36.3. Similarly, the LPIPS scores exhibit limited variation across attacks and methods,
ranging from 0.24 to 0.31. Once again, SGA achieves the best performance with the low-
est average of 0.24, followed by TRM-UAP at 0.25, UAP at 0.26, and FGSM, which records
the highest — and therefore worst — score of 0.30.

Since the perturbation magnitudes 𝜉 were averaged in the results presented in the
table above, Figure 4.2 is provided to illustrate the correlation between the average eval-
uationmetrics across all testedmodels and attacks with respect to the different perturba-
tion magnitudes 𝜉 assessed. It is important to note that the FID scores were normalised
to the [0, 1] range by dividing the average by 100.



44 4. Multi-Objective Generative Model for Adversarial Sample Generation

0.01 0.05 0.10 0.15 0.20

0.
6

0.
7

0.
8

0.
9

Perturbation magnitude (𝜉)

Sc
or
e
va

lu
e

FGSM UAP TRM-UAP SGA

(a) FR

0.01 0.05 0.10 0.15 0.20

0.
3

0.
4

0.
5

Perturbation magnitude (𝜉)
Sc
or
e
va

lu
e

FGSM UAP TRM-UAP SGA

(b) FID

0.01 0.05 0.10 0.15 0.20

0.
2

0.
3

0.
4

0.
5

Perturbation magnitude (𝜉)

Sc
or
e
va

lu
e

FGSM UAP TRM-UAP SGA

(c) LPIPS

Figure 4.2: Correlation between the average evaluation metrics — FR, FID, and LPIPS — and the per-
turbation magnitude of the generated images for each attack, across the tested models: AlexNet, VGG-16,
VGG-19, ResNet18, and ResNet152. FID values were normalised to [0,1] by dividing by 100.

Examining the aforementioned figure and its corresponding results, all attacks dis-
play a consistent trend: as the perturbationmagnitude 𝜉 increases, the FR generally rises.
Aminor exception is observedwith FGSM at 𝜉 = 0.10 and 𝜉 = 0.15, where the FR slightly
decreases compared to 𝜉 = 0.05. In parallel, both FID and LPIPS values increase with
larger perturbation magnitudes, reflecting a decline in image quality— an expected out-
come, as stronger perturbations naturally degrade visual fidelity.

4.4.2 Influence of Discriminator Weight Variation

As outlined in the hyperparameter selection section (see Section 4.3.2), this study in-
cludes an ablation test on the weights assigned to the vanilla and adversarial discrimi-
nators —𝒟 and𝒟 ′—within the proposed architecture. To conduct this empirical anal-
ysis, variations of the discriminator weight configurations were created, each scenario
assigned a descriptive name to facilitate interpretation in the forthcoming result plots.
The mapping between scenario names and their corresponding weight assignments is
presented in Table 4.3. It is important to emphasise that the weights adopted in the final
architecture are regarded as the optimal configuration. Consequently, the configuration
with weights 𝜆𝐷 = 0.65 and 𝜆𝐷′ = 0.35 is designated as the final setup and is directly
associated with the name of the architecture, i.e. MOSA-GAN.

Table 4.3: Discriminator weight variations used in the ablation test.

Configuration Name Weight Values

MOSA-GAN 𝜆𝐷 = 0.65 and 𝜆𝐷′ = 0.35
SuperstarGAN Vanilla (𝑉𝑎𝑛) 𝜆𝐷 = 1.00 and 𝜆𝐷′ = 0.00
SuperstarGAN Adversarial (𝐴𝑑𝑣) 𝜆𝐷 = 0.00 and 𝜆𝐷′ = 1.00
SuperstarGAN Vanilla-Weighted (𝑉𝑎𝑛𝑤) 𝜆𝐷 = 0.75 and 𝜆𝐷′ = 0.25
SuperstarGAN Adversarial-Weighted (𝐴𝑑𝑣𝑤) 𝜆𝐷 = 0.25 and 𝜆𝐷′ = 0.75
SuperstarGAN Adversarial-Weighted (𝐴𝑑𝑣𝑤) 𝜆𝐷 = 0.25 and 𝜆𝐷′ = 0.75
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With the evaluation environment and test scenarios established, we proceeded with
the experiments. Table 4.4 presents the results of this study, showing the average FR
achieved for each attack across the different setups relative to the DNN models, along
with the corresponding standard deviations. For comparison, this study includes the
results from the previous study presented in Chapter 3, referred to asAdversarial DCGAN
(Areia et al., 2025c), which does not employ multi-objective optimisation.

Table 4.4: Effect of discriminator weight variation on model performance across the different attack types
— FGSM, UAP, TRM-UAP and SGA — measured using the FR metric.

Attack AlexNet ResNet152 ResNet18 VGG-16 VGG19

Adversarial DCGAN (Areia et al., 2025c)

FGSM 86.7±1.4 90.6±4.2 94.4±3.8 83.9±2.4 82.0±2.5
UAP 81.8±4.1 76.8±3.0 94.3±3.3 83.8±4.6 87.7±4.7

TRM-UAP 88.6±4.8 89.7±2.7 95.9±4.1 86.7±6.4 85.4±6.2
SGA 91.4±8.7 90.7±5.8 90.4±5.6 90.5±7.0 87.9±5.9

SuperstarGAN Vanilla (𝜆𝐷 = 1.0; 𝜆𝐷′ = 0.0)

FGSM 32.8±1.4 35.3±4.6 35.7±3.4 31.7±2.4 30.9±2.3
UAP 30.9±3.8 29.0±3.0 35.9±3.5 31.7±4.2 33.1±4.3

TRM-UAP 33.6±4.7 36.5±2.6 37.0±3.9 32.8±6.2 32.3±6.0
SGA 34.5±8.7 34.3±5.5 37.1±5.4 34.2±6.9 33.2±5.8

SuperstarGAN Adversarial (𝜆𝐷 = 0.0; 𝜆𝐷′ = 1.0)

FGSM 86.1±1.3 89.0±4.3 90.1±3.7 87.9±2.4 86.0±2.5
UAP 85.8±4.0 80.5±2.9 90.1±3.2 87.9±4.5 89.0±4.6

TRM-UAP 88.1±4.6 87.0±2.6 89.9±4.2 91.0±6.2 86.5±6.3
SGA 90.6±8.6 91.2±5.5 90.8±5.3 90.1±6.8 89.2±5.9

SuperstarGAN Vanilla-Weighted (𝜆𝐷 = 0.75; 𝜆𝐷′ = 0.25)

FGSM 60.3±1.4 65.1±4.6 65.9±3.5 58.3±2.5 57.0±2.6
UAP 56.9±4.0 53.5±3.0 66.1±3.3 58.4±4.4 61.2±4.5

TRM-UAP 61.8±4.8 67.1±2.7 68.4±4.1 60.3±6.1 59.4±6.2
SGA 63.4±8.8 63.1±5.6 62.8±5.5 62.9±7.0 61.2±5.8

SuperstarGAN Adversarial-Weighted (𝜆𝐷 = 0.25; 𝜆𝐷′ = 0.75)

FGSM 80.4±1.4 86.7±4.3 87.6±3.4 77.7±2.5 76.0±2.5
UAP 75.9±4.0 71.3±3.0 88.1±3.2 77.8±4.3 81.3±4.6

TRM-UAP 82.4±4.7 89.5±2.7 91.0±4.2 80.6±6.3 79.2±6.1
SGA 84.6±8.6 84.2±5.5 83.8±5.4 83.9±6.8 81.5±5.9

MOSA-GAN (𝜆𝐷 = 0.65; 𝜆𝐷′ = 0.35)

FGSM 74.5±1.5 80.3±4.7 81.1±3.6 72.0±2.6 70.4±2.6
UAP 70.3±4.2 66.0±3.1 81.6±3.4 72.1±4.7 75.3±4.8

TRM-UAP 76.3±5.0 82.9±2.9 84.2±4.0 74.5±6.5 73.3±6.4
SGA 78.3±9.0 77.9±5.9 77.6±5.7 77.7±7.1 75.5±6.0

Regarding the results, the Adversarial DCGAN achieved the highest score among the
tested alternatives, with an average FR of 88.4%. As expected, the lowest score was ob-
tained by SuperstarGANVanilla, with an average FR of 33.9%, while SuperstarGANAd-
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versarial achieved the second-highest score at 87.4%. SuperstarGAN Vanilla-Weighted
and SuperstarGANAdversarial-Weighted recorded average FRvalues of 61.7% and 80.1%,
respectively. Notably, our proposed architecture, MOSA-GAN, using the baseline con-
figuration described earlier, achieved an average FR of 74.4%.

Alongside the FR results, image quality and fidelity were also evaluated in this stage
of testing and evaluation. Figure 4.3 presents the FID and LPIPS values obtained for
each tested method, averaged across the four attacks, perturbation magnitudes 𝜉, and
target models. Two points should be noted: for this analysis, the Adversarial DCGAN
was excluded, as only the multi-objective variants were considered, and the FID results
were normalised to the [0, 1] interval by dividing the original values by 100.
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Figure 4.3: Correlation between average evaluation metrics (FID and LPIPS) and weighted network
architecture used for sample generation. Results are averaged across the tested models: AlexNet, VGG-16,
VGG-19, ResNet18, and ResNet152. FID values were normalised to the [0,1] range by dividing by 100.
The column MOSA refers to the default baseline configuration used in this study — MOSA-GAN.

The results indicate that higher FR values are generally associated with increased
— and therefore worse — image fidelity metrics. For example, SuperstarGAN Vanilla
and SuperstarGAN Vanilla-Weighted exhibit lower FR alongside lower FID and LPIPS
scores, suggesting that the generated images closely resemble the originals. In contrast,
SuperstarGAN Adversarial and SuperstarGAN Adversarial-Weighted achieve high FR
but poor FID and LPIPS scores, reflecting visibly degraded image quality with notice-
able perturbations. Our method, MOSA-GAN, achieved a balanced average result, rep-
resenting a middle ground between the two extremes.

4.4.3 Robustness of MOSA-GAN Against Defensive Techniques

As stated in Section 4.3.3, state-of-the-art defences were tested to evaluate the robustness
of the proposedMOSA-GANmodel. The defences selected for this study were adversar-
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ial training (Ian J Goodfellow et al., 2015) and input transformation (Tian et al., 2024), the
latter employing various types of blur. For a detailed explanation of how these defences
were applied, refer to Section 4.3.3. With this context, Table 4.5 presents an overview of
the FR values obtained for each defence, following the same format used in the previous
evaluations.

Table 4.5: MOSA-GAN robustness of different defence techniques based on model performance across
various attack types — FGSM, UAP, TRM-UAP, and SGA — measured using the FR metric.

Attack AlexNet ResNet152 ResNet18 VGG-16 VGG19

Adversarial Training

FGSM 26.4±1.2 30.8±3.8 31.5±3.4 27.1±2.0 25.4±2.3
UAP 26.3±3.7 24.5±2.7 31.3±3.1 27.1±4.2 28.4±4.3

TRM-UAP 29.5±4.4 32.4±2.5 34.5±3.7 28.9±5.8 27.8±5.7
SGA 30.5±7.8 30.2±5.1 30.0±5.0 30.1±6.5 29.3±5.2

Input Transformation (Gaussian Blur)

FGSM 65.6±1.4 70.7±4.3 71.4±3.4 63.4±2.4 61.9±2.5
UAP 61.9±4.0 58.1±2.8 71.8±3.1 63.5±4.4 66.3±4.6

TRM-UAP 67.1±4.7 73.0±2.7 74.1±3.8 65.6±6.2 64.5±6.2
SGA 68.9±8.7 68.5±5.7 68.3±5.4 68.4±6.9 66.4±5.8

Input Transformation (Median Blur)

FGSM 63.3±1.4 68.3±4.5 68.9±3.3 61.2±2.3 59.8±2.5
UAP 59.8±4.0 56.1±2.9 69.4±3.2 61.3±4.3 64.0±4.6

TRM-UAP 64.9±4.6 70.5±2.6 71.6±3.7 63.3±6.1 62.3±6.2
SGA 66.6±8.6 66.2±5.6 65.9±5.3 66.0±6.8 64.2±5.7

Input Transformation (Bilateral Blur)

FGSM 58.9±1.3 63.4±4.4 64.1±3.2 56.9±2.3 55.6±2.4
UAP 55.5±3.9 52.1±2.8 64.5±3.1 56.0±4.3 59.5±4.6

TRM-UAP 60.3±4.6 65.5±2.6 66.5±3.6 58.9±6.3 57.9±6.2
SGA 61.9±8.5 61.5±5.6 61.3±5.3 61.4±6.8 59.6±5.9

Input Transformation (Affine Blur)

FGSM 60.3±1.4 65.0±4.5 65.7±3.3 58.3±2.4 57.0±2.5
UAP 56.9±4.0 53.5±2.8 66.1±3.2 58.4±4.4 61.0±4.7

TRM-UAP 61.8±4.7 67.2±2.7 68.2±3.6 60.3±6.2 59.4±6.3
SGA 63.4±8.6 63.1±5.6 62.9±5.4 63.0±6.9 61.2±5.8

Analysing the results presented in the table above, two distinct outcomes emerge
across the two defence types. Adversarial training led to a substantial reduction in mis-
classification, with an average FR of 29.1%, representing a decrease of approximately
45.3% compared to the FR achieved by the proposed MOSA-GAN architecture. In con-
trast, input transformation defences produced only aminor reduction, as expected. Gaus-
sian blur achieved an average FR of 66.9%, median blur 64.6%, bilateral blur 60.1%, and
affine blur 61.6%. On average, these methods yielded an FR of 63.3%, corresponding to
a decrease of only 11.1%, which is considerably lower than the reductions reported by
Tian et al. (2024).
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Similar to the previous evaluation, not only was the FR performance measured, but
image quality and fidelity were also reassessed. Following the approach used in the
previous study, the defences were evaluated against the FID and LPIPS metrics. The
results, presented in Figure 4.4, are organised by defence method and averaged over the
four attack types, perturbation magnitudes 𝜉, and the five target models.
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Figure 4.4: Correlation between average evaluationmetrics (FID and LPIPS) and the defence type used for
sample generation. Results are averaged across the tested models: AlexNet, VGG-16, VGG-19, ResNet18,
and ResNet152. FID values were normalised to the [0,1] range by dividing by 100. Within the defence
type, 𝐴𝑡 denotes Adversarial Training, 𝐺𝑏 denotes Gaussian Blur, 𝑀𝑏 denotes Median Blur, 𝐵𝑏 denotes
Bilateral Blur, and 𝐴𝑏 refers to Affine Blur.

As the FR decreased in the results above, the FID and LPIPSmetrics increased, partic-
ularly for the input transformation defence. In contrast, adversarial training maintained
values comparable to those achieved by the proposed adversarial generative architec-
ture, as expected, since its purpose is to enhance classifier robustness rather than alter
the images. The increase in these metrics for the input transformation defence is justi-
fied, as the method modifies the images through blurring, which inevitably reduces the
fidelity of the generated adversarial images.

4.4.4 Evaluating Adversarial Image Quality

After analysing the results obtained in the various stages of this evaluation study, a qual-
itative assessment was necessary to further validate the visual realism of the generated
adversarial samples. This is particularly important because the goal is to produce gener-
ative samples that contain adversarial traits capable of misleading a DNN model while
minimising perturbations in the image itself, rendering them imperceptible to humans.
Figure 4.5 presents a comparison between real images and the generated images across
the different discriminator weight configurations described in Section 4.4.2.
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Figure 4.5: Comparison of images generated using different discriminator weight configurations, includ-
ing the proposed MOSA-GAN, against real images. The samples were generated with the SGA attack at a
perturbation magnitude of 𝜉 = 0.10, targeting the ResNet18 model.

Regarding the generated images, the SuperstarGANAdversarial approach introduces
more visible perturbations, producing images that deviate noticeably from the original.
In contrast, SuperstarGAN Vanilla closely resembles the source image, with only sub-
tle distortions. Both SuperstarGAN Vanilla-Weighted and SuperstarGAN Adversarial-
Weighted achieve a balance between noticeable changes andmaintaining image integrity.
The proposed MOSA-GAN architecture, however, achieves the best overall trade-off, ef-
fectively balancing image quality and fidelity in line with the evaluation metrics.
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4.4.5 Discussion of Results

The results obtained in the previous section, as outlined earlier, can be grouped into
four categories: the performance of the MOSA-GANmodel in terms of misclassification,
measured by the FR metric; the quality and fidelity of the generated images, assessed
using the LPIPS and FID metrics alongside human-eye evaluation; the impact of vary-
ing discriminator weights; and finally, the robustness of the MOSA-GAN model against
state-of-the-art defences. Each stage is discussed in detail below.

MOSA-GAN Performance

Regarding this first area of interest, and focusing exclusively on the FRmetric, theMOSA-
GANmodel achieved results ranging from a maximum of 89% to a minimum of 66%. At
first glance, and in comparison with the previous study (see Chapter 3), these may ap-
pear relatively weaker results. However, it is important to emphasise that the primary
objective is not solely to maximise the FR, but rather to strike a balance between misclas-
sification effectiveness and image quality.

Influence of Discriminator Weight Variation

In this test, we aimed to evaluate whether varying the weights of the two discrimina-
tors, 𝒟 and 𝒟′, affected the three metrics under study, namely FR, LPIPS, and FID. Six
weight variations were tested, and the results confirmed the expected trend: increasing
the weight of the adversarial discriminator𝒟′ led to higher FR, but at the cost of reduced
image quality. Conversely, assigning all weight to the vanilla discriminator 𝒟 resulted
in much lower FR, which is suboptimal for the aims of this study. Therefore, the balance
adopted in the proposed MOSA-GAN architecture — 𝜆𝐷 = 0.65 and 𝜆𝐷′ = 0.35 — rep-
resents, in our view, the best compromise to achieve the goals outlined in the previous
area of discussion.

Image Quality and Fidelity

Another critical assessment in this study concerned image quality andfidelity. In the pre-
vious study, image quality was notably poor, making improvement in this area essential.
By incorporating multi-objective optimisation and carefully controlling the discrimina-
tor weights, we achieved significantly better results. The FIDmetric reached a minimum
(best) value of 24 and a maximum (worst) of 47. While this range does not indicate
optimal quality, it does demonstrate good performance with only minor perturbations.
For the LPIPS metric, values ranged from 0.19 to 0.40, which, although not perfect, are
also strong results. Taken together with the FR outcomes, these findings suggest that the
overall performance of MOSA-GAN is highly satisfactory.

Robustness of MOSA-GAN Against Defences

The final aspect of interest in this study concerns the performance of the model against
state-of-the-art defences reported in the literature. Two distinct defence strategies were
considered: adversarial training and input transformation. For the first, we observed
a substantial reduction of approximately 45.3% in the FR. This outcome is expected,



4.5. Chapter Summary 51

since adversarial training aims to decrease the effectiveness of adversarial perturbations,
thereby increasing the robustness of a given DNN when trained with the adversarial
samples generated byMOSA-GAN. Conversely, the input transformation defence sought
to mitigate adversarial perturbations by applying various blurring techniques prior to
classification. While some reduction in the FR was observed, the average decrease was
only 11.1%, considerably lower than that reported in the original work. This indicates
that the adversarial images generated byMOSA-GANaremore resilient anddemonstrate
limited vulnerability to such defences.

4.5 Chapter Summary

Themain objective of this study, building upon the conclusions of the previouswork (see
Chapter 3), was to design a novel generative architecture that employs multi-objective
optimisation to enhance image quality and fidelity while sustaining a high FR in ad-
versarial image generation. To this end, we proposed a new model, MOSA-GAN, which
incorporates two discriminatorswith distinct objectives: one focused on producing high-
fidelity images and the other on maximising adversarial traits.

Following the development of the MOSA-GAN architecture, a comprehensive eval-
uation methodology was established. This methodology extended that of the previous
study by additionally assessing the influence of discriminator weight variation and the
robustness of the model against state-of-the-art adversarial defences. Across the experi-
mental evaluations, MOSA-GAN consistently achieved high FR values across all attacks
and DNN models, with peak performance reaching approximately 89

In terms of image quality, the results demonstrated a clear improvement compared
with the previous study, with favourable LPIPS and FID scores of around 0.23 and 25,
respectively. The ablation studies on discriminator weights further confirmed that a bal-
anced configuration between the vanilla and adversarial discriminators yields the best
trade-off, producing high-quality images alongside strong adversarial effectiveness. Ad-
ditionally, this work reaffirmed that perturbation magnitude directly influences all eval-
uation metrics: higher perturbations improve FR but degrade image quality, as reflected
in both FID and LPIPS.

Finally, robustness testing against state-of-the-art defences showed that adversar-
ial training was effective, reducing the FR of classification models by approximately
45.3%. This result highlights the potential of MOSA-GAN-generated images for training
more robust classifiers. Conversely, input transformation defences proved less effective,
achieving only an average reduction of 11.1% in FR, suggesting that adversarial samples
produced byMOSA-GAN remain strong and resistant to suchmethods. Therefore, it can
be concluded that themain objective of this study—maintaining high image quality and
fidelity while achieving a high FR — was successfully accomplished.
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Conclusion

It is widely acknowledged that AI will remain integral to society, andwith it come frame-
works and tools that assist daily activities. However, many such tools were developed
without security by design; consequently, appropriate security measures are required.
In the domain of CV, a prominent branch of AI, reliance on automated classification is
common. Misclassification can have serious consequences in high-stakes applications
such as finance or medicine, which motivates the work presented in this thesis.

This thesis aims to demonstrate empirically that it is possible to generate high-quality
images that can mislead a given classification model and, in realistic use cases, cause
adverse outcomes. Furthermore, the thesis investigates the constructive use of these im-
ages: they can be incorporated into defensive strategies to retrain classifiers and thereby
improve their robustness against this class of attacks.

With this in mind, the work is divided into two parts. The first part tests the hypothe-
sis that a pre-existing generativemodel can be used to produce adversarial images on de-
mand; the second part presents a novel model, MOSA-GAN, designed for this purpose.
In both studies, four attack types and five perturbation magnitudes were used, yielding
twenty datasets employed to train the models. The generated images were evaluated
against five pre-trained DNN classifiers.

In the first part, the pre-existing model achieved high misclassification rates, approx-
imately 91% FR, but produced images of poor visual quality. Consequently, we devel-
oped the MOSA-GAN architecture, which leverages multi-objective optimisation and
multiple discriminators to pursue two goals: high image quality and fidelity, and effec-
tive extraction of adversarial traits to increase misclassification.

Results for the MOSA-GAN were highly satisfactory. The model achieved a high FR
of nearly 89% while maintaining good image quality, as measured by the FID and LPIPS
metrics and validated through human-eye observations. To support these findings, addi-
tional tests were performed, including an ablation study on the impact of discriminator
weights, an analysis of batch size effects on training losses across all components, an
evaluation of different perturbation magnitudes on model performance, and, most im-
portantly, an assessment of robustness against state-of-the-art defences in the literature.

52
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From this last evaluation, it was concluded that the generated images can serve a
dual purpose: not only to mislead DNN classifiers but also to strengthen them when
used defensively. Specifically, by incorporating the generated adversarial images into the
training process of classifiers, misclassification rates were reduced by up to 45.3%. Con-
versely, input transformation defences applied against the generated images achieved
only a minor reduction in FR (11.1%), highlighting the strength and robustness of the
adversarial examples produced by the MOSA-GAN model.

Based on the results obtained, it can be concluded that the objectives of this thesis
were fully achieved: an existing generative model was evaluated for adversarial image
generation, and a new model was designed and developed under rigorous and empir-
ically grounded evaluation procedures. The proposed generative model, MOSA-GAN,
demonstrates strong potential not only for malicious applications but, more importantly,
as a defensivemechanism to enhance the robustness of classification systems, thereby ad-
dressing the dual-use nature of adversarial image generation. Furthermore, both sets of
results were presented at international conferences. Specifically, the work in Chapter 3
was presented at a conference (Areia et al., 2025c), while the results fromChapter 4 were
also presented at a conference (Areia et al., 2025a) and subsequently published (Areia
et al., 2025b).

Nevertheless, certain limitations must be acknowledged. Hardware constraints re-
stricted the training process, as larger GPU memory would have allowed for broader
exploration of hyperparameter values. Similarly, employing the full dataset rather than
a subset could have strengthened the evaluation, while expanding the decision bound-
aries of the attacks might have provided deeper insights. Further research could also
involve testing a wider range of defences, experimenting with alternative generative ar-
chitectures, and incorporating large language models for evaluation.

These limitations should not be regarded as shortcomings but rather as opportunities
for future investigation. To support reproducibility and encourage further exploration,
the entire codebase and underlying logic of this work have been released as open source.

In summary, all objectives established in this thesis were successfully achieved, con-
tributing both to the scientific community through publications and presentations, and
to the academic development of the author.
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A
MOSA-GANGenerativeModel

Code Implementations

This appendix chapter is included solely to present partial code implementations of the
proposed MOSA-GAN model outlined in Chapter 4. Please refer to the caption of each
listing to identify the corresponding class or function being presented.

Listing 1: Implementation of the Vanilla Discriminator class.

1 class Discriminator(nn.Module):
2 def __init__(self, image_size=128, conv_dim=64, num_classes=5, repeat_num=6):
3 super(Discriminator, self).__init__()
4 layers = []
5 layers.append(spectral_norm(nn.Conv2d(3, conv_dim, kernel_size=4, stride=2,

padding=1)))↩→
6 layers.append(nn.LeakyReLU(0.01))
7
8 curr_dim = conv_dim
9 for i in range(1, repeat_num):

10 layers.append(spectral_norm(nn.Conv2d(curr_dim, curr_dim*2, kernel_size=4,
stride=2, padding=1)))↩→

11 layers.append(nn.LeakyReLU(0.01))
12 curr_dim = curr_dim * 2
13
14 kernel_size = int(image_size / np.power(2, repeat_num))
15 self.main = nn.Sequential(*layers)
16 self.conv1 = spectral_norm(nn.Conv2d(curr_dim, 1, kernel_size=3, stride=1,

padding=1, bias=False))↩→
17
18 def forward(self, x):
19 h = self.main(x)
20 out_src = self.conv1(h)
21 return out_src
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Listing 2: Implementation of the Adversarial Discriminator class.

1 class AdversarialDiscriminator(nn.Module):
2 def __init__(self, image_size=128, conv_dim=64, num_classes=5, repeat_num=6):
3 super(AdversarialDiscriminator, self).__init__()
4 layers = []
5 layers.append(spectral_norm(nn.Conv2d(3, conv_dim, kernel_size=4, stride=2,

padding=1)))↩→
6 layers.append(nn.LeakyReLU(0.01))
7
8 curr_dim = conv_dim
9 for i in range(1, repeat_num):

10 layers.append(spectral_norm(nn.Conv2d(curr_dim, curr_dim * 2, kernel_size=4,
stride=2, padding=1)))↩→

11 layers.append(nn.LeakyReLU(0.01))
12 curr_dim *= 2
13
14 kernel_size = int(image_size / np.power(2, repeat_num))
15 self.main = nn.Sequential(*layers)
16 self.fc = spectral_norm(nn.Linear(curr_dim * kernel_size * kernel_size,

num_classes))↩→
17
18 def forward(self, x):
19 h = self.main(x)
20 h = h.view(h.size(0), -1)
21 return self.fc(h)

Listing 3: Implementation of the Generator class.

1 class Generator(nn.Module):
2 def __init__(self, conv_dim=64, c_dim=5, repeat_num=6):
3 super(Generator, self).__init__()
4 layers = []
5 layers.append(nn.Conv2d(3+c_dim, conv_dim, kernel_size=7, stride=1, padding=3,

bias=False))↩→
6 layers.append(nn.InstanceNorm2d(conv_dim, affine=True, track_running_stats=True))
7 layers.append(nn.ReLU(inplace=True))
8
9 curr_dim = conv_dim

10 for i in range(2):
11 layers.append(nn.Conv2d(curr_dim, curr_dim*2, kernel_size=4, stride=2,

padding=1, bias=False))↩→
12 layers.append(nn.InstanceNorm2d(curr_dim*2, affine=True,

track_running_stats=True))↩→
13 layers.append(nn.ReLU(inplace=True))
14 curr_dim = curr_dim * 2
15
16 for i in range(repeat_num):
17 layers.append(ResidualBlock(dim_in=curr_dim, dim_out=curr_dim))
18

69



19 for i in range(2):
20 layers.append(nn.ConvTranspose2d(curr_dim, curr_dim//2, kernel_size=4,

stride=2, padding=1, bias=False))↩→
21 layers.append(nn.InstanceNorm2d(curr_dim//2, affine=True,

track_running_stats=True))↩→
22 layers.append(nn.ReLU(inplace=True))
23 curr_dim = curr_dim // 2
24
25 layers.append(nn.Conv2d(curr_dim, 3, kernel_size=7, stride=1, padding=3,

bias=False))↩→
26 layers.append(nn.Tanh())
27 self.main = nn.Sequential(*layers)
28
29 def forward(self, x, c):
30 c = c.view(c.size(0), c.size(1), 1, 1)
31 c = c.repeat(1, 1, x.size(2), x.size(3))
32 x = torch.cat([x, c], dim=1)
33 return self.main(x)

Listing 4: Implementation of the Classifier class.

1 class Classifier(nn.Module):
2 def __init__(self, image_size=128, conv_dim=64, c_dim=40, repeat_num=6):
3 super(Classifier, self).__init__()
4 layers = []
5 layers.append(nn.Conv2d(3, conv_dim, kernel_size=4, stride=2, padding=1))
6 layers.append(nn.LeakyReLU(0.01))
7
8 curr_dim = conv_dim
9 for i in range(1, repeat_num):

10 layers.append(nn.Conv2d(curr_dim, curr_dim*2, kernel_size=4, stride=2,
padding=1))↩→

11 layers.append(nn.LeakyReLU(0.01))
12 curr_dim = curr_dim * 2
13
14 kernel_size = int(image_size / np.power(2, repeat_num))
15 self.main = nn.Sequential(*layers)
16 self.conv2 = nn.Conv2d(curr_dim, c_dim, kernel_size=kernel_size, bias=False)
17
18 def forward(self, x):
19 h = self.main(x)
20 out_cls = self.conv2(h)
21 return out_cls.view(out_cls.size(0), out_cls.size(1))

Listing 5: Implementation of the Encoder class.

1 class Encoder(nn.Module):
2 def __init__(self, image_size=128, conv_dim=64, c_dim=5, repeat_num=6):
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3 super(Encoder, self).__init__()
4 layers = []
5 layers.append(nn.Conv2d(3, conv_dim, kernel_size=4, stride=2, padding=1))
6 layers.append(nn.ReLU())
7
8 curr_dim = conv_dim
9 for i in range(1, repeat_num):

10 layers.append(nn.Conv2d(curr_dim, curr_dim*2, kernel_size=4, stride=2,
padding=1))↩→

11 layers.append(nn.ReLU())
12 curr_dim = curr_dim * 2
13
14 kernel_size = int(image_size / np.power(2, repeat_num))
15 self.main = nn.Sequential(*layers)
16 self.out = nn.Conv2d(curr_dim, c_dim, kernel_size=kernel_size, bias=False)
17
18 def forward(self, x):
19 h = self.main(x)
20 c_pred = self.out(h)
21 return c_pred.view(c_pred.size(0), -1)
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B
Adversarial DCGANGenerative
Model Code Implementations

This appendix chapter is included solely to present partial code implementations of the
adversarial DCGAN model outlined in Chapter 3. Please refer to the caption of each
listing to identify the corresponding class or function being presented.

Listing 6: Implementation of the Discriminator class.

1 class Discriminator(nn.Module):
2 def __init__(self, gpu_number, feature_map_d, channel_number, latent_vector_z):
3 super(Discriminator, self).__init__()
4 self.gpu_number = gpu_number
5 self.feature_map_d = feature_map_d
6 self.channel_number = channel_number
7 self.latent_vector_z = latent_vector_z
8 self.main = nn.Sequential(
9 nn.Conv2d(channel_number, feature_map_d, 4, 2, 1, bias=False),

10 nn.LeakyReLU(0.2, inplace=True),
11
12 nn.Conv2d(feature_map_d, feature_map_d*2, 4, 2, 1, bias=False),
13 nn.BatchNorm2d(feature_map_d*2),
14 nn.LeakyReLU(0.2, inplace=True),
15
16 nn.Conv2d(feature_map_d*2, feature_map_d*4, 4, 2, 1, bias=False),
17 nn.BatchNorm2d(feature_map_d*4),
18 nn.LeakyReLU(0.2, inplace=True),
19
20 nn.Conv2d(feature_map_d*4, feature_map_d*8, 4, 2, 1, bias=False),
21 nn.BatchNorm2d(feature_map_d*8),
22 nn.LeakyReLU(0.2, inplace=True),
23
24 nn.Conv2d(feature_map_d*8, 1, 4, 1, 0, bias=False),
25 nn.Sigmoid()
26 )
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27
28 def forward(self, input):
29 return self.main(input)

Listing 7: Implementation of the Generator class.

1 class Generator(nn.Module):
2 def __init__(self, gpu_number, feature_map_g, channel_number, latent_vector_z):
3 super(Generator, self).__init__()
4 self.gpu_number = gpu_number
5 self.feature_map_g = feature_map_g
6 self.channel_number = channel_number
7 self.latent_vector_z = latent_vector_z
8 self.main = nn.Sequential(
9 nn.ConvTranspose2d(latent_vector_z, feature_map_g*8, 4, 1, 0, bias=False),

10 nn.BatchNorm2d(feature_map_g*8),
11 nn.ReLU(True),
12
13 nn.ConvTranspose2d(feature_map_g*8, feature_map_g * 4, 4, 2, 1, bias=False),
14 nn.BatchNorm2d(feature_map_g*4),
15 nn.ReLU(True),
16
17 nn.ConvTranspose2d(feature_map_g*4, feature_map_g*2, 4, 2, 1, bias=False),
18 nn.BatchNorm2d(feature_map_g*2),
19 nn.ReLU(True),
20
21 nn.ConvTranspose2d(feature_map_g*2, feature_map_g, 4, 2, 1, bias=False),
22 nn.BatchNorm2d(feature_map_g),
23 nn.ReLU(True),
24
25 nn.ConvTranspose2d(feature_map_g, channel_number, 4, 2, 1, bias=False),
26 nn.Tanh()
27 )
28
29 def forward(self, input):
30 return self.main(input)

Listing 8: Implementation of the Encoder class.

1 class Encoder(nn.Module):
2 def __init__(self, feature_map_e, channel_number, latent_vector_z):
3 super(Encoder, self).__init__()
4 self.feature_map_e = feature_map_e
5 self.channel_number = channel_number
6 self.latent_vector_z = latent_vector_z
7 self.main = nn.Sequential(
8 nn.Conv2d(channel_number, feature_map_e, 4, 2, 1, bias=False),
9 nn.BatchNorm2d(feature_map_e),
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10 nn.LeakyReLU(0.2, inplace=True),
11
12 nn.Conv2d(feature_map_e, feature_map_e*2, 4, 2, 1, bias=False),
13 nn.BatchNorm2d(feature_map_e*2),
14 nn.LeakyReLU(0.2, inplace=True),
15
16 nn.Conv2d(feature_map_e*2, feature_map_e*4, 4, 2, 1, bias=False),
17 nn.BatchNorm2d(feature_map_e*4),
18 nn.LeakyReLU(0.2, inplace=True),
19
20 nn.Conv2d(feature_map_e*4, feature_map_e*8, 4, 2, 1, bias=False),
21 nn.BatchNorm2d(feature_map_e*8),
22 nn.LeakyReLU(0.2, inplace=True),
23
24 nn.Conv2d(feature_map_e*8, latent_vector_z, 4, 1, 0, bias=False),
25 )
26
27 def forward(self, x):
28 return self.main(x).view(x.size(0), -1)
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